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CHAPTER1-Presenting Lina
Lina is a solution for the protection of file servers, laptops and workstations. Lina uses a
client/server architecture: a Lina server protects Lina agents in a network.

Main features
Lina is equipped with multiple features for backup protection of workstations and file servers
(Table 1):

Feature Description

Continuous
Data Protection
and Flexible
Recovery Point
Objective

Lina offers automatic and near continuous protection of user data. There is
no backup scheduling. Instead, new or modified data is detected in real time
and automatically transferred to the Lina server, without user intervention.
The time-intervals between transfers of data to protect is defined by the
Recovery Point Objective (RPO). The RPO can vary from one minute to one
day.

Workstation
recovery

The Bare Metal Recovery (herein called BMR) is a Lina module used to
recover a complete Windows agent (including system, applications, and
data). The BMR feature allows to backup and restore MS SQL Servers and
requires setting a specific protection policy at backup time. This ensures
that all necessary files are backed up and available if you need to perform a
recovery of your machine.

Block Level
Deduplication

Lina implements incremental backup and deduplication technology at block
level.

WAN Mode Lina reduces network traffic since already protected blocks are not re-sent
to the server.

"Self Service"
Restore of
Agent Data

A Restore Wizard lets the user restore files or folders at any time without
administrator intervention. Data can be restored to its original place or to a
new location.

Advanced Restore also enables to perform a:

• cross restore,
• distant restore,
• restore from an alternate server.

Versioning Lina keeps historical logs of protected versions, letting you choose the
protection date or version of the file or directory to restore.

Table 1: Lina features and descriptions
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Feature Description

Support of
Open Files

For continuous protection of user data, Lina protects open files. Applications
such as Microsoft Outlook and Microsoft Office do not need to be closed,
their files are protected while in use.

Support of
Windows EFS

EFS (Encrypting File Systems) encrypt data on a machine to ensure its
confidentiality. When Lina protects the data on an EFS system, it is
protected and restored in its encrypted form.

Network
Management

Lina agents automatically connect to the server as soon as a network
connection is available.

Lina lets you fine-tune data protection by defining, among other things, the
behavior to adopt for different types of network, or the compression
algorithm for data transfer.

Centralized
Handling of the
Server, Free
Configuration
of the Agent

Administrators of the Lina server can:

• Oversee the entire IT environment of the company (file servers,
workstations and laptops).

• Apply common protection policies to groups of machines through a
centralized Administration Console.

• Define enterprise-wide protection policies such as exclusions and
inclusions, and rights for Lina agents.

Depending on their rights, users can set up their own protection policies on
the Lina agent, as long as their customized policies do not conflict with the
protection rules defined on the server.

Table 1: Lina features and descriptions

Lina Architecture and Components

Lina in a Standalone Configuration
This diagram illustrates Lina in a standalone configuration (Figure 1):
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Figure 1: Lina in a standalone configuration

The Lina Server:
• Stores protected data from the Lina agents according to protection policies defined by the

administrator and the user.
• Relies on the Atempo Deduplication Engine (ADE) to store all the unique data blocks sent

by the agents. The ADE database keeps track of all the data blocks stored, and the
repository where data is actually stored.

The Lina Agents:
• Detects new and modified data.
• Applies the protection policy set on the server side by the administrator and on the agent

side by the user.
• Sends unique blocks of protected data to the Lina Server, according to the protection

policies.
• Provides restore capability, through a Restore Wizard or Windows Explorer.

Lina with HyperStream Server and Tina
This diagram illustrates Lina in a configuration with HyperStream Server (HSS) and Tina (Figure
2):
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Figure 2: Lina, HSS, and Tina in a configuration

Lina and HyperStream Server share a common Atempo Deduplication Engine and
Administration Console for optimized integration.

The integration with Tina offers a complete protection solution for all your data.

Function of Lina Data Backup
Lina uses protection policies to determine what data to protect and how:
• Protection policies are defined on the server or on the agent.
• Data to protect is defined through protection schemes.
• Protection parameters are defined through strategies.

Defining Protection on the Server or the Agent
Protection policies can be defined at two levels:
• On the Lina server, managed by the administrator. Defining policies on the server is

particularly useful if you have a large IT environment to manage, and if the location and
type of data to protect is similar for groups of machines. The configuration is done only
once on the server and applies to all the machines designated by the administrator.

• On the Lina agents, managed by the user. Defining policies on the agent enables the user
some freedom in the choice of data to protect on his or her own machine. Policy definition
on the agent is only possible if the administrator authorizes it.

Protection policies applied to the agents are a combination of administrator and user policies.
Protection policies defined by the administrator on the Lina Server take precedence over those
defined by users on the Lina agents.
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Defining Data to Protect
Protection schemes define data to protect by supplying this information:
• The location of data to protect, in the form of a list of paths.
• The type of files to protect, in the form of protection rules associating a category of files with

an action. The action can be either inclusion or exclusion from protection.

Principle for Creating a Protection Scheme

According to the files you want to protect or exclude, you must define paths on which the
protection rules can be applied. This diagram (Figure 3) illustrates the steps necessary to create
a protection scheme.

Figure 3: Example of three applied protection rules

Details of a Protection Scheme

To enable for the great variety of user environments and give the administrator flexibility for
configuring protection, you must structure your protection schemes.

This diagram illustrates (Figure 4) the structure of protection schemes.

Figure 4: Example of a protection scheme
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A protection scheme is composed of a group of protection selections. Each protection selection
contains a path associated with a protection rule.

The protection rule includes a list of file categories associated with actions. It also necessarily
includes a default action, to indicate what to do with file types not explicitly specified in a
category. Action can either be to include or exclude from protection. In addition you can decide
whether the action can be overwritten by the agent or not.

The items that you can define freely are the paths and the file categories. The protection
schemes, selections and rules are made up of existing elements.

Unprotected Data
Lina doesn't protect:
• Lina own working files.
• Files and directories on network drives.

Defining Protection Parameters
After defining the data to protect in a protection scheme, the administrator must set up a strategy.

The strategy contains these protection parameters:
• Retention Period: how long the data must be stored (once the retention countdown has

started).
• Rights: is the user be authorized to modify his or her own protection parameters.
• Recovery Point Objective: at what moment the data is protected.
• Network: data transfer mode, compression, encryption, etc.

If the administrator gives the user the possibility of choosing his or her own protection options, the
user can define rights, Recovery Point Objective, and network.
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CHAPTER2- Installing Lina
This chapter lists the different steps that help you to install, configure, and update a Lina server
and agent.

Lina Server Installation
These topics describe the installation of Lina for a server.

Prerequisites to Lina Server Installation
Before installing a Lina server, check the following prerequisites (Table 2) and refer to the Lina
Compatibility Guide.

Prerequisite Description

Hardware/Processor The Lina server must be installed:

• On a machine with a multi-core 64 bit processor.
• On a local, dedicated fast access disk such as an SSD.

Operating System To find out the list of supported Operating Systems, please see the
Lina Compatibility Guide.

Table 2: Prerequisites to Lina server installation
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Prerequisite Description

Linux Server Installation requires some packages to be installed before running
the installer.

For an installation in CLI using the silent mode, run the following
commands to install the required packages:

• Debian-based distributions: apt-get update && apt-get
install -y --no-install-recommends libaio1 libavahi-
client3

• RPM-based distributions: yum update && yum install
libaio avahi-libs

For an installation in graphical mode, run the following commands to
install the required packages:

• Debian-based distributions: apt-get update && apt-get
install -y --no-install-recommends libaio1 libavahi-
client3 libxext6 libxtst6 libxrender1 fonts-dejavu

• RPM-based distributions: yum update && yum install
libaio avahi-libs libXext libXtst libXrender dejavu-
sans-fonts dejavu-serif-fonts

An installation in graphical mode requires one the following items to
use the graphical environment from a remote host:

• A graphical environment (X Windows) on the local host.
• A DISPLAY variable set .

Linux Server
Snapshot

If you intend to use snapshots to secure your Linux Server, all your
ADE components must be stored on:

• Version 2.02.95 or higher of LVM2
• Thinly-Provisioned Logical Volumes (thin volumes)
Following is a sample of the commands used to create a thin volume:

1 Create a 1 TB thin pool
lvcreate -L 1T -T vg1/thinpool

2 Create a thin virtual volume lv1
lvcreate -V 1T -T vg1/thinpool -n lv1

3 Verify the thin volume creation
root@hyperstream:/media/xfs/HSS-trunk/bin# lvdisplay
-C --noheadings -o vg_name,lv_name,lv_attr
vg1 lv1 Vwi-a-tz
vg1 thinpool twi-a-tz
The bold "V" indicates that you have successfully created a thin
volume.

Table 2: Prerequisites to Lina server installation
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Prerequisite Description

Windows Server
Snapshot

• If you intend to use snapshots to secure your Windows Server, all
your ADE components must be stored on an NTFS filesystem.

• If you intend to use the snapshot revert feature, do not install any
ADE components on the system disk.

Filesystem We recommend using an ext4 filesystem on Linux servers and NTFS
onWindows servers.

Memory At least 8 GB of RAM is required.

Repository At least 32 GB of disk space must be permanently available on the
volume where the Atempo-Deduplication Engine data blocks are
stored.

Directory of the Lina
server Database

At least 10 GB of disk space must be permanently available on the
volume where the Lina data is stored.

Default
Communication Ports

These ports are the default ports and must be open on your firewall
(unless you choose other values when you run the setup):

• 8181 Communication port for Lina Administration Console.
• 23232 Communication port for Atempo-Deduplication Engine.

Proxy option in web
browser

Ensure that your web browser does not use a proxy. If that is the
case, you may get this security error: "Attempt to load data from a
server outside the security sandbox" when you try to access your
server in the Lina Administration Console.

To avoid this problem, follow these instructions:

• With Mozilla Firefox, openMenu> Options > Network Settings.
In the Connection Settings window, select the No Proxy check
box.

• With Microsoft Internet Explorer, open Tools > Internet
Options > Connections > LAN Settings. In the Local Area
Network (LAN) Settings window, ensure that the Use a proxy
server for your LAN option is unchecked.

• With Google Chrome, openMenu > Settings > Advanced >
Open proxy settings. In the Proxy window, ensure that the Use
a proxy server option is unchecked.

• With Apple Safari, open Safari > Preferences > Advanced tab >
Change Settings.... Ensure that no proxies are used.

Language Lina adopts the language set at the operating system level. Available
languages are English and French. Ensure that you set the proper
language for the OS.

Table 2: Prerequisites to Lina server installation
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Prerequisite Description

User The user launching the setup programmust have administrator or
root rights.

Table 2: Prerequisites to Lina server installation

During the installation or upgrade, the setup verifies that prerequisites are met. If your
environment does not meet some of them, either:

• You get a warning informing you that such requirement is not met and what our
recommendations are.

Or
• The installation stops until you make the necessary changes to meet the prerequisites.

Installing the Lina Server
1. Launch the setup program corresponding to your operating system:

• Windows Double-click the executable ATLXXX-Windows-X64.exe.
• Linux Run ATLXXX_Linux-X64.bin. You need to ensure that the binary can be

executed. If necessary, you can define the rights with the command: chmod +x
2. Select the installation language.
3. Accept the license agreement, then click Next. The Lina Server is included by default in the

setup program.
4. In the Parameters pane, install the Atempo-License Manager Otherwise, you can use your

existing Atempo-License Manager to run Lina, provided you have the proper license file
attached to the Atempo-License Manager..
You can install the Atempo-License Manager at a later date if you need to by relaunching
the present setup, choosing Installation and selecting only the License Manager in the
Product Selection Windows.
Whether you install Atempo-License Manager or not, Lina Server starts with an evaluation
license. See step License Management for details on how to switch to a permanent license.

5. (Optional) Select:
• The main destination directory for the setup. The default destination directory is

C:\Program Files\Atempo. To return to the default directory, click Restore Default.
We recommend installing on a physical machine rather than a virtual one.

• The advanced setup option. This option modifies the default service name. This is the
structure of the directory path:
<installation_directory>\AtempoDedupEngine\<service_name>

6. When the installation is finished, the Atempo Deduplication Engine service starts up. To
check that it is running:
• Windows Press Start, then type Services in the search bar.
• Linux Launch the command /etc/init.d/ADE.default status.

Configurator Window
When the installation is finished, the Configurator window is displayed in Wizard mode the first
time only.

10 Lina
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It is necessary to use an internet browser to configure Lina. To configure and activate the
deduplication engine, you can enter the path https://hostname:8181 in a browser. hostname
corresponds to the server on which the binaries are installed.

The Configurator contains different sections (Table 3) and enables you to move the data storage
directories at any time. The aim is to easily distribute data on disks.

Section Description

Database Lets you select the path to store the ADE database to index data blocks, and
its journal, on a fast access disk, such as an SSD. The database must be
installed on a dedicated local disk. Atempo recommends about 100 GB for
the size of this directory.

For performance reasons, Atempo recommends that you install the
database and the data repository on separate disks.

Storage The storage directories correspond to the paths where the block files are
stored.

Port Number for
Atempo
Deduplication
Engine

Lets you define a customized port number, other than the default 23232 for Atempo
Deduplication Engine.

HyperStream
/HVDS

The stream directories correspond to the paths where new streams will be
stored.

Lina Lets you select the directory to store Lina databases for each backed up
agent on a fast access disk, such as an SSD.

For performance reasons, Atempo recommends that you install the Lina
database and the data repository on separate disks.

Lets you define a customized port number, other than the default, 8181 for
http and for https.

Advanced
Parameters

Advanced parameters enable you to:

• Configure the reception of update notifications,
• Modify the default ports configured during the installation by the setup.
Advanced settings only display if the server is already configured. It does not
display in the Wizard mode.

Table 3: Configuration sections descriptions

This information can display in each section:
• Product activation: Activates the product. The configured options will be applied to the

activated product only.
• Storage: Informs you on the capacity (e.g., GB or TB of free space) and the type of storage

(e.g., disk or SSD) for the location where the data will be stored.
• Usage: Corresponds to how data will be read or written (e.g., sequential or random). The

modification of the default setting is recommended.
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• A message indicates that some modifications have been made in the section and the
ADE/ALN/HSS server needs to be restarted to take the changes into account.

• Advanced mode of block movements: Enables you to distribute the blocks in the directories
(repository).

• Advanced mode of streammovements: Enables you to distribute the streams in the
directories (streams).

• Advanced mode of Lina agent database movements: Enables you to distribute the
databases in the directories.

Starting the Lina Service
The Lina service is automatically started after the installation. You can also manually start it in the
Lina Administration Console:
1. Launch a web browser and enter this URL: http://<your_aln_server>:8181/
2. Enter the name and password of a user having rights to the Lina server (by default admin

and admin).
3. In the Lina Administration Console (Figure 5), select Server > Configuration > License &

Components.

Figure 5: Path to open Licence & Components

4. In the Licence & Components interface, click onOpen Configurator in new tab.
5. On the Lina page in the ADE Configurator, select Yes to activate the product.
6. Close the Configurator. The status of the Lina service displays Running.

Upgrading the Lina Server
Before upgrading the Lina Server, ensure that :
• You have downloaded the Lina binaries from the Atempo Client Portal:

https://support.atempo.com.
• The user launching the setup program has administrator/root rights.
• If you intend to use the Lina build-in mechanism to update your agents automatically

(rather than using a tool such as GPO), you have set the Update URL parameter in the
server Administration Console prior to upgrading the server. If not, agents may become
unreachable after the server update, at which point you are unable to push the URL to the
agents. See Auto-creating Lina Agents for details on that parameter.
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To upgrade the Lina Server

1. Close all existing directories.
2. Launch the setup program corresponding to your operating system:

• Windows Double-click the executable ATLXXX-Windows-X64.exe.
• Linux Run ATLXXX_Linux-X64.bin. You need to ensure that the binary can be

executed. If necessary, you can define the rights with the command: chmod +x.
3. Follow the on-screen instructions:

a. Language Choice Lets you choose the installation language.
b. License Agreement Carefully read the general licensing conditions and select I

accept the terms of the License Agreement.
c. Operation to perform Select Upgrade.
d. Installation Selection Select the installation to upgrade. A summary indicates the

installation parameters.
e. License File If you selected to install Atempo-License Manager, you need to indicate

whether you have the license file corresponding to Lina. If you do, provide the location
of the file on the server. If you do not, a temporary license file is automatically
attributed.

4. Click Install.
5. If the upgrade fails and returns a message indicating the directory is locked, do the

following:
a. Quit the upgrade.
b. Restart the ade.default.
c. Relaunch the upgrade in this procedure.

Uninstalling Lina Server
Windows
> Select Start > All Programs > Atempo Deduplication Engine > Uninstall.

Linux
> Launch the script Uninstall_Product in the directory ADE_Home\Uninstall.

Installing/Upgrading Lina Server in Silent Mode
If you cannot install in graphical mode, you can install/upgrade Lina in silent mode.

To do so, you must create a batch file and use this file to install Lina on machines without
graphical or X terminals.

To install Lina in silent mode
1. Open the batch_install_sample.txt sample file located in the Server directory of the

product iso.
2. Set the value of the required parameters according to your environment and save the batch

file as a text file.
To edit the file in Windows, use a text editor such as Wordpad or Notepad++, not Microsoft
Word or equivalent as it may corrupt the file syntax.
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Note: Use double backslashes in Windows paths.

The sample below is set to install HyperStream Server.
3. Launch the installer using this command:

<installer_path> -f <batch_file_absolute_path>
For instance:
Windows.
C:\temp\ATLXXX-Windows-X64.exe -f C:\temp\my_batch_file.txt
Linux.
/tmp/ATLXXX-Linux-X64.bin -f /tmp/my_batch_file.txt
Lina install starts automatically with the parameters specified in your batch file.

To upgrade Lina in silent mode
To perform a silent upgrade, you need to modify the following parameters in the batch_
install_sample.txt file:
1. Set INSTALL_MODE_IS_UPGRADE=1.
2. Set HSS_ENV_NAME to the name of the environment you plan to upgrade.
3. Comment out these lines:

HYPERSTREAM_NAME=default

HYPERSTREAM_PORT=23232

ADE_WEB_CONSOLE_PORT=8181 (default value)

USER_INSTALL_DIR_

BASE=/usr/Atempo/HyperStream/default

USER_INSTALL_DIR_

BLOCKS=/usr/Atempo/HyperStream/default

USER_INSTALL_DIR_

STREAMS=/usr/Atempo/HyperStream/default

To uninstall Lina in silent mode
If you installed the Lina server in silent mode, the uninstallation will automatically run in silent
mode too. Uninstalling Lina Server to run the uninstallation.

License Management
When you install a Lina server, you automatically start with a 30-day evaluation license. To
configure Atempo-License Manager, you must request a permanent standard license file from
Atempo.
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Configuring a Permanent License File
If you do not have a License Manager installed at this point:
1. Launch the Lina Server setup.
2. Choose Installation.
3. In Product Selection, check only Atempo-License Manager.
4. Declare the Atempo-License Manager in the Lina Administration Console.

To configure Atempo-License Manager with your permanent license

1. Open the Atempo-License Manager configuration window:
• Windows Select Start > All Programs > Atempo-License Manager > License

Configuration.
• Linux In the Atempo-License Manager home directory, launch config_license.sh.

2. Check the License File option and choose to:
• Enter the path of the License file you received.
Or
• Click Browse to locate the file.

3. ClickOK.
4. Proceed with the declaration of Atempo-License Manager in the Lina Administration

Console.

To declare Atempo-License Manager in the Lina Administration Console

Do not perform this operation if the License Manager is not configured with your permanent
license file, as described in in the previous procedure.
1. Launch a web browser and enter this URL: http://<your_server>:8181/
2. Enter the name and password of a user having access to the Lina server (by default admin

and admin).
3. In the Lina Administration Console, select Server > Configuration > License &

Components.
4. Under the License tab, click Switch to standard license.
5. In the License server name field, enter the name of your Atempo-License Manager .
6. Provide a port number only if you do not want to use a port within the default range of 27000

to 27001.
If you do not specify a port number, Lina automatically assigns a free port number within the
default range to communicate with the license server. For instance, if port 27000 is not
available, port 27001 is chosen instead.
If you do specify a port number, Lina does not attempt to find the next available free port
when the one specified is already used.

7. Click Confirm.

Modifying your License File
1. Request a License File add-on from Atempo.
2. Open the Atempo-License Manager configuration tool:
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• Windows. Select Start > All Programs > Atempo-License Manager > License
Configuration.

• Linux. Launch config_license.sh located in the Atempo-License Manager home
directory.

3. Check the Add On option and:
• Enter the path of the License file add-on you received.
Or
• Click Browse to locate the add-on.

4. ClickOK.

Replacing an expired License File
1. Request a new License File from Atempo.
2. Open the Atempo-License Manager configuration tool:

• Windows Select Start > All Programs > Atempo-License Manager > License
Configuration.

• Linux Launch config_license.sh located in the Atempo-License Manager home
directory.

3. Check the License File option and:
• Enter the path of the License file you received.
Or
• Click Browse to locate the file.

4. ClickOK.

Replacing the License Manager
You can replace your License Manager with a new one in the Lina Administration Console:
1. Ensure that your new License Manager has been configured with a permanent license file,

as described in To configure Atempo-License Manager with your permanent license.
2. In the License & Product tab of the Administration Console, replace your old License

manager server as described in Changing the Atempo-License Manager.

Lina Windows Agents Installation
These topics describe how to install Lina Windows Agents.

Prerequisites to Windows Agents Installation
Before installing Lina Windows Agents, check the following prerequisites (Table 4):
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Prerequisite Description

Operating
System

To find out the list of supported Operating Systems, please see the Lina
Compatibility Guide.

Filesystem At least one partition must be of NTFS type

Memory Aminimum of 512 MB of RAM is required.

Database
directory

The database requires approximately 1% of the volume of the protected
data in disk space, but can use up to 10% if you have a large number of
files.

User's Right The user performing the installation must have administrator rights on the
machine.

Product
Download

Ensure that you have downloaded the Lina binaries from the Atempo
Client Portal: https://support.atempo.com.

Communication
Port

If you want to connect to the Agent interface remotely, for instance to
perform remote restores, Port 27261must be open on your firewall.

Language By default, Lina installer adopts the language set at the operating system
level. You can select another language.

Table 4: Prerequisite descriptions to Windows agent installation

Installing Windows Agents

Installing Windows Agents in Graphical Mode
1. Launch the program setup.exe on the agent from the directory:

ATLXXX.iso\Agent\Windows\amd64
2. Follow the on-screen instructions:

a. License Agreement Accept the License Agreement to install Lina.
b. Destination Folder Choose a directory other than the default (C:\Program

Files\Atempo\Atempo Live Navigator\). Click Change... and select a directory in
the tree.

c. Database Folder Choose the path to install the database of the Lina agent. To
choose a directory other than the default (C:\HNDB\), click Change... and select a
directory in the tree.
Ensure that you have at least 10% of the volume of the data to protect in free disk
space for the database.

d. Network fully qualified name of the server Enter a fully qualified name for the Lina
server where the protection policy of your Lina agent is defined. See Agent to Server
Access Configuration for more details on the server name.

3. Click Install to finish installing.
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Installing Windows Agents on a Remote Desktop Services Server
To install agents on an RDS server:
1. Open the command line interface.
2. Run the command CHANGE USER/INSTALL.
3. Install the Lina Agent. The installation must be done once per RDS server.
4. When the agent is installed, run the command CHANGE USER/EXECUTE.

Deploying Windows Agents Remotely
Lina Windows agents may be deployed remotely, using either an Active Directory Group Policy or
a deployment tool such as WAPT, Microsoft SCCM or equivalent. Only one agent is needed per
machine, even in an RDS/TSE environment.

Before deploying agents remotely, the user performing the installation on a machine must have
administrator rights on that machine.

Step 1: Extract the MSI file

> Run the setup.exe /extractcab command on the Windows agent binary. This will create
a SupportFiles folder containing the ALN.msi file to extract.

Step 2: Launch the MSI package

> Launch the MSI package in silent mode, using one of the following commands :
• ALN.msi /qn SERVERNAME=your-lina-server
• msiexec /qn /i ALN.msi SERVERNAME=server

See Installing Windows Agents in Silent Mode for detailed information on mandatory or optional
parameters.

Updating Windows Agents
You can activate the automatic update mode on the Lina agents or update agents manually. See
the Update URL section to configure the automatic update of agents in the Lina Administration
Console.

To manually launch an update:
> Launch the setup as described in Installing Windows Agents. The setup starts in update

mode. Follow on-screen instructions.

Uninstalling Windows Agents
1. Ensure that there are no other users of Lina currently connected to the machine.
2. From the Windows Start menu, select Control Panel > Programs and

Features > Uninstall or Change a Program.
3. In the list of programs, select Atempo Lina and click Change. A pop-up window asks you to

confirm the uninstallation.
4. Restart your host to complete the uninstallation.
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Installing Windows Agents in Silent Mode
The silent mode lets you install, upgrade, or uninstall Lina from the command line, without having
to launch a graphical interface.

Install a Lina agent in silent mode
1. Launch a command line on your agent and navigate to the directory containing the

setup.exe program of your Lina agent: ATLXXX.iso\Agent\Windows\amd64
2. Enter this command:

setup.exe /q /CompleteCommandArgs "SERVERNAME=xxxx DATABASEDIR=xxxx
INSTALLDIR=xxxx"
If the value contains space characters, enclose it between escape quotes (\").
For instance:
setup.exe /q /CompleteCommandArgs "SERVERNAME=lina-server
DATABASEDIR=\"C:\Program Files\ALN_Agent\""

The installation in silent mode consists of multiple parameters (Table 5).

Parameter Description Status

INSTALLDIR Lina installation path. Optional, the default value is
C:\Program Files\Atempo\Atempo Live Navig
ator\

DATABASEDI
R

Lina database path. Optional, the default value is C:\HNDB\

SERVERNAME Connection string of
the Lina Server where
the agent data is
going to be protected.

The server connection
string is in the form:

<servername>:<por
t>

To indicate the tenant:

<tenant_
name>/@<servernam
e>

See Agent to Server
Access Configuration
for details.

Mandatory.

Table 5: Installation parameters in silent mode
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Parameter Description Status

- /l
c:\logfile.log

Creates a log file in
c:\logfile.log.

Optional

- /qb The setup only
displays a small
window with
progression
information.

Optional

- /q The setup is hidden. Optional

Table 5: Installation parameters in silent mode

Lina is installed in silent mode and creates this log file containing installation related information:
%TEMP%\setup_atempo_hnm.log

Update a Lina agent in silent mode
1. Launch a command line on your agent and navigate to the directory containing the

setup.exe program of your Lina agent: ATLXXX.iso\Agent\Windows\amd64
2. Enter this command: setup.exe /q

Uninstalling Windows Agents in Silent Mode
1. Launch a command line on your agent and navigate to the directory containing the

setup.exe program of your Lina agent: ATLXXX.iso\Agent\Windows\amd64
2. Enter this command:

setup.exe /ExtractCab
The splash screen of the setup program opens.

3. Select the language. The ALN.msi installation program is extracted to .\SupportFiles.
4. Navigate to SupportFiles folder and enter the command:

msiexec /x ALN.msi /qn
If you want to remove the client database during the process, please run:
msiexec /x ALN.msi REMOVEDATABASE=1 /qn

Lina macOS Agents Installation
These topics describe how to install Lina macOS Agents.

Prerequisites to macOS Agents Installation
Before installing Lina macOS Agents, check the following prerequisites (Table 6):
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Prerequisite Description

Operating
System

To find out the list of supported Operating Systems, see the Lina
Compatibility Guide..

Memory As required by the operating system.

Database
directory

The database requires approximately 1% of the volume of the protected
data in disk space, but can use up to 10% if you have a large number of
files..

User’s Right The user performing the installation must have administrator’s rights on
the machine.

Product
Download

Ensure that you have downloaded the Lina binaries from the Atempo
Client Portal: https://support.atempo.com.

Communication
Port

If you want to connect to the Agent interface remotely, for instance to
perform remote restores, Port 27261must be open on your firewall.

Language Lina adopts the language set at this operating system level. Available
languages are English and French. Ensure that you set the proper
language for the OS.

Table 6: Prerequisites to macOS agent installation

InstallingLina macOS Agents
1. Go to the product download directory ATLXXX.iso/Agent/MacOSX .
2. Double-click the LiveNavigator.dmg file, then the LiveNavigator.pkg file.
3. Enter the following parameters:

a. License Agreement Accept the License Agreement to install Lina.
b. Server Name Enter the name of the machine hosting the Lina server.
c. Database Folder Lets you choose the path to install the database of the Lina agent.

Ensure that you have at least 10% of the volume of the data to protect in free disk
space for the database. To choose a folder other than the default
(/Library/Application Support/HN/DB), click Browse and select a folder in the
tree.

d. Login Information Provide the name and password of the administrator.

Particularity for macOS Mojave and Catalina
You may have to grant Full Disk Access to Lina after:
• Installing a Lina Agent on macOS Mojave or Catalina.
• Upgrading to macOS Mojave or Catalina with Lina Agent already installed on your system.

This allows Lina to provide complete protection for all system components.

This is a one-time configuration. The Privacy settings are retained during upgrades of the Lina
package.
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If the following pop-up appears, carry out these steps to grant Full Disk Access

Figure 6: The System Extension Blocked notification might appear

1. On the pop-up (Figure 6), selectOpen Security Preferences to access the Security &
Privacy window.

2. Click Allow under theGeneral tab to install the requested system extension.
3. Select the Privacy tab.
4. Select Full Disk Access in the left menu.
5. Click the lock to make changes.
6. Click the + icon.
7. Open the HNAgent element located in the finder under /library/Application

Settings/HN/base/bin.
8. Repeat step 7 for the ALNWizard located in /Applications/LiveNavigator.

Both apps can access all system components when they are listed with the check mark (Figure
7).

Figure 7: HNagent and Live Navigator have access
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9. Restart the system to restart the HNAgent.

Tip: You can also use the Terminal application to restart the HNAgent by writing the
following commands:

<servername>$ sudo bash

Password:

bash-3.2# launchct1 unload /Library/LaunchDaemons/com.hnagent.plist

bash-3.2# launchct1 load /Library/launchDaemons/com.hnagent.plist

bash-3.2#

The settings for the Live Navigator Wizard will be active the next time you use the wizard.

At this point, the Lina Agent is fully operational on your system.

Lina Finder Extension
The Lina agent provides the overlay mechanism to get the status of your protected files. Overlays
appear on the directories included in the backup selection.

To activate overlays and the contextual menu on your Mac, you need to select the Lina's Finder
extension (Figure 8). Apple and third-party Mac extensions are managed in the Extensions
System Preferences.

To activate Lina's Finder extension

1. On your Mac, select Apple menu > System Preferences and click Extensions.
2. In the left menu, click Finder Extensions.
3. Activate Live Navigator Finder Integration.

Figure 8: Lina Finder extension activated

If necessary, you can force the installation of the plugin with the following command:
/Library/Application Support/HN/base/bin/finderpluginLoad.sh. You then need
to force the reboot of the finder. If another extension is installed, it is recommended to
disable or remove it to avoid conflict.

4. Restart the hnagent service:
launchctl unload /Library/LaunchDaemons/com.hnagent.plist
launchctl load /Library/LaunchDaemons/com.hnagent.plist
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Installing macOS Agents in Silent Mode
The deployment is performed with the LiveNavigator.pkg file:
1. In the same folder where the LiveNavigator.pkg is located, create a file named

AutoConfig.txt containing this line:
SERVERNAME = <server_connection_string>
Replace <server_connection_string> with your Lina Server information. The server
connection string is in the form:
<servername>:<encrypted port>:<unencrypted port>
See Agent to Server Access Configuration for details.

2. Launch this command:
installer -pkg LiveNavigator.pkg -target "/"
The installation takes place at the root of your disk. The installation location cannot be
modified.

Updating macOS Agents
You can activate the automatic update mode on the Lina agents or update agents manually. See
the Update URL section to configure the automatic update of agents in the Lina Administration
Console.

On macOS Catalina, the storage location for files other than system files has changed. As a
result, backed up files in macOS Catalina are mounted on /System/Volumes/Data. However,
their location in the Finder remains the same as well as your backup settings in relation to
previous macOS versions. Server and client rules are automatically rewritten according to the
location of your files.

To manually launch an update:
1. Download the latest available version of the product from Atempo support portal.
2. Mount the /Agents/macosx/LiveNavigator.dmg file. It contains a file called

LiveNavigator.pkg.
3. Run this file to launch the setup. The setup offers to upgrade rather than install and displays

only screens related to update.
4. Follow on-screen instructions.
5. Restart the hnagent service: Launch (default path)

launchctl unload /Library/LaunchDaemons/com.hnagent.plist
launchctl load /Library/LaunchDaemons/com.hnagent.plist

Uninstalling macOS Agents
> To uninstall the Lina agent, use the following command:

sudo /Application Support/HN/base/bin/uninstall.sh
You then need to perform a reboot.
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Lina Linux Agents Installation
Installing a Linux agent consists of installing these components:
• Lina Agent
• CDP (Continuous Data Protection)

The CDP installation is optional but strongly recommended to benefit fully from the Lina
protection. If you do not install the CDPmodule, the protection frequency, or Recovery Point
Objective (RPO) cannot be lower than 10 minutes.

The CDPmodule can be installed either from the DKMS based Lina module provided regardless
of the specific Linux distribution used, or the administrator can generate specific precompiled
modules corresponding to specific Linux distributions.

With the precompiled modules, the administrator will be able to push only the CDPmodule
corresponding to the agent Linux distribution, whereas with the DKMS, the installation process
launched on the agent supports most major Linux distributions but selects the one corresponding
to the current agent.

Installing with the DKMS based Lina module is more resource intensive (network, server, and
agent) than installing with the precompiled modules, thus we recommend using the DKMS based
Lina module to install if you have an heterogeneous environment with respect to Linux
distributions, and using the precompiled module if you have an homogeneous Linux environment
or serious resource constraints.

The CDP component can be installed directly on the agent or can be deployed using the Update
URL provided on the Lina Server.

Product Download Content
The content of the Linux Agent Installation package is located in the ATLXXX.iso/Agent/Linux
directory of the product download (Table 7).

Directory Content Description

amd64 Installation binaries for the Lina agent component for 64-bit systems:

• livenavigator_<version>_amd64.deb
Debian-based distributions

• livenavigator-<version>.x86_64.rpm
RPM-based distributions

• setup.deb
Debian-based distributions. Used by automatic updates

• setup.rpm
RPM-based distributions. Used by automatic updates

Table 7: Directory descriptions of the Linux Agent Installation
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Directory Content Description

modules Installation files for the CDP component:

• dkms-2.2.0.3-1.noarch.rpm
DKMS package for RPM-based distributions that do not include one by
default. See Installing a DKMS package for installation details.

• livenavigatormodule-X-dkms.noarch.rpm
DKMS-based Lina module for RPM-based distributions

• livenavigatormodule-dkms_X_all.deb
DKMS-based Lina module for Debian-based distributions

• livenavigatormodule-precompiled-X.tar.gz
File enabling the administrator to generate precompiled modules

Table 7: Directory descriptions of the Linux Agent Installation

Prerequisites to Linux agents installation
Before installing Lina Linux Agents, check the following prerequisites (Table 8):

Prerequisite Description

Operating
System

To find out the list of supported Operating Systems, see the Lina
Compatibility Guide.

Memory Aminimum of 512 MB of RAM is required.

Database
Directory

The database requires approximately 1% of the volume of the protected
data in disk space, but can use up to 10% if you have a large number of
files.

Setup Directory The directory path where you launch the setup must not contain space
characters as this is currently not supported.

Product
Download

Ensure that you have downloaded the Lina binaries from the Atempo
Client Portal: https://support.atempo.com.

Communication
Port

If you want to connect to the Agent interface remotely, for instance to
perform remote restores, Port 27261 must be open on your firewall.

Language Lina adopts the language set at the operating system level. Available
languages are English and French. Ensure that you set the proper
language for the OS.

Table 8: Prerequisites to Linux agent installation

26 Lina

Installing Lina

https://www.atempo.com/ressource/lina-compatibility-guide/
https://www.atempo.com/ressource/lina-compatibility-guide/
https://support.atempo.com/


Prerequisite Description

Packages Some packages may be required, before running the Lina installer. For an
installation on a non-graphical system, there is no requirement. For an
installation on a graphical system, using a Gnome environment, run the
following commands:

• Debian-based distributions: apt-get update && apt-get install
-y --no-install-recommends libxss1 python-nautilus
gnome-shell-extension-top-icons-pluspython-nautilus
(Debian) / nautilus-python (RPM) is required to enable context
menus in Nautilus.

• RPM-based distributions: yum update && yum install
libXScrnSaver nautilus-python gnome-shell-extension-top-
icons
gnome-shell-extension-top-icons is required to enable Lina

icon in the Gnome task bar.

For an installation on an Ubuntu environment with a Unity graphical shell,
run the following command: apt-get update && apt-get install -y
--no-install-recommends libxss1 python-nautilus python-
appindicator python-gtk2

For an installation on a CentOS-based distribution, the EPEL repository
may need to be enabled (Extra Packages for Enterprise Linux). To find all
the required packages, use the following command: yum install epel-
release.

System Update
for CDP
Component

Prior to installing the Lina Linux agent CDP Component, you must update
your system:

• On Debian-based systems, run:
apt-get update
apt-get upgrade

• On RPM-based systems, run:
yum update

• On SUSE, run:
zypper update

If the kernel has been updated to a new version, you need to reboot your
system to boot from this new kernel.

Table 8: Prerequisites to Linux agent installation
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Prerequisite Description

Development
Environment for
CDP Component

To install the CDPmodule from the DKMS file provided, a development
environment consisting of the following packages must be present on the
machine used to launch the installation:

• gcc
• libc6-dev
• make
• linux-headers
• kernel-devel (for RPM-based distributions)
• DKMS (Installing a DKMS package for details)
Likewise if the administrator wants to generate precompiled packages
from the livenavigatormodule-precompiled-X.tar.gz to push the
CDPmodule installation on his agents, the machine used to generate the
precompiled packages must be equipped with a development
environment consisting of:

• gcc
• libc6-dev
• make
• linux-headers
• kernel-devel (for RPM-based distributions)

Table 8: Prerequisites to Linux agent installation

Installing a DKMS package

Some RPM-based distributions, such as RHEL, CentOS, or SUSE do not provide any DKMS
package in their base repository. For these distributions, you must install a DKMS package if you
want to use the Lina DKMS based Lina module in your agent installation process.
1. In the directory where you downloaded the product, go to the directory

Agent/Linux/modules where the file dkms-2.2.0.3-1.noarch.rpm is located.
Or
Go to the web site https://github.com/dell/dkms to download the latest DKMS for your
distribution.

2. Launch the command:
yum localinstall --nogpgcheck dkms-2.2.0.3-1.noarch.rpm
For SUSE distributions, launch the command:
zypper install dkms-2.2.0.3-1.noarch.rpm

Important: DKMS package cannot be used with latest CentOS 7.X and Redhat 7.X. To use
DKMS package on CentOS7.X and Redhat 7.X, you need to add the EPEL repository (Extra
Package for Enterprise Linux) and install the DKMS package from this repository.
Another way to install DKMS directly from EPEL is using the command: sudo rpm -Uvh
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Installing Linux Agents Component

Install a Lina Linux agent
1. Open a terminal and log in as root.
2. Go to the directory where you downloaded the agent package corresponding to your

system and launch the installation.
• On Debian-based distributions, run:

dpkg -i <packagename>setup.deb
• On RPM-based distributions, run:

rpm -i <packagename>setup.rpm
For instance on a Debian-based system:
dpkg -i livenavigator_<version>_x86_64.deb

3. If you want to install in a directory other than the default /opt/HNDB, provide a working
directory path.

4. Provide the name of the Lina Server that will protect the agent.

Install a Lina Linux agent in silent mode
1. Open a terminal and log in as root.
2. Define and export these environment variables:

• export HN_SERVER_NAME=<server_connection_string>
where <server_connection_string> is in the form:
<servername>:<encrypted port>:<unencrypted port>
See Agent to Server Access Configuration for details.

• export HN_WORK_DIR=<directory_name>
where <directory_name> is the path of the Lina Home directory.

3. Launch the installation:
• On Debian-based distributions, run:

dpkg -i <packagename>setup.deb
• On RPM-based distributions, run:

rpm -i <packagename>setup.rpm

Install Lina CDP Component

Install the CDP component using the DKMS based Lina module
If you have recently updated your system kernel but did not reboot it yet, make sure to do so
before installing the CDP component.
1. Open a terminal and log in as root.
2. Go to your agent directory where you downloaded the DKMS based Lina module

corresponding to your system and launch the installation.
• On Debian-based distributions, launch:

dpkg -i livenavigatormodule-dkms_X_all.deb
apt-get install -f

• On RPM-based distributions, launch:
yum localinstall livenavigatormodule-X-dkms.noarch.rpm
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Important: DKMS package cannot be used with latest CentOS 7.X and Redhat 7.X. To use
DKMS package on CentOS7.X and Redhat 7.X, you need to add the EPEL repository (Extra
Package for Enterprise Linux) and install the DKMS package from this repository.

Another way to install DKMS directly from EPEL is using the command: sudo rpm -Uvh

Install the CDP component without using DKMS
1. Go to the directory where you downloaded the file

livenavigatormodule-precompiled-X.tar.gz
2. Ungzip files from the archive:

tar xzf livenavigatormodule-precompiled-X.tar.gz
3. Create a directory for the precompiled packages, for instance:

mkdir PACKAGES
4. Build the precompiled packages/modules in the directory you created.

./make-all-packages PACKAGES deb
Or

./make-all-packages PACKAGES rpm
5. Verify the content of the PACKAGES directory. It will contain precompiled

modules/packages for all available kernels in the system.
For instance for Red Hat Enterprise Linux 6:
ls PACKAGES
livenavigatormodule-6-2.6.32-431.1.2.0.1.el6.x86_64.x86_64.rpm
livenavigatormodule-6-2.6.32-431.3.1.el6.x86_64.x86_64.rpm
livenavigatormodule-6-2.6.32-431.el6.x86_64.x86_64.rpm

6. Copy the CDPmodule corresponding to your Linux distribution on your agent and install it:
• On Debian-based distributions, run:

dpkg -i livenavigatormodule-X.deb
apt-get install -f

• On RPM-based distributions, run:
yum localinstall livenavigatormodule-X.rpm

Deploy the CDP component
Deploying the CDP component can be used for a first installation of the product or for subsequent
updates of the product.

The agent will receive notifications that the CDP component can be automatically installed or
updated. Optionally, right-click the Lina icon in the task bar and select Check Update to verify if
an installation is pending.

Prerequisites:
• The OS of the agent must be equipped with a task bar to enable deployment.
• The Update URL parameter must have been configured in the default settings on the Lina

server. See Auto-creating Lina Agents.
• The Lina component must be installed on the agent prior to deploying the CDP

components.
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• In addition to copying the content of the Product download/Agent directory on your Web
Server, you must create either an install or an update subdirectory in the product
delivery Modules directory and either copy the DKMS file or the distribution-specific
precompiled module into that directory. The update directory can only be used to perform
an upgrade whereas the install directory can be used for both installations and
upgrades.

Example: To deploy the CDP component using DKMS for a Debian-based distribution, the
file tree structure of your web server should be:
http://<your_web_server_name>/<ALN_agent_
update>/linux/modules/install/livenavigatormodule-dkms_X_all.deb
The Update URL to provide on the Lina Server Default Settings would be:
http://<your_web_server_name>/<ALN_agent_update>

Launch the Lina Linux agent
After the installation, the Lina service is automatically launched on the agent.
> To manually stop or start the service, launch the following command:

/etc/init.d/hnagent {start|stop|restart|status}
> To launch the agent restore through the graphical interface (UI), click the Systray icon.

After the agent installation or update, you need to log off/log on to display the Systray icon
and have access to the restore functions.

> To manually launch the agent restore, launch the HNWizard.jar file located in the installation
directory.

Debian 10 and CentOS version 7

You can manually launch the graphical interface (UI) in the Command terminal.
> In the agent repository /opt/Atempo/HN/bin/AgentUI, launch the following command:

./agent-ui --no-sandbox

Updating Linux Agents Component
You can activate the automatic update mode on the Lina agents or update agents manually. See
the Update URL section to configure the automatic update of agents in the Lina Administration
Console.

To manually update agents:
1. Open a terminal and log in as root.
2. Go to the directory where you downloaded the agent package corresponding to your

system and launch the installation.
• On Debian-based distributions, run:

dpkg -i <packagename>setup.deb
• On RPM-based distributions, run:

rpm -U <packagename>setup.rpm

Updating Lina CDP Component
To manually update the CDP component using DKMS

1. Open a terminal and log in as root.
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2. Go to the directory where you downloaded the DKMS based Lina module corresponding to
your system and launch the update.
• On Debian-based distributions, launch:

dpkg -i livenavigatormodule-dkms_X_all.deb
• On RPM-based distributions, launch:

rpm -U livenavigatormodule-X-dkms.noarch.rpm

To manually update the CDP component without using DKMS

The manual update procedure is identical to the installation procedure, see Install the CDP
component without using DKMS.

Updating the Linux Kernel
After updating the Linux kernel on your agent, you need to:
• Restart the agent.
• Update the CDP component either manually or through an automatic update as described

in Updating Linux Agents Component.

Uninstalling Linux Agents Component
1. Open a terminal and log in as root.
2. Launch the uninstallation:

• On Debian-based distributions, run:
dpkg -P livenavigator
The command: dpkg -P livenavigator uninstalls the agent and deletes the
database. To uninstall without deleting the database, use the command:
dpkg -r livenavigator

• On RPM-based distributions, run:
rpm -e livenavigator

Uninstalling Lina CDP Component
To uninstall the CDP component using DKMS

1. Open a terminal and log in as root.
2. Launch the uninstallation:

• On Debian-based distributions, run:
dpkg -P livenavigatormodule-dkms

• On RPM-based distributions, run:
rpm -e --allmatches livenavigatormodule

To uninstall the CDP component without using DKMS

1. Open a terminal and log in as root.
2. Launch the uninstallation:

• On Debian-based distributions, run:
dpkg -P livenavigatormodule

• On RPM-based distributions, run:
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rpm -e --allmatches livenavigatormodule

Lina Synology Agents Installation
Synology is specialized in Network Attached Storage (NAS) devices. The Lina agent for
Synology UI provides an access to installation and logs information.

For Synology agent settings, monitoring, and restore operations, you need to use a remote Lina
user interface connection.

To install the Synology Lina Agent:
1. In the Package Center, click Installed in the left menu pane.
2. In Settings under theGeneral tab, check Any publisher to enable the installation of

packages published by any publisher.
3. Check your Synology information in the Package Center (Figure 9).

Figure 9: Basic Synology information

4. ClickManual Install.
5. Select the package corresponding to your Synology model. If you do not select the right

package, an error message displays.
6. Enter the work directory in which the agent will be installed.
7. Enter the server name.
8. Click Next.
9. Click Apply to confirm the settings. The installation is terminated (Figure 10).

Figure 10: This message indicates a successful installation

10. Click the Lina icon to access installation and logs information (Figure 11)
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Figure 11: Lina Synology agent configuration

Port Configuration
Several default TCP ports are used to communicate with the Server (Figure 12).
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Figure 12: Communication ports used for configuration

These ports must be opened in your firewall (Table 9):

TCP
Ports Component Description Flow direction

8181 Server Port used to access the Lina Administration
Console (ADE HTTPWeb Administration
Console). It is also used as encrypted and
unencrypted port between the agent and the
server in version 5.0 and above.

By default, it is the single communication port for
the Lina Administration Console and the data
transfer.

Administrator
Desktop to
server

Agent  Encrypted port used for agent or server backup. Agent to server

23232 Server Port used to communicate with the local Atempo
Deduplication Engine or the remote replication
server.

Server to
server

9080 Server
(deprecated)

Unencrypted Lina communication port used
between the agent and the server in version 5.0
and below.

Agent to server

Table 9: TCP Port descriptions
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TCP
Ports Component Description Flow direction

9443 Agent  
(deprecated)

Encrypted Lina communication port used
between the agent and the server in version 5.0
and below.

Agent to server

27261 Agent  (optional) Enables the agent to establish a
remote connection to the interface or another
agent (remote restore, for example).

Agent to
remotely
controlled
agent

27000-
27009

License server FlexLM license server Server to
FlexLM server

Table 9: TCP Port descriptions

You may :

• have to modify the port number used by default by Lina. If you do so, make sure to set
the same port number on the server and on the agent.

• if needed, create a new port to separate the Lina Administration Console and the data
transfer.

Redefine Server Port Numbers
Important: This topic only applies to versions of Lina up to 4.0.x.

See Configuring Separate Ports for Administration and Data for Lina starting with version 5.

To redefine port numbers:
1. In the Lina Administration Console, select Server > Preferences and click Tunables.
2. Select the option Show advanced parameters.
3. Double click on the variable aln.http_port to modify the HTTP port or aln.https_port

to modify the secured HTTPS port. The field can be edited.
4. Enter the new port value in the edit window.
5. Click outside of the field to validate the new value.
6. Restart the Atempo Deduplication Engine service.

Configuring Separate Ports for Administration and Data
As of version 5.0, Lina uses by default the same communication port (httpd.port=8181) for the
Lina Administration Console and the data transfer. This port is used whether you install a new
server or upgrade an existing version.

It is possible to create another port and use different ports:

Before modifying http.data_port, you must create a firewall rule for the data port in order to avoid
losing the agent connection.
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When you configure separate ports for administration and data, httpd.data_port is used for Lina
Web restore.

The port used for replication is httpd.port. If you need to change the port in case of a server
replication, make sure you delete and reset the replication to the correct port.
1. Close the httpd.data_port window.
2. Open the Lina Administration Console.
3. Click Lina > Preferences > Tunables.
4. Check the Show advances tunables box.
5. Double-click the tunable httpd.data_port. 0means that the tunable is not used. In that case

only httpd.port is used for both admin and data.
6. Assign the same value as for httpd.port (by default 8181). In such manner, the data port is

identical on the server and for all the agents.
7. Double-click httpd.port.
8. When you modify a port, the firewall server rules change. Modify the value to, for instance,

8182 to verify that the Admin interface URL becomes https://your_server_name:8182.

Redefine Agent Port Numbers
1. Manually edit the CfgServerHost file located under the HNDB directory (Windows default

path is C:\HNDB).
2. To redefine ports, use this syntax: <server>:<>port>. Make sure to set this accordingly to

the server configuration above. The default <port> value is 8181.
3. Save your modifications to the file.

Agent to Server Access Configuration
The ports and proxy (if any) information required for the agent to access the server is integrated
with the server name definition in the CfgServerHost file in the form:

<tenant>/<agent_identifier>@<server>:<port>::<proxy_host>:<proxy_
port>:<proxy_user>:<proxy_passwd>

If a parameter is not specified, its default value is used:
• The most basic definition is:

<server>
• Agent Identifier is the name of the Lina agent as displayed in the Lina Administration

Console. By default, Agent Identifier is identical to the computer name. However, you can
declare a different Agent Identifier for your agent during the installation process, using the
following syntax:
<tenant>/<agent_identifier>@<server>. An Agent Identifier can also be added in the
Agent view of the Administration Console. See Displaying the general agents view.

Example: Configuration of a Lina agent with a predefined tenant

Name of the workstation: DESKTOP-UVKPIFE

Tenant name: DemoAtempo

Agent Identifier: MinisterePoste1
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To specify the Agent Identifier and tenant name during the installation process, use the
following syntax in the Server Name field:
DemoAtempo/MinisterePoste1@alnserver.atempo.com.

See the Lina section on how to declare the agent in the Lina Administration Console
and apply a protection scheme and strategy.

• To redefine ports, use:
<server>:<port>

• To redefine the proxy and use default value for the port numbers, use:
<server>:::<proxy_host>:<proxy_port>

• To redefine the proxy and proxy authentication and use default ports, use:
<server>:::<proxy_host>:<proxy_port>:<proxy_user>:<proxy_passwd>

For instance, if you are deploying Lina on aWindows agent, the command is in the form:

setup.exe /vSERVERNAME=<server>:::<proxy_host>:<proxy_port>:<proxy_
user>:<proxy_passwd>

If you are using the graphical interface when you specify the server name, use:

<server>:<port>:<proxy_host>:<proxy_port>:<proxy_user>:<proxy_passwd>

If you are deploying Lina on aWindows agent, but you want to redefine the Agent Identifier or
specify to which tenant the agent belongs, use:

<tenant>/<agent_identifier>@<server>:<port>:<proxy_host>:<proxy_
port>:<proxy_user>:<proxy_passwd>
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CHAPTER3-Configuring Protection on the
Lina Server
Once the Lina agent is installed on the machines of your client, you can define a protection policy
to protect their data on the server.

Using Lina Administration Console
The Lina Administration Console enables to view a variety of information about your Server
environment and to perform administrative tasks.

To configure the protection of Lina agents on the server, you must connect to the Lina
Administration Console.

The Lina Administration Console is common to these products:
• HyperStream Server (HSS)
• Lina
• HyperVision Deduplication Storage (HVDS)
• HV Agents (HVA). For additional information, see Tina HyperVision Agent for VMware

documentation.

To open the Lina Administration Console

1. Launch a browser and enter this URL:
http://<your_server_name>:8181/
Where : <your_server_name> is the network name of your server.

2. In the User Authentication window, do the following: (depending on the profile of the user
you are connecting with, some information may or may not be displayed)
a. To view all information, log on with administrator rights. For example

superadmin:superadmin for the default administrator.
b. Leave the Tenant field empty as this field is only useful when multiple tenants exist.

The interface of the Lina Administration Console is displayed (Figure 13).

Lina 39

Configuring Protection on the Lina Server



Figure 13: The dashboard consists of customizable dashboard cards that provide real-time information about the server
environment.

The menus at the top are interactive and make it possible to navigate among the various items
(on your Server, Lina, Statistics, or Maintenance). The main screen is fully customizable. For
more information on customizing the main screen, see the display of dashboard items in the
General Preferences (Server > Preferences).

Icons positioned in each panel provide additional information:

• , , indicate the alert level.
• indicates that the information provided in this pane is global.

About Delegating Administrative Rights
This section helps you to quickly implement the delegation of administrative rights in the Lina
Administration Console and also provides reminders on the main terminologies.

Definitions

Profile
The profile lists the rights assigned to a group of users. There are 3 default profiles:
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• Administrator profile has all rights except access to the tenants. Users with the
Administrator’s profile will be able to fully administer one tenant but will not see other ones.

• Default profile.

These profiles are not editable, however you can duplicate them and then modify them
accordingly.

There is a superadmin user who has all rights in the Administration Console, and cannot be
changed or deleted. By default, the password is superadmin (all lower-case letters). Atempo
recommends that you modify the password as soon as possible (see Modifying the Superadmin
Password for more details on how to modify the superadmin password).

User Group
Allows to group users to assign them the rights to perform certain actions, and to determine on
which groups of agents they will be able to exercise these rights. The rights assigned to a user
group are enforced on the agent group(s) associated with that user group.

Example: If a user group is not associated with any agent group, the users will not be able to
administer or supervise any agent. Depending on the profile, they may still have rights to
other administrative objects, such as policies and protection rules.

Agent Group
The agent group enables to group agents that are managed by the same user / administrator.

Summary diagram
This diagram (Figure 14) visualizes the delegation of administrative rights.
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Figure 14: An example of delegating administrative rights

Implementing the Delegation of Administrative Rights
Items must be created and / or set in the following order:
1. Connect to the Administration Console using the URL https://<nom_réseau_de_votre_

serveur>:8181/.
2. Enter the superadmin login and password.
3. Create one or more user group(s).
4. Create one or more user(s).
5. Create agent groups.
6. Move agents into groups (automatically or manually).
7. Modify the superadmin login and password.

Server
This topic contains server-specific configurations.

Configuring Protection Policies on the Server
Configuring protection policies on the server goes through the following stages:
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1. Declaring Agents: it can be done automatically, but by default, it is in manual mode. In
automatic mode, when an agent is installed on a machine, this machine is displayed in the
Lina Administration Console of the server. See Declaring Agents for details on how to
switch to automatic creation.

2. Applying a Protection Policy to the Agents. A protection policy contains:
• A protection scheme to define the data to protect.
• A strategy to define protection settings.

Tip: Predefined schemes and strategies are available on the server. You can use these as
they are, modify them, or create new ones.

Predefined items are displayed in the Administration Console with icons (Table 10).

Icon Description

This item cannot be modified.

This item can be modified. You can change some of its
characteristics.

Table 10: Predefined items are marked with an icon

Managing Users and Administration Delegation
Delegating administrative rights to a specific user or user group requires a profile that enables to
assign these rights. This section explains how to create a profile and to manage users and user
rights in the Lina Administration Console.

User Login Procedure
1. Connect to the Lina Administration Console.
2. Complete the:

• Tenant: only enter tenant information when multiple tenants exist.
• Username.
• Password.

3. Click Login.

Here are the different connection procedures:
• Local Login

The login procedure checks if the user name you have provided matches an entry in the
local user database.
If it matches, a local user login procedure takes place and access is granted with the
privileges corresponding to the login provided, either as a Default user or Administrator.
If the user is not active, or if the password is incorrect, the login fails and access is denied.

• LDAP Login
If there is no match in the local database, the procedure checks whether the user name
string contains a domain (DOMAIN\USER or USER@DOMAIN). If no domain is present,

Lina 43

Configuring Protection on the Lina Server



the default domain is added. A login request is then initiated through LDAP for
<user@domain> <passwd>.
If login fails, access is denied.
If the login procedure succeeds:
a. If <user@domain>matches an entry in the user table, access is granted with the

corresponding privileges (Default user or Administrator). If the user is not active,
access is denied.

b. If no entry is found in the user table, for all groups the user belongs to, the procedure
checks if the group matches an entry that is active and retrieves the corresponding
privileges (Default user or Administrator):
– If at least one active group has administrator privileges, access is granted as

administrator.
– If at least one active group is found, access is granted as a default user.
– If no active group is found, access is denied.

If more than one tenant exists, and one was entered in the connection screen, it predominates at
the application opening. If nothing has been specified, the auto-connection is taken into account.
If the auto-connection has not been set, the default domain is taken into account. See Creating a
Tenant for more details on auto-connection.

Users View
The Users view enables you to view, create, modify, or delete local users, LDAP users, or LDAP
groups.
1. Open the Lina Administration Console.
2. Select Server > User Management > Users.

The following information is displayed (Table 11):

Parameters Description

Group name Shows the name of the user's group. Double click on the name to view the
details of the group or user. Depending on your rights, assigned in the profile
you are attached to, you may or may not edit the information.

User Profile Specifies the rights of the group to which the selected user is assigned
(administrator profile or other). See Creating a User Profile for more details.

Number of users in the group.

Status Enables you to change the status of the user. By default, a user is enabled
when created but you can disable it if needed.

Table 11: User view parameters

Creating a User Profile
Creating profiles allows you to set up a number of rights and apply them to a group of users.
There is an administrator profile and a default profile. These profiles are not editable, however
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you can duplicate them and modify them as you want.
1. Connect to the Lina Administration Console with administrator rights.
2. Select Server > User Management > User Profiles.

The list of existing and default profiles is displayed.
3. Click Add to create new user profiles.
4. Enter the new profile name inMy User Profile field.
5. Check the rights you want to assign to the new profile (Figure 15).

Figure 15: To create, modify or delete the rights, the View box needs to be checked.

6. Click Validate the creation. Once the profile is created, it must be associated with a
Creating a User Group

7. To modify a profile:
a. Double click on the profile from the list.
b. Modify its access in the modal window that appears on the right. The changes are

automatically taken into account.

Adding Local Users
When installing Atempo Deduplication Engine, a local administrator is created by default with the
following identity:
• Username: superadmin
• Password: superadmin

Atempo strongly recommends that you modify the password of the superadmin user as soon as
possible. See Modifying the Superadmin Password for details.

To add a local user:
1. Connect to Lina Administration Console with administrator privileges.
2. Select Server > User Management > Users.
3. In the Users view, click the Add a local user button. The user parameters interface

appears on the right.
4. Type the local user name.
5. Provide the password of the local user.
6. Provide the e-mail address of the local user.
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7. (Optional) On the User Group page, select the group to which the user will belong. A profile
is associated with a user group and therefore grants rights to it. If no group is selected, new
users are added to the Default User Group. See Creating a User Profile and Creating a
User Group for more details.

8. Click Validate the creation.

If you want to edit information of a local user, double-click the user from the list.

Creating a User Group
A user group is a set of users to which one profile is associated. Depending on their profile, they
will be able to access or not to the functions of the application and to determine on which groups
of agents they will be able to exercise these rights.

The rights assigned to a user group are enforced on the agent group(s) associated with that user
group.

Example: A user group is not associated with any agent group. Users of this group will not
be able to administer or monitor any agent. However, they may still have rights to other
administrative objects such as policies, protection rules, etc., depending on the profile.

To create a user group:
1. Open the Lina Administration Console with administrator rights.
2. Select Server > User Management > Users.
3. Click Add a user group. The group information appears on the right (Figure 16).

Figure 16: User group parameters

4. Enter the group name.
5. Under User Profile, select from the drop-down list the profile that will be assigned to this

group.
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The detail of the profile is displayed for each element: Users, Server, Lina.
6. Click Validate the creation.

LDAP Users and Groups
These topics describe:
• how to configure LDAP to easily access the Lina Administration Console.
• how to define LDAP groups to assign rights to group members.

LDAP Configuration

See LDAP Configuration for more information.

About LDAP Groups

When you declare an LDAP group to assign rights to its members, the name of the group consists
of the hierarchy levels separated by a period, beginning with the lowest level up to the highest
level (Figure 17).

Figure 17: In this example, the group name to declare is adeadmin2. ALN.Groups.16 - R&D ALN@AD.fr

The LDAP group that is used to grant access to users must not be the primary group for these
users. Access will be denied to such users.

If a user belongs to several groups, and one of these groups is assigned the default user profile
while another is assigned the administrator profile, then the user will be granted administrator
rights.

Assigning Rights to LDAP Users and Groups

If you are using an LDAP users directory, you must assign rights to your LDAP users to enable
them to connect to the Lina Administration Console.

Assign Rights to LDAP Users

1. Connect to Atempo Deduplication Engine Console with administrator privileges.
2. Select Server > User Management > Users.
3. In the Users view, click Add a LDAP user.
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4. Type the name of the user you want to assign rights to. The user must be in the form:
user@domain.

5. Do not enter a password as it is checked directly with the LDAP.
6. Select the group which the user will belong. A profile is associated with a user group and

therefore grants rights to it (default user or administrator). See Creating a User Profile and
Creating a User Group for more details.

7. Click Validate the creation.

Assign Rights to LDAP Groups

1. Connect to Atempo Deduplication Engine Console with administrator privileges.
2. Select Server > User Management > Users.
3. In the Users view, click Add a LDAP group.
4. Enter the name of the new LDAP Group.
5. Provide the ID/password of a user allowed to connect to the LDAP server to retrieve the list

of groups.
6. If needed, enter a filter that will be applied to the group names to reduce the length of the

group list.
7. Click List LDAP Groups.
8. Select a group in the list. The password is not required as it is checked directly in the LDAP.
9. Select the group to which the user will belong. A profile is associated with a user group and

therefore grants rights to it (default user or administrator). A user can belong to multiple user
groups, so he will have rights on different groups of agents. See Creating a User Profile and
Creating a User Group for more details.

10. Click Validate the creation.

Assign Rights to LDAP Groups in Command Line Mode

1. On the machine hosting the Atempo Deduplication Engine, launch the ade_admin
command line interface:
• Windows Select Start > Programs > Atempo Deduplication Engine

> Administration.
• macOS/Linux Launch the command ./ade_admin.

2. Enter the password of the admin user.
3. Launch the command user add_ldap_group “<group_name>”.

Example: user add_ldap_group “adeadmin2. ALN.Groups.16 - R&D
ALN@AD.fr”

System Information
The system information is only visible (file view) or configurable by the administrator.

Notifications View
Notifications are based on a range of settings and provide recommendations for optimizing your
server's operation. Items are checked based on the configuration level of your server. The
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configuration level represents a combination of the number of cores in your CPU, the RAM, and
the size of the SSD.

Checks are carried out when Atempo Deduplication Engine starts up, and then every 24 hours
thereafter at 00:00.
1. Open the Lina Administration Console.
2. Select Server > System Information > Notifications.

The interface presents the following elements (Table 12):

Parameters Description

Status Specifies each message as Information, Warning, or Error

Message Identifies name and result of the item on which the checking is performed (e.g. size of
RAM, database etc.)

Resolution Allows you to click the and provide a possible solution to the message displayed in
the interface.

Acknowledge
notifications

Filters the notifications that you have acknowledged.

Configuration
options

Lets you to manage threshold configuration via the icon. You can click it to
display the interface as shown below:

To add new versions and main corrections to the items affected by the
checks, you can activate I accept to receive notifications of new releases
and important patches.

Table 12: Notification parameters

You can configure an alarm notification so that the checks tool sends an e-mail when the server
returns an alarm. See Configuring the SMTPMail Service for more details.

Files View
The Files view shows all the block files stored on the server. It can be viewed only by an
administrator.
> Select Server > System Information > Files.

Block file information is presented in different columns (Table 13)
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Parameters Description

ID Identifier for the block file

Device Identifier of the disk partition where the block file is located

Path Access path of the block file

Number of
Blocks

Number of backed up blocks in the file

Original Size Size of the blocks read on the clients. The difference between the Size and Original Size
value is due to compression of the blocks and the volume of recyclable blocks

Size Size of the block file

Recyclable Volume of the blocks that are not any longer referenced because they contain
data that has been recycled on the clients.

If the recyclable volume compared with the block volume is beyond the value
specified by the variable compact.threshold, Atempo Deduplication Engine
automatically compacts the block files. Otherwise the compact command must
be launched manually in ade_admin.

% Recyclable Percentage of block size that is recyclable

Status Possible values are Read only for a file where no new data is added, or In use for a file
where new data is still added

Table 13: Block file parameters

Server Configuration
This topic contains only server-specific configurations.

Managing Licenses and Products
To verify and manage the licenses that are currently active, you can use the License &
Components interface to find procedural information about:
• Switching from an evaluation to a standard license.
• Enabling or disabling the use of Atempo products.
• Changing the Atempo-License Manager.

To display the License & Components view:

1. Open the Lina Administration Console
2. Select Server > Configuration > License & Components.

The interface parameters enable you to configure and modify the license and components (Table
14) .
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Parameters Description

Name Product name, either HyperStream Server (HSS), HyperVision Deduplication Storage
(HVDS), or Lina (ALN).

Status Product status (e.g., Running, Disabled).

Use License status (e.g., number of agents available or token acquired).

Expiration Number of days remaining before the license expires.

Server For standard licenses only, shows the License Server name.

Port License server port number.

License type Possible values are MSP, evaluation or standard license. An MSP license can be used
for an unlimited amount of agents. An evaluation license lasts only for 30 days and is
installed by default when you install server. The standard license requires an Atempo-
License Manager installed on your network. The standard license is associated to a
predefined number of agents, as specified when you purchased the license.

Table 14: Interface parameters

Switching from an evaluation to a standard license

1. In the License area, clickModify the license parameters.
2. Enter the License Server Name of an existing Atempo-License Manager.
3. Provide a License Server Port number only if you do not want to use a port within the default

range of 27000 to 27010. If you do not specify a License Server Port number, the server
automatically assigns a free port number within the default range to communicate with the
license server.

Example: Port 27000 is not available, so port 27001 is chosen instead. The server
does not attempt to find the next available free port when the one specified is already
used.

Changing the Atempo-License Manager

1. In the License area, clickModify the license parameters.
2. Enter the new server name and port number (if you want to use a port other than the default

one).
3. Click Confirm.

Enabling or disabling a component

1. Open the Atempo Deduplication Engine Configurator via Server > Configuration
> Configurator.

2. Select the HyperStream / HVDS tab.
3. Choose if you want to activate HyperStream and/or HVDS.
4. Select the Lina tab.
5. Choose if you want to activate Lina.

You may be asked to provide the following information, depending on the product you are
activating:
• HSS: Streams file directory
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• HVDS: HVDS database directory
• ALN: ALN database directory

Managing Replication
The Replication view shows the replication server associated with the current HyperStream
Server or Lina server and enables users to add or delete a replication destination. It can be
viewed only by an administrator.

See Agent Replication for details on agent replication.

To display the Replication view:
1. Open the Lina Administration Console.
2. Select Server > Configuration > Replication.

Check the following overview of replication parameters (Table 15).

Parameters Description

Name Name given to the replication destination and by which it is identified on
the network

Uuid Universally unique identifier

Type Replication server type, either source or destination

Server Replication Server name

Port Port number to use for the replication

Status Response time in milliseconds of the replication server. This information is used to
choose between several replication servers when restoring data. The server with
the lowest latency is chosen

Table 15: Replication server parameters

To add a replication destination

The replication starts as soon as the replication destination is created. Thus ensure that the time
to launch the replication is appropriate prior to defining the replication destination.
1. Open the Lina Administration Console.
2. Select Server > Configuration > Replication.
3. Click Add located at the top of the Replication view.
4. Enter the name by which the destination server is identified on the network, followed by its

port number.
5. Click Validate the creation to add the replication destination.
6. To delete a replication destination:

a. Select the replication to delete in the list.
b. Click Delete and confirm removal.

Managing Background Services
The Background Services view shows all the services running on the server and enables users
to pause, stop, or start a service. It can be viewed by all users.

52 Lina

Configuring Protection on the Lina Server



To display the Background Services view:
1. Open the Lina Administration Console.
2. Select Server > Configuration > Services. All services are displayed (Table 16).
3. Double click on a service for more information.

The following table summarizes the available services.

Parameter Description

Checker Searches and (if found) get blocks from mirror server to replace locally corrupted blocks
(following a disk corruption or I/O error for example)

Compactor Frees disk space by compacting existing data

Discover Bonjour service that searches for all available HyperStream Servers on the network

Garbage
Collector

Runs cleaning operations (stream and file removal)

Monitor Displays statistics and runs maintenance operations

Replication Sends streams and blocks to replicate to the replication destination server

Table 16: Background Services parameters

You can perform the following actions on the services:
• Pause the service.
• Stop the service.
• Start/resume the service.
• Enable the service.
• Disable the service.
• Modify a selected objected.

Snapshot
The Snapshot menu enables to make a copy of data stored on a storage system, or a copy of the
changes made to that data.

It tracks changes made to the data since the last snapshot.

Creating a Tenant
A tenant is a set of agents (agents and /or group of agents, user groups, profiles, etc.) with its one
identity and properties.

You can create an architecture with multiple tenants, that allows to manage the tenants with the
same server by maintaining a perfect individuality of each tenant.

To create a tenant

1. Connect to the Lina Administration Console with administration rights (superadmin).
2. Select Server > Tenants.
3. Click Add.
4. Enter the tenant name.
5. Click Validate the creation.
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6. Double click on the tenant to edit it.
7. Choose if the tenant will be the default one. In this case during the connection you will just

need to enter your log in and password to connect to it.
8. Click Add a new auto-connection. This option automatically binds a machine name, IP

address, or IP address set (IP *) to a tenant without this tenant being the default one.

If a tenant is entered when connecting, it predominates at the application opening.
If nothing is specified, the auto-connection is taken into account.
If any auto-connection is set, the default domain is taken into account.

Copying configurations between tenants
To facilitate Lina administration, you can copy an entire configuration of a tenant to one or more
other tenants. This concerns the following elements:
• Strategies.
• Protection policies, such as rules, paths, and file categories.
• User profiles.

Example:

1. In the Lina Administration Console, go to Lina > Agents > Strategies.
2. Select the strategy you want to copy.
3. Click Copy selected strategies to other tenants.
4. Check the tenant(s) to which you want to copy.
5. Click Copy the selected item(s) to the selected tenant(s).

Preferences
The Preferences window enables you to configure global parameters. The parameters
configured in the:
• General Preferences, Lina, LDAP and SMTP tabs apply to a specific tenant.
• Tunable and Encryption tabs apply to all the tenants.

General Preferences
Customizing the interface of the Lina Administration Console allows you to visualize contextual
help, activate button labels or manage the items on the dashboard (Figure 18). You can control
these options via Server > Preferences.
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Figure 18: Options on theGeneral Preferences page

You can modify the following parameters (Table 17):

Parameter Description

Release notes Set the display of the release notes when you open the Administration Console.

Help Display Set the display of frames that provide information or alerts (depending on
configuration).

Button labels Enables to display contextual help.

Predefined
administration
objects

Enables to hide unused predefined administration objects, such as strategies, rules,
and file categories. The interface is simplify and allows you to delegate rights to
operators who will not be able to modify administration objects.

Agents views
management

Saves the current agents view mode. Once the agent view has been configured
(see Creating a View for more information) and this option is checked, the
configuration will automatically be saved without having to perform any action.

Table 17: General preferences parameters
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Parameter Description

Dashboard items
display

Show or hide the following items on the dashboard:
• Agents Protection
• Notifications
• Forecast
• Protected volume
• Activity
• Hardware

Table 17: General preferences parameters

Lina Configuration
The Lina Administration Console enables you to set the configuration parameters that only apply
to Lina.
1. Select Server > Preferences.
2. Click on the Lina tab.

You can configure the following Lina parameters (Table 18):

Parameter Description

Automatically
create agents

Check the option to enable automatic addition on the server of all newly
installed Lina agents without having to declare themmanually. The newly
discovered agents are automatically added to the list in the unclassified
agents group of the Agents view.

If there is more than one tenant, you should check the New agents auto-
assignment to tenants option to distribute the agents in the tenants based
on criteria defined below.

New agent
auto-
assignments to
tenants

Set parameters to automatically assign new agents to a tenant and an agent
group. This option is available only when there are multiple tenants.

Important: The order in which the parameters are entered is important;
it corresponds to the order of priority in which they are applied.

• Parameters: agent name, IP address, system category, domain (OS).
• String value to match or exclude incoming strings.
• Tenant in which the agent will be created.
• Group in which the agent will be created.
• Strategy assigned to the agent.

Table 18: Configuration parameters
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Parameter Description

Default
Protection
Windows

Select the default protection scheme to apply to all new auto-created
Windows Lina agents on the server. You can also create, modify or
duplicate a scheme.

Default
Protection mac
OS X

Select the default protection scheme to apply to all new macOS Lina agents
auto-created on the server. You can also create, modify, or duplicate a
scheme.

Default
Protection
Linux

Select the default protection scheme to apply to all new Linux Lina agents
auto-created on the server. You can also create, modify or duplicate a
scheme.

Default
strategy

Select the default strategy to apply to all new Lina agents auto-created on
the server. You can also create, modify or duplicate a strategy.

Block Size Lets you choose the maximum size of the blocks that are used to organize
protected data to be deduplicated by Lina. Possible values are 32, 64, 128
or 256 KB. The default size is 256 KB. A bigger block size:

• Lowers the deduplication ratio
• Decreases server resources usage (CPU and memory)
• Increases network traffic as bigger blocks are transferred
For big sites with an important volume of data, we recommend using 256KB
blocks.

Apply Block Size to New Version:

By default, if you change the block size policy, the next version of a
previously protected object continues to be protected with its original block
size. For instance, .pst files previously protected under a 32KB policy would
benefit from a 256 KB policy since they change a lot and are probably going
to be protected on a daily basis. You should thus change the block size to
256 KB and check the current option. If not, the .pst files continue being
protected as 32KB blocks.

Table 18: Configuration parameters

Lina 57

Configuring Protection on the Lina Server



Parameter Description

Update URL Indicates the web server address that is used to perform automatic updates
for the agents in a tenant. This web server address must be defined for each
tenant. Up to version 5.2, this feature requires a user with administrator
privileges to update the agent (e.g. from a version 5.1.8 to 5.2).

When updating an agent 5.2 to a later version, the administrator is able to
use the same URL mechanism to transparently push new agent versions.
Users are informed to refresh the agent interface, no further action is
required. The agent checks for new updates at launch and then every 24
hours.

• You can make the contents of the Lina agent directory from the Lina
product download available through the web server of your choice (either
use an existing web server or install a new one).

• The URL of this directory can be entered in the current field by copying
the content of the directory ATLXXX.iso\Agent from the product
download to the address http://<your_web_server_name/Lina_
agent_update.

Figure 19: Activate automatic agent updates

Once you have added an address, a checkbox Activate updates
appears. This allows you to activate or deactivate the Update URL feature
without erasing the address (Figure 19).

Web Restore Allows using an Internet browser, to connect to the Web Restore interface
from any workstation and download protected files of your choice, provided
you have permissions. SeeWeb Restore for details.

Table 18: Configuration parameters

LDAP Configuration
To access the Lina Administration Console, you can use LDAP. To do so, you must configure
LDAP in the Atempo Deduplication Engine Console.

Atempo Deduplication Engine supports LDAP v3 only.
1. In the Lina Administration Console, select Server > Preferences.
2. Click on the LDAP tab (Figure 20).
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Figure 20: The LDAP page lets you complete the configuration

3. Enter the name of your LDAP Server, for instance domain.name.fr.
4. If you do not want to use the default port 389, specify the port number.
5. Check the box if you want to use STARTTLS as encryption method for

LDAP communications between Lina and LDAP servers.
6. Type the LDAP Base Domain Name, for instance dc=domain,dc=fr. The LDAP Base

Domain Name is provided by your company's directory administrator. It is the location of
users in the LDAP tree. The search base is the top directory for your LDAP users and can
be an organization, a group, or a domain name of an external directory. This is not always
the root of the directory itself. If you do not have the, keep the LDAP Base field empty. In this
case, the default value used is the value of the LDAP root "defaultNamingContext" attribute,
or if not defined, the LDAP root itself.

Configuring the SMTPMail Service
Lina allows you to receive notifications by email for instance when a file system full is detected or
when the Health Check on your server returns an alarm severity log. To do so, you must
configure the SMTPmail service on the Atempo Deduplication Engine.
1. Open the Lina Administration Console.
2. Select Server > Preferences.
3. Click the SMTP tab.
4. Complete the following parameters:

a. Enter the name of the SMTP Server you want to use to send notifications.
b. If you want to apply a secured connection when sending notifications, select

STARTTLS or SSL/TLS. If you do not want to apply a secured connection, select
None.

c. Type the port number of your SMTP server.
d. Depending on your SMTP server, enter a user name and password.
e. Enter the email address of the sender, for instance

noreply@yourorganization.com.
5. To verify that the SMTP configuration is working, enter the email address of the recipient

and click Send the test message.

Configuring Email Notifications
To add email addresses to receive notifications, you must activate the SMTP service. See
Configuring the SMTPMail Service for more details.
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1. Open the Lina Administration Console.
2. On the dashboard, do the following:

• Click on the Notifications dashboard card.
Or
• Select Server > System Information > Notifications.

3. In the upper right corner, click on Display recipients configuration. The Recipients
configuration window appears on the right (Figure 21).

Figure 21: Options to configure notifications and recipients

4. Set the notifications parameters:
• Allow email notifications Send notifications that have not yet been acknowledged.
• Send e-mail only at alarm level Enable only alarm notifications.
• Notification hour Set the time to send notifications.

5. Add recipients.
6. Click the Close button to return to the Notifications interface.

Managing Parameters
Tunables are special parameters that modify Lina server behavior. They may be used to tune the
application to fit specific needs. To view and manage tunables, you need to be an administrator.

Displaying the Tunables

1. Open the Lina Administration Console.
2. Select Server > Preferences.
3. Click Tunables. The list of parameters is displayed (Figure 22).
4. If needed, check Show advanced parameters.
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Figure 22: The list in descending alphabetical order facilitates the search

These are the columns displayed for each parameter:
• Editable/Non Editable Status The lock in the first column indicates whether a parameter

can be edited or not. If a lock is present, the parameter cannot be modified.
• Name Name of the parameter.
• Value Value set for the parameter.
• Description Explication of the tunable function.

Editing the value of a parameter

1. Double click on the parameter name you want to edit.
2. Modify the parameter's value as needed.
3. Close or click outside the window to validate the new value.

Data Blocks Encryption
You can encrypt data blocks in the Lina Repository.

The encryption is:
• performed by the Lina Server when writing blocks to the repository,
• based on the AES-256 algorithm.

Important: Blocks that were already stored in the repository prior to the activation of the
encryption are not encrypted. To encrypt them, you have to compact blocks: in this way,
blocks are re-written and encrypted.

Set an encryption key

1. Go to Lina > Preferences > Encryption.
2. Click on Define an encryption key.
3. Enter the key of your choice or click onGenerate an encryption key.

Important: Once you have defined an encryption key, it cannot be changed.

The key is used for all agents that are protected by the Lina Server.

If you no longer wish to encrypt the data blocs, you can disable it.

Replicate data

If you are replicating data, you also have to define an encryption key on the replicated server to
encrypt the replicated blocs. The key can be identical or different between the server and the
replica.
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During a restore

When an agent requests for a restore, Lina decrypts the blocs prior to sending them to the agent
requesting the restore. The blocs can be sent by https if needed.

Modifying the Superadmin Password
This topic will allow you to change the password of the superadmin user.

To modify the superadmin password

1. Connect to Lina Administration Console with administrator privileges (superadmin) in your
main tenant.

2. Select Server > User Management > Advanced.
3. Select Click to modify the password. To change the name and password of the

superadmin user, you must be in the main tenant.

Lina
This topic describes the settings and the various steps that must be performed to protect data on
the server, such as the agent declaration or the creation of the protection policy, as well as the
configuration steps (with or without a backup assistant).

Declaring Agents
Once the Lina agents are installed, you must add them in the Administration Console on the
server. This allows you to you configure the agents protection, by applying a protection scheme
and a strategy, and define their default settings.

You can add the Lina agents in two ways:
• By enabling the Agent auto-creation option
• By declaring themmanually in the list of agents

Auto-creating Lina Agents
The Agent auto-creation option allows you to:
• Automatically add all the Lina agents associated with the server in the Lina Administration

Console as soon as the installation of each agent is detected.
• Apply default settings to define how the agents are protected. The settings include a

protection scheme and strategy for the agents.

To enable the auto-creation of Lina agents and define default settings:
1. Open the Administration Console.
2. Select Lina > Preferences.
3. On the Lina page, check the Automatically create agents box.

See Lina Configuration for more details.
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Creating Lina Agents Manually
In the Lina Administration Console, you can add agents manually to the list of agents to protect.
Once they are declared in the list, you can apply a protection scheme and strategy to each one
individually.
1. Open the Administration Console
2. Select Lina > Agents > Main View.
3. In the toolbar, click Add agent.

The New agent details window appears on the right side on your screen (Figure 23).

Figure 23: New agent parameters

4. Enter the name of the Lina agent that you want to declare or select an agent from the list of
agents that have been installed but not yet declared. When declaring a macOS agent
named by default "user’s Mac", we recommend to select the agent from the list rather than
typing its name. If you do type it, note that the apostrophe in "user’s" is a typographic
apostrophe (unicode 2019, UTF-8 E2 80 99) and not the apostrophe from the keyboard
(0x27).

5. Select the Protection tab to choose the protection scheme to apply to your agent. You can
also create a new protection by selecting New protection... or copy an existing protection
by selecting Duplicate.

6. On the Strategy page, select the strategy to apply to your agent. You can also create a new
strategy by selecting New strategy... or copy an existing strategy by selecting Duplicate.

7. Click Validate the creation to finish declaring the agent.
The agent is added to the list of Agents, in the Unsorted agents group.

Organization of Lina Agents
These topics describe the organization of Lina agents.

Presenting Lina Agents
To facilitate the administration of agents in the Lina Administration Console you can:
• Divide the Lina agents declared in the server into agent groups. You can create several

groups; each of themmust have its own name.
• You can create several views; each one must have its own name. The agent groups

created constitute a view. A view represents the highest level in the organization.

A view called Default is automatically created in the Administration Console. You cannot delete it
but you can create agent groups in it. By default, a view has an agent group called Unsorted
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agents. This group contains all the Lina agents that have not yet been assigned to other groups.
This group cannot be deleted.

Displaying the general agents view

> In the Lina Administration Console, select Lina > Agents > Main View.

The agent view enables to manage the agent parameters (Table 19).

Column Description

Group name Name of the group to which the Lina agents belong.

Status Status of the agent. For instance, Active.

Host name Displays as the agent identifier as declared on the server. Generally, the
agent identifier is identical to the computer name. If the computer name
already exists e.g. on a machine in a different domain, Lina adds a suffix
in the form -nnn (from 000 to 999). To use a dedicated agent identifier
when creating a new agent, see Agent to Server Access Configuration.
The agent identifier can be modified by double clicking the agent in the
Agent Details window.

Computer name Name by which the agent is identified on the network. Frame background
turns red when the computer raises an alarm.

Version Current version number of the agent.

Protection Protection scheme currently applied to the Lina agent.

Strategy Strategy currently applied to the Lina agent.

Protected volume Indicates the protected volume.

Quotas Indicates the percentage of quota used. See Creating a Data Protection
Strategy for details on how to set quotas.

Replication
source name

Name of the server being replicated on the current server.

If you are viewing the Administration Console from the replication source
server (or if no replication is defined), this field is empty.

Replication
destination name

Name of the server to which the current server is replicated.

If you are viewing the Administration Console from the replication
destination server (or if no replication is defined), this field is empty.

Replication lag Displays information regarding the replication of this agent. Synchronized
means the agent has been correctly replicated to the target replication
server.

Table 19: Agent view description
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Column Description

Last
synchronization
point replicated

Time of the last synchronization, i.e., last protection time of the replicated
data.

Last connection Time at which the Lina agent last contacted the server.

Last
synchronization

Time at which the last data to be protected was sent to the Lina server
from the agent. The update of the Synchronization time consists of these
steps:

• Each time a protection session completes without any error i.e. all files
and directories are protected, the Synchronization time is updated
along with the Last session completed. If errors occur, for instance one
file is missing, then the Last session completed time is updated, but
not the Synchronization time.

• If no files are modified at the time a session is supposed to occur
(according to the RPO parameter) i.e. there is no new data to protect,
the Synchronization time is updated nonetheless to indicate that data
is protected. In that case, the session time (started and completed) are
not updated.

Email Indicates the email address provided by the user on the Lina agent. If this
field is empty, the administrator has the ability to enter an email address.
This enables users to:

• Connect to the Web restore application and receive the web restore
code to restore data.

• Receive notifications about the protection status of their agent.
Once the administrator fills in the email on the server side, it can no
longer be modified on the agent. See Assigning an Email Address to the
Agent for details.

Last logon Allows the administrator to check the name of the last user logged in to a
session on the agent.

CDP type For example OS File System Events or the Driver providing a way for Lina
to request notifications that allow to quickly detect and backup modified
files.

Table 19: Agent view description

Displaying agent details

1. In the Lina Administration Console, select Lina > Agents > Main View.
2. Double click on the Agent to display more details on the agent and modify the Protection

and the Strategy applied to the agent.
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Assigning an Email Address to the Agent
This email address can:
• Be provided in the Lina Administration Console and the agent interface. To provide an

email address in the agent interface, see Providing an E-Mail Address to Identify the Agent.
• Be used to send email notifications.
• Be used to access the Web restore interface.
1. In the Lina Administration Console, select Lina > Agents > Main view.
2. Double click on an agent.

The Agent Details window appears on the right.
3. On the Information page, assign an email address to identify the agent user (Figure 24).

You can provide multiple addresses by using a colon to separate them. If a user email is
added in the Lina Administration Console, this email is not editable in the agent interface
(Identity tile in the agent settings).

Figure 24: Email text field in the User area

Creating a View
1. In the Lina Administration Console, select Lina > Agents > Main View.
2. Click on the Agents views management icon at the right top corner of the table. The agent

view options interface is displayed (Figure 25).

Figure 25: Lina lets you choose between predefined options or customizing a new view.

3. In the Agent views window, enter the new custom agent view name.
4. Click Add a new custom Agent view.
The tab is displayed with the new view.
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Creating an Agent Group in a View
An agent group is used to group agents that are managed by the same administrator.
1. Open the Lina Administration Console
2. Select Lina > Agents > Agent View.
3. Click Add a group.
4. In theGroup Details window, enter the name of the group.
5. Add at least one user group that manages this agent group.
6. Click Validate the creation to complete the creation of the group.

The group is displayed in the selected view, under the default group Unsorted agents.

To edit an agent group, double-click in the list on the group to edit and add/remove agents from
the group.

Moving an Agent into an Agent Group
A Lina agent can only be moved into a group belonging to the same view.
1. In the Lina Administration Console, select Lina > Agents > Agent View.
2. Select the view in which you want to move an agent into a group. All the Lina agents

declared on your server are in Unsorted agents.
3. To add an agent to a group, do the following:

• Drag the agent into one of the groups you created.
Or
• Double click the agent and select the Agent group tab.

Deleting Agents
If an agent no longer exists or if you no longer want to protect it, you can delete it from the server.
When you do so, the deletion process starts. The agent is put in a “delete” mode. At this point you
can no longer restore data from the agent.

The complete deletion of an agent can be quite lengthy, depending on the volume of data backed
up for the agent, as blocks must be processed one by one by maintenance tasks.

Due to deduplication, the amount of storage space freed when an agent is deleted does not
correspond to the amount of data backed up for the agent. The highest the deduplication ratio,
the smallest the amount of space freed following the deletion of an agent.

To delete an agent

1. In the Lina Administration Console, select Lina > Agents > Agent View.
2. Select the agents to delete and click Delete agents.

Undeleting Agents
When you delete an agent in the Lina Administration Console, its name is prefixed by @del- and
it is no longer backed up. If you want to cancel the deletion, you need to do this within a certain
period of time (by default one hour) before the agent is actually deleted.

To undelete an agent

1. In the Lina Administration Console, select Lina > Agents > Agent View.
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2. Select the deleted agents in the agent list and click Undelete agents.

Customizing Data Protection Settings
A number of strategies are predefined in the software to help you configure data protection. You
can nevertheless create new ones as needed. This topic gives you the information you need to
customize data protection.

Quotas to Manage Protected Data Volumes
Quotas enable you to set limits on certain items to manage the growth of protected data. You'll
find information on quotas in the Lina Administration Console via Lina > Agents > Main View.

The basis for the quota can be either a volume or a number of objects (files and directories). For
instance if you are protecting a great number of very small files, the number of object quota may
be more relevant than a volume quota.

Likewise, the quota can be based either :
• on the number of single objects protected without their history, i.e., we do not count

additional versions of an existing object.
• or on the number of protected objects with their history, i.e., all their versions are counted.

The number of versions of a protected object varies with the Recovery Point Objective and
Retention you set in the strategy (see Creating a Data Protection Strategy for details).

Quotas are set on the server but apply to each agent individually. For instance if you limit the
number of protected objects to 100, it implies that no single agent can protect more than 100
single objects.

This table (Table 20) shows the four different quotas you can set according to the parameters you
select:

Type of quota Limit on the number of
objects Limit on the volume

Without history (Single version of
protected objects)

Number of protected
objects

Volume of protected
objects

With history
(All versions of protected objects)

Number of restorable
objects

Volume of restorable
objects

Table 20: Quotas applied to each agent

Reaching the Quota Limit

When the limit is reached for a particular quota on an agent, Lina performs these operations:
• The server refuses to protect any new data.
• The backup session in progress is interrupted.
• The agent repository is disabled.
• An alert is displayed on the server for the agent whose quota is reached.
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• The agent database becomes unavailable for 20 minutes before a new protection session
starts.

Due to optimization reason, the quota verification occurs at scheduled time intervals. As a result,
an agent could be temporarily reaching a limit without triggering an alert.

Resuming Protection

When an agent has reached the limit set for a quota, certain actions enable you to resume
protection on the agent, for instance:
• Increase the value of the quota.
• Modify the server or agent rules, to protect fewer files or folders, or avoid protecting files

that are too big.
• Delete files on the agent.
• Reduce the retention period.

The quota reached status is removed when a full protection session completes on the agent
without reaching any limit.
> To view information on quotas in the Lina Administration Console, select Lina > Agents >

Main view. You can use the + button left from the agent name to expand the protections
details.

Retention
The retention is the period, in days, during which a file remains restorable after it has been:
• Deleted from the agent
• Excluded from the protection policies
• Replaced by a new version of the same file

Until a protected file falls into one of these three situations, the retention countdown does not
start and the file remains restorable at any time. When a file can no longer be restored, it is picked
up by the background tasks and removed. The removal triggers the de-referencing of the
datablocks so the ADE subsystem compactor eventually could free up part or all of the space in
the block repository.

The diagram (Figure 26) shows when the retention countdown starts in various situations:
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Figure 26: Lina retention process explained

Limiting the Agent Browse to the User Home Directory
When a machine is shared by multiple users, the administrator can define the backup
configuration in the Strategy Details to prevent users from browsing the file structure of other
users when logging on to the agent.

Figure 27: Strategy details on the agent

In this example (Figure 27), the administrator has activated Limit agent browse to user home
directory in the strategy details.
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Creating a Data Protection Strategy

Step 1: Creating a strategy

1. Open the Lina Administration Console.
2. Select Lina > Agents > Strategies.
3. Click Add.

The Strategy Details interface is displayed.
4. Enter the name of the strategy you want to create.

Step 2: Configure server details

1. Click the Server page.
2. For each parameter, enter the following information:

• Retention period (in days) Define the number of days for which data remain
restorable once the retention count down starts. See Retention for details.

• ReplicationIdentify the destination to which data will be replicated.
• Quotas Set limits on these items:

– Volume of protected objects.
– Volume of restorable objects.
– Number of protected objects.
– Number of restorable objects.

To define limits, specify a value and unit for the quotas. If you define limits, they apply to all
agents using this strategy. See Quotas to Manage Protected Data Volumes for details.

Step 3: Configure agent details

1. Click the Agent page.
2. For each parameter, enter the following information:

• Recovery Point ObjectiveDefine the maximum time lapse from one minute to one
day, between two protection sessions, indicating the maximum acceptable data loss if
the data is restored between two sessions. If the protection settings are modified on
the server or the agent, the protection relaunches immediately, without waiting for the
time defined in the RPO.

• Raise alert if agent has not been protected for Specify the waiting time in minutes,
hours or days, to wait between the moment it is detected that an agent is no longer
being protected, and the moment an alert is generated in the Administration Console.

• Agent RightsGrant users the right to modify their own settings on Lina agents and to
limit agent browse to the user home directory (see Limiting the Agent Browse to the
User Home Directory on Browse and Search).

Step 4: Configure network details

1. Click the Network page.
2. For each parameter, enter the following information:

• Compression algorithm Define the compression algorithm of your protected data for
transfer over a network.
– RAW is an uncompressed format.
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– ZLIB offers the best compromise between speed and compression rate.
Recommended for LAN connections.

– LZMA supplies better compression, but requires more processing power.
Recommended for slow connections such as WAN.

– BROTLI is a compression algorithm offering a decompression speed comparable
to the deflate algorithm, and a compression ratio close to LZMA.

• Throughput Limit Define the amount of bandwidth to enable for the transfer of data
between the Lina server and the agent. Select Unlimited or specify a value in KB/s.

• Disable systematic data encryption over the network Enable or disable the
encryption of data when it is transferred over any network gateway. If you select this
option, you can enter the name of the gateway on which the encryption of data must
not be enabled, in the field Do not encrypt data when gateway is. You can enter
several gateways separated by a comma.

• Restrict network interface Set conditions on the network interface as well as the
gateway interface. If it is selected, you must specify a network interface and gateway
for the agents to use to communicate with the server. If it is not selected, it makes all
Lina agents accessible to the Lina server over the network, whatever gateway and
network interface are being used.

• Use WAN mode Enter the name of a gateway on which WANmode should not be
activated. You can use the character * in the definition of the gateway name, and enter
several gateways separated by a comma. WANmode is a network inter-agent
deduplication optimization. It makes it easier to perform backups in a slow network
environment, ensuring the agent does not send blocks already stored on the server.

3. Click Validate the creation to finish declaring the strategy. It is now displayed in the list of
strategies.

To modify an existing policy, select it from the list and modify the server configuration and the
agent configuration.

Configuring Agent Protections
A number of protection schemes are predefined in the software to help you configure data
protection. You can nevertheless create new ones as needed. This section explains how
customize data protection.

As described in Defining Data to Protect, to create a protection scheme, you need these items:
• Protection selections Associate a path and a protection rule.
• Paths Define objects to protect.
• Protection rules Indicate the types of files to protect.
• File categories Set file categories on which to apply the protection rules.
• Actions Specify to include or exclude files from protection and to determine to what level

users can make their own choices on their agents.

To customize the protection of your agents, begin by creating the paths and categories. You can
then create new protection rules and selections and finally a protection scheme.
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Creating Paths

Path Syntax

Lina processes paths as file tree. In other words, all the paths sub-directories are taken into
account.

These are the rules of the path syntax:
• Windows, macOS, and Unix paths are supported.
• According to the operating system, you can use either / or \ as a directory level separator.

C:\ is also accepted.
You can use the special character * only to indicate one directory level, not to indicate "any
character". To indicate more than one level, use * several times between separators. For
example :
Windows
\*\Documents and Settings\*\MyDocuments
macOS
/Users/*/*/tmp
Linux
/home/*/*/tmp

Important: /us*/ is not supported.

• Use only one path per line.
• Windows paths are not case sensitive, while macOS and Linux paths are case sensitive.

Example of Paths

In this example (Figure 28), whatever rule you choose to apply to this path, the rule only applies
to the files located in the directories shown in purple.
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Figure 28: Example of paths of objects to protect

Path Priorities

Path priorities are used to determine what protection to apply to an object, if it is found in more
than one of the paths in the Protection Schemes.

These are the path priorities:
• Number of Levels in the Path

This is the first criterion checked by Lina. The more developed a path is, the higher its
priority. For example, if FileA is found in the directory:
c:\a\b\c\d
and these paths were defined in the protection schemes:
Path1:
c:\a\b
Path2:
c:\a\b\c
FileA is protected with the specifications of path 2.

• Generic or Specific Paths
The second criterion concerns the degree of specificity of a path. The more detailed it is, the
higher its priority. For example, if FileA is found in the directory:
c:\a\b\c\d
and these paths were defined in the protection schemes:
Path1:
c:\a\*\*\d
Path2:
c:\a\b\c\d
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FileA is protected with the specifications of path 2.

Create a new path

1. In the Administration Console, select Lina > Agents > Protection zones.
2. From the toolbar, click Add. To create a new path from an existing one, select the path and

click Duplicate.
3. In the window, enter the protection zone path:

a. Name Enter a name for the predefined protection zone you want to declare.
b. Path Enter the syntax for the system path on which you want to apply a protection rule.

4. Click Validate the creation to finish declaring the protection zone to which you have just
associated a path.

Creating File Categories
These are the syntax for specifying file types in a protection scheme:
• *.extensionas in, for example, *.avi, *.mp3 or *.wmv to take into account all files with

extensions of type "avi", "mp3" or "wmv".
• ~* to take into account all files beginning with "~".
• software.log  to take into account all software.log files.

To create a new file category

To create a new category from an existing one, select the category and click Duplicate.
1. Open the Lina Administration Console.
2. Select Lina > Agents > File categories.
3. Click Add.
4. In the Name (in My File Category) section, enter the name of the file category you want to

declare.
5. In the Please enter a file name or extension to add section, define the list of extensions

and/or patterns for the files on which you want to apply a protection scheme.
6. Click Validate the creation to create a new file category.

To modify a file category

1. Double click on the file category to modify.
2. Add or modify the file names or extensions.

The modification is automatically saved.

Creating a Protection Rule
Creating a rule consists of these steps:
• Creating associations between file categories and actions to protect files by type.
• Choosing a default action for file types that are not explicitly specified in a category.

Predefined actions:
• All/Include, non-editableObjects are protected, the agent can't change it.
• None/Exclude, non-editable Objects are not protected, the agent can't change it.
• All/Include, editableObjects are protected but the agent can change it. In this case, the

agent can decide directly on his computer, which objects to include or exclude.
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• None/Exclude, editableObjects are not protected but the agent can decide to protect
them. In this case, the agent can decide directly on his computer, which objects to include
or exclude.

If the default action is All/editable and one category action is Include/non-editable:
• The user can exclude some parts of the zone where this rule is applied.
• The files of the category are still forcefully included in this zone.

To create a protection rule

To create a new rule from an existing one, select the rule and click Duplicate.
1. Open the Lina Administration Console.
2. Select Lina > Agents > Protection Rules.
3. Click Add to open the settings window.

Figure 29: In this example, graphical files are excluded from protection

4. In the Name (My protection rule) section, enter a name for the protection rule to configure.
5. In the Exceptions for the following file categories section, create a list of File Category +

Action (protected or excluded) combinations. Each action applies only to the chosen file
category:
• Unfold Add a File Category.
• Click on the category of files to protect to select it.
• Modify if necessary the action to be performed on the files of this category (Protected

or Excluded). Categories are editable if needed from this screen.
6. In the By default section, select the default action to be performed for out-of-category data

specified above. Two options are available:
• All files are protected.
• No file is protected.
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7. In the Allow modification on agent section, click to authorize the agent to modify the
protection rule.

8. Click Validate the creation.

To Modify a Protection Rule

1. Open the Lina Administration Console.
2. Select Lina > Agents > Protection Rules.
3. Check a protection rule from the list.
4. ClickModify to open the settings window.
Each modification made in the settings of the protection rule will be saved automatically.

Creating a Protection Scheme
A protection selection is the combination of a path and a protection rule. Once the paths, file
categories and protection rules have been defined, you can create selections and protection
schemes that regroup all this information.

To create a protection scheme

To create a new scheme from an existing one, select the scheme and click Duplicate.
1. Open the Lina Administration Console.
2. Select Lina > Agents > Protections.
3. Click Add.
4. In the Name (My protection) section, enter a name for the new protection.
5. In the Add a Protection Zone section, select or add manually the zone(s) you want to

protect (e.g., Windows XP Users Directories).
6. In the Protection Zone Path section, the path is indicated by default according to the

chosen zone(s), but it can be modified manually. Click on the icon to the left of the field to
open the panel.

7. In the Rule governing protection of this zone section, select the protection rule to apply
to the path you just chose or/and modify, create or duplicate a rule by clicking on the left icon
to open the panel.

8. In the System protected for BMR section, set this option if needed. By default, this option
is not set. This option is used to recover a complete Windows agent, including system,
applications and data. Defined protection rules may be avoid when activating the BMR.
Make sure you enter the right path for applications that are not installed in the default
directory.

9. Click Validate the creation to complete the creation of your protection. It is then displayed
in the list of protection.
The modification is automatically saved.

Applying a Protection Scheme and Strategy to Agents
1. Open the Lina Administration Console.
2. Select Lina > Agents > Main View.
3. In the list of agents, select the agents to modify.
4. Use the Protection and Strategy lists to modify the agent settings.
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Amessage displays that the modifications are automatically saved. The data to protect on your
Lina agent is now protected by the Lina using the protections and strategies you chose.

You can also create a new protection or strategy and apply it to the agent using the link Create a
new protection/strategy or Duplicate.

Configuring Agent Protections with the Backup Wizard
The BackupWizard allows you to configure agent protections step by step.
1. Open the Lina Administration Console.
2. Select Lina > Backup Wizard.
3. Select the agent(s) to protect.
4. Enter the directory path(s) to protect (e.g., : C:\documentation).
5. Click the + button to add each path.
6. Select the protection type:

• Protect all files without any exception.
• Protect all but exclude some specific files. You need to define the file categories to

exclude from the directory protection. Categories are predefined (e.g. development
files, graphical files, text files, etc.).

• Protect only some specific files. You need to define the file types to protect. Categories
are predefined ( e.g. development files, graphical files, text files, etc.).

7. Enter one or more extensions to exclude/protect (depending on the option selected), or the
complete file name.
You configuration summary displays.

8. Click Finish to save the backup configuration.

Refreshing View
The refreshing of the views is performed manually:
> Click Update located in the upper right corner of the view.

Displaying the Events View
The Events view shows the events generated on the server. It can be viewed by all users. By
default, all events are displayed.
> SelectMaintenance > Events.

These are the columns displayed for each event (Table 21):

Parameters Description

Severity The severity of an event can be Fatal, Error, Warning, Information, or Debug

Time Date when the event was logged

Table 21: Events parameters
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Parameters Description

Thread ID Identifier of the current thread

Development Code file, code line number, and name of the function that generated the event

Message Content of the event

Table 21: Events parameters

Exporting Logs to Syslog Server
Syslog is a Message Logging Standard used to secure and centralize logging data. This is useful
for administrators because they can access data from one location and oversee important
events. To export logs, you need to configure the Syslog server in the Lina Administration
Console.

Step 1: Configure the Syslog server address

1. Select Server > Preferences.
2. Select the Tunables tab and activate Show advanced parameters.
3. Double-click the tunable log.syslog. The description window appears on the right.
4. Enter the Syslog server address. The format is <host>:<port>/udp|tcp.

• If the protocol is not set, UDP is used.
• By default, the UDP port is 514 and 6514 for TCP.
• Some examples of valid values:

192.16.2.10:514/udp (UDP on port 514)
192.16.2.10 (UDP on port 514)
192.16.2.10/tcp (TCP port 6514)

5. Close the window to return to the Tunables list.

(Optional) Step 2: Choose the message format

1. Double-click the tunable log.syslog_format. The description window appears on the
right.

2. Choose the message format:
• Enter 3164 for the default RFC 3164 format.
Or
• Enter 5424 for the RFC 5424 format.

3. Close the window.

Logs are now sent to the Syslog server. The mapping between severities/facilities in Syslog and
the severity of ADE logs is as follows:
• INFO user-level/Informational.
• WARN user-level/Warning.
• DEBUG user-level/Debug.
• ERR user-level/Error.
• FATAL user-level/Emergency.
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Content Export
In the Lina Administration Console, you can easily export information of agents, groups, or users
(Figure 30).

Figure 30: Information can be exported to multiple formats

If no specific content has been selected, the entire list is exported by default.

Alarm Notification
You can receive e-mail notifications when a file system is full or when your server Health Check
returns an Alarm severity log. To do this, you must :
• Configure an SMTPmail service on your Atempo Deduplication Engine.
• A list of e-mails to which notifications should be sent.

In addition, you can set a filter on recurring alarms for which you no longer wish to receive e-mail.

Even though the notification is sent only when an Alarm severity level log is returned, the email
contains all logs generated by the Health Check, including the severity Warning or OK.

Notifications are sent if necessary when the Atempo Deduplication Engine starts, and everyday
at midnight thereafter.

See Configuring the SMTPMail Service
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CHAPTER4-Configuring Protection on a Lina
Agent
In addition to the protection policies defined on the Lina server, users can consult protection
activity and configure protection policies locally on their own machines through the Settings
pane.

Users must have the necessary rights and their customized protection policies cannot conflict
with the protection rules on the server. The server rules take precedence. A validation is
performed to indicate when the agent configuration is incompatible with the rules defined on the
server.

If users are given the right to define their own protection policies and subsequently decide to
terminate that right, they lose their customized configurations.

Accessing the Lina Agent
The Lina agent menu is your access point to manage the protection of user data. You can find it:
• in the system tray for Windows.
• in the menu bar for Mac.

To open the menu

> Right-click on the icon.

It enables to:
• Restore data from the agent interface.
• Directly access the dashboard.
• Manage the settings.
• View the help section.
• Perform actions to pause or accelerate data protection.

When holding the pointer over the agent icon, you can check the most recent protection and see
the volumes and number of files protected.

Consulting Protection Activity on the Lina Agent
The Lina agent is equipped with a dashboard that allows you to consult protection activity. This
section explains what the different indicators and icons mean.

Monitoring interface
The dashboard (Table 22) enables you to view information about the current configuration of the
Lina agent, and to consult the protection activity in real time.
> Right-click on the icon and select Access the dashboard.
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Figure 31: Dashboard

Each dashboard card in the interface presents different information about the protection of the
Lina agent (Table 22):
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Dashboard
card

Description

Protection Indicates the protection status of the Lina agent. These are the possible
statuses:

• Protected The agent is fully protected. There is no new modifications to
send to the Lina server.

• Processing The agent is sending objects to the Lina server.
• Analyzing The agent is detecting changes.
• Modifications detected The agent has detected new or modified data to

back up.
• Protection paused You have suspended the protection.
• Disconnected The agent cannot reach the Lina server.
• Resynchronizing The agent database is resynchronized from the Lina

server.
• Network paused The network connection is blocked due to a network

option set. See Configuring Network and Bandwidth for details.
• Missing CDP module The agent cannot access the CDPmodule which is

supposed to be present on the platform.
• Scan Mode The agent is running on a platform which does not support

CDP (e.g., Synology NAS).
Indicates the status of the Lina server. These are the possible statuses:

• Active The Lina server is protecting the agent.
• Quota limit reached The quota set for this agent has been reached. The

Lina server will not protect new data.
• Agent unauthorized The agent is not declared on the Lina server.
• Maintenance The server is busy and is unable to back up the agent data.
Indicates also:

• Date and time when agent files were last sent to the Lina server.
• Protected volume.
• Number of protected files.

Processing Displays in a graph the backed up data in KB/s or MB/s.

• Current Item Path and name of the object which is being backed up.
• Last Item Path and name of the last object backed up.

Network
activity

Displays in a graph the outgoing network traffic in KB/s.

Backup Displays the backup activity on the Lina agent. You can click on the dashboard
card to view the list of files backed up.

Table 22: Agent dashboard parameters
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Dashboard
card

Description

General
information

Displays the following information:

• Agent name Name of the Lina agent host.
• Server name Name of the Lina server host.
• Recovery Point Objective (RPO) Defines the maximum time lapse

between two protection sessions. The RPO indicates the maximum
acceptable data loss if the data is restored between two sessions.

• Compression algorithm Indicates the compression algorithm as defined
in the Settings. See Configuring Network and Bandwidth for more
information.

• Bare Metal Recovery (BMR) Indicates a Lina module to recover a
complete Windows agent.

Network
information

Displays the following information:

• Last connection Indicates the date and time when the agent last
connected to the Lina server.

• Interface type Indicates the type of network interface used (e.g., Ethernet,
WiFi).

• Gateway Indicates the gateway through which the Lina agent connects to
the Lina server.

• Protocol Indicates the protocol used (e.g., SOAP/HTTP).
• Encryption Indicates the encryption type (e.g., HTTPS).
• Agent bandwidth limit Indicates the amount of bandwidth used for data

transfer, as defined in the Settings. See Configuring Network and
Bandwidth for more information.

Table 22: Agent dashboard parameters

Status of the Lina Agent
The icon of the Lina application in the task bar gives indications on the status of your agent (Table
23).

Status Icon Description

Lina is running. Your files and folders are protected.

Alert. Either Lina is not running, or protection is not operative.

Lina is not connected to the server.

Table 23: Agent status icon descriptions
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Status Icon Description

Lina is paused.

Table 23: Agent status icon descriptions

Protection Status of an Object
OnWindows agents, you can use the overlay feature to display the protection status of files and
folders in the File Explorer.

Activate the display of the protection status with Windows file explorer overlay
1. Right-click in the Windows File Explorer on any folder or file and select Atempo

Lina > Enable Shell Activated Protection Status
A green icon indicates that the folder of file is protected. A red one indicates that the folder
or file is not protected.

2. Refresh the File Explorer to see the icons.
3. To disable the overlay, right-click any folder or file and select Disable Shell Activated

Protection Status. Lina uses six different overlay icons. By design, Windows only supports
ten overlay icons. If other applications are already using overlay icons, you may not be able
to see Lina icons. Check the overlay used in the registry key:HKEY_LOCAL_
MACHINE\SOFTWARE\Microsoft\Windows\
CurrentVersion\Explorer\ShellIconOverlayIdentifiers. If needed, delete other
applications overlay icons.

View the detailed protection status of an object
1. Right-click in the Windows File Explorer on the folder or file for which you want to check the

protection. Select Lina > Check Protection.
2. The window displays the path of the selected object as well as its protection status.

These are the possible protection statuses, depending on the server and agent rules (Table 24):

Protection Status Server Rule Agent
Rule

Excluded by Server Rule Excluded by a server rule Any

Protected by Server
Rule

Protect all objects Any

Excluded by Server Rule Exclude all objects Any

Protected by Server
Rule

Protect all objects unless the user specifies
otherwise

None

Table 24: Protection statuses according to server and agent rules
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Protection Status Server Rule Agent
Rule

Protected by Server
Rule

Protect all objects unless the user specifies
otherwise

Protected

Excluded by Agent Rule Protect all objects unless the user specifies
otherwise

Excluded

Not Protected Protect no object unless the user specifies
otherwise

None

Protected by Agent Rule Protect no object unless the user specifies
otherwise

Protected

Not Protected Protect no object unless the user specifies
otherwise

Excluded

Table 24: Protection statuses according to server and agent rules

Date of Last Protection of Agent
The last protection date is the last date at which you are able to restore data on your agent
without loosing any information. It does not necessary mean that any data was backed up at that
date.

Example: If no new data has been added since the last session at the time a new session is
supposed to occur (according to the RPO parameter), the Last Protection Date is updated
even though no new data has been protected.

To view the last protection date of the agent

> Hold the pointer over the Lina agent icon in the task bar.

Consulting the Server Rules
You can consult the rules set on the Lina server which apply to your agent. This can be useful
when you define protection on files and folders or exclude certain patterns.
> Right-click the Lina agent icon in the task bar and selectManage the settings.
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The server rules defined by the administrator are displayed in the left block (Figure 32). 

Figure 32: The arrow key is used to expand or collapse the tree structure

Understand Server Rules
The diagram (Figure 33) contains two paths:
• C:\Doc Files
• C:\Templates

Each path submits to a default action that may have exceptions. This default action is symbolized
by an icon at the root of the path.
• C:\Doc Files: Include, user cannot make changes.
• C:\Templates: Exclude, user cannot make changes.

Both paths contain file categories that are either included in or excluded from protection:
• C:\Doc Files:*.avi, *.docx, *.mp3 Exclude, user cannot make changes.
• C:\Templates:*.csv, *.doc, *.docx Include, user cannot make changes.
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Figure 33: A tree structure consisting of two paths.

Each path submits to a default action. This action may have exceptions and is symbolized by an
icon at the root of the path (Table 25).

Icon Description

If you add an object from this directory to the
excluded or included list, this change will be taken
into account by the agent.

If you add an object from this directory to the
excluded or included list, this change will not be
taken into account by the agent.

Objects are not protected.

Objects are protected unless the user decides
otherwise. In that case, the user specifies the
objects to include or exclude from protection, directly
on his or her own machine.

No icon Objects are not protected unless the user decides
otherwise.

Table 25: Path icons of server rules

Including/Excluding Files and Folders
The Lina agent allows you to visualize and manage the files and folders to include into or exclude
from protection.

See Your List of Protected Files and Folders
> Right-click the Lina agent icon in the task bar and selectManage the settings. The list

of protections is displayed (Figure 34).

88 Lina

Configuring Protection on a Lina Agent



Figure 34: If the server has granted permissions, the user can configure the file and folder protections on the agent

The interface is divided in two blocks:
• The left block contains the server rules defined by the administrator.
• The right block presentsMy backup settings. It contains:

• Items included in the backup.
• Items excluded from the backup.
• Files excluded from the backup.

In the Check column, the Lina agent displays if the protection is compatible with the rules defined
on the Lina server (Table 26).

Check Status Description

OK The protection defined is compatible with the protection policies set on the
Lina server.

Server rules The protection defined is incompatible or redundant with the protection
policies set on the Lina server, and the server rules prevail.

Without effect The protection defined is already taken into account by other rules.

Syntax error The path syntax is incorrect and demands for verification.

Conflict Two contradictory actions are defined for the same object.

Example: You have chosen to exclude and include the same file in the
same folder.

Unsupported You have specified a path on a network drive. Files and folders on network
drives are not supported by Lina.

Table 26: Status indicators of protection compatibility
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Define Protection on a File or Folder
The backup settings includes the possibility to define protection on certain files or folders of your
choice (Figure 35).

Figure 35: The block on the right contains the agent backup settings

1. Right-click the Lina agent icon in the task bar.
2. SelectManage the settings.

The list of protections is displayed.
3. Click the + icon to select a file or a folder. The explorer opens.
4. Select the item(s). The folder or file is added to the list of items included in / excluded from

the backup.
5. To delete an item, select it from the list and click the recycle bin to confirm removal.

Excluding File Patterns from Protection
You can specify file patterns to be ignored from the Lina Agent protection.

Example:

The folder D:\Movie Files contains only files with the extension .avi. These files are
excluded from the file pattern, but it is possible to add an exception and protect one of these
files. For more information on a file or folder protection, see To define protection on a file or
folder.

1. Right-click the Lina agent icon in the task bar and selectManage the settings.
The list of protections is displayed. ViaMy backup settings in the right block you can
define file patterns to exclude from protection.

2. In the section File types excluded from the backup, click +.
3. Enter the pattern for the files to exclude.

Example:

*.avi to exclude all files with this extension.
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~* to exclude all files beginning with "~".
SOFTWARE.LOG to exclude these files in any protected folder.

4. (Optional) If you want to apply rules in the BMR that exclude certain types of files, enter a
more detailed path, for example /*/*.extension to exclude. The Bare Metal Recovery
(BMR) is a Lina module to perform a workstation recovery that applies rules to the system
(/C or /D).

5. ClickOK to confirm the creation of your exclusion. The Check column shows whether the
Lina agent validates the syntax you entered. See Check Status for details.

Configuring the Protection Behavior
To modify the protection behavior on the Lina Agent, your administrator needs to grant you the
appropriate Agent rights.
1. Right-click the Lina agent icon in the task bar and selectManage the settings.
2. Select Settings > Options. The protection options are displayed in the left block (Figure

36).

Figure 36: Protection options

The following protection parameters are available:
• Pause Protection lets you manually suspend or resume data protection on your Lina

Agent. The Pause mode is temporary: the backup resumes after 4 hours.
• Boost Mode lets your Lina Agent temporarily accelerate data protection. This mode

should not be activated permanently because it draws heavily on agent resources. Boost
mode can be useful if your Agent has not been connected to the Lina server over a period
of time.
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• Recovery Point Objective (RPO) defines the maximum admissible data loss if data is
restored between two protection sessions. If you modify the protection configuration on the
server or on the agent, protection restarts immediately, regardless of the RPO time frame.

Configuring Network and Bandwidth
To set the network and bandwidth parameters on the Lina Agent, your administrator needs to
activate Allow Agent to Modify Network Parameters in the strategy details.
1. Right-click the Lina agent icon in the task bar and selectManage the settings.
2. Select Settings > Options.

The following network and bandwidth parameters are displayed (Table 27).

Parameter Description

Bandwidth Lets you adjust the amount of bandwidth per second that is used to transfer
data. By default, the bandwidth is set at maximum.

Always
connect to
server

Lets your Lina agent remain connected to the server through the network,
whatever gateway or network interface is being used. The gateway
identification starts with verifying if there is a gateway defined between the
agent and the server. If not, a default gateway used.

Connect only
when

Lets you connect to the Lina server through a network interface and gateway
that you can define manually.

For the network interface, you can choose between:

• Any
• PPP/VPN
• WiFi
• Ethernet
• Loopback
You can use the character * in the definition of the gateway name, and enter
several gateways separated by a comma.

Always
encrypt
network

Lets you encrypt protected data during the transfer to the Lina server. If not
activated, you need to enter the name of a gateway on which data
encryption should not be activated. You can use the character * in the
definition of the gateway name, and enter several gateways separated by a
comma.

Use WAN
mode

WANmode is a network inter-agent deduplication optimization. It makes it
easier to perform backups in a slow network environment, ensuring the
agent does not send blocks already stored on the server.

Table 27: Network and bandwidth parameter descriptions
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Parameter Description

Never use
WAN mode

Lets you enter the name of a gateway on which WANmode should not be
activated. You can use the character * in the definition of the gateway name,
and enter several gateways separated by a comma.

Bandwidth Lets you adjust the amount of bandwidth in kilobytes per second that is used
to transfer data. You can turn on Unlimited to use the maximum bandwidth
at any given time.

Compression
algorithm

Lets you define the algorithm (BROTLI, ZLIB or LZMA) to use on your
protected data when it is transferred on the network.

Table 27: Network and bandwidth parameter descriptions

Illustrating network settings possibilities
Example:

Context 1: you only want to protect data when you are at the office. Whatever your
connection interface, set the parameter on Connect only when > Interface: Any > Gateway
is: *.office.com

Context 2: you only want to protect your data when you are at the office using an Ethernet
connection. However, you do not want protection for connections throughWi-Fi. You can set
the parameter on Connect only when > Interface: Ethernet > Gateway is: *.office.com

Dynamic Server Access
Depending on both the corporate network infrastructure and the Lina server location, a mobile
user agent might be forced to use different server access strings to access the Lina server.

Based on the network’s gateway name, the Dynamic Server Access feature automatically
detects which network the agent is connected to, and makes the Lina agent able to connect using
the correct server access string.

To use Dynamic Server Access

Under the HNDB folder of your agent, create a file named serverdynamicpaths.def, and edit it.

Important: The file name is case sensitive.

You can both use the special character * and add as many lines as needed. The special
character * can fully replace a name or an address, or only a part of it. The first line that matches
the current gateway, is used. Any subsequent lines are ignored.

Connecting to the Lina server from different networks might require the use of several server
access strings, in case you connect to the Lina server through different proxies depending on
your location. To set up Dynamic Server Access with a reverse proxy configuration, see Dynamic
Server Access in a reverse Proxy Configuration.

Example:
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A configuration of a client connecting to the same Lina server from two different networks
and through different proxies (Figure 37):

gateway1=alnserver:::<proxy_host1>:<proxyport1>:<proxy user1>:<proxy_
passwd1>

gateway2=alnserver:::<proxy_host2>:<proxyport2>:<proxy user2>:<proxy_
passwd2>

*=alnserver

Figure 37: Dynamic Server Access configuration

Managing Volumes
You can view the volumes existing on your agent and verify their protection status. In addition,
you can enable or disable optional volumes such as removable disks.

Only USB disks are supported by Lina. As such, this type of removable disk is displayed in the
list.

Displaying the List of Protected Volumes
1. Right-click the Lina agent icon in the task bar and selectManage the settings.
2. Select Settings > Volumes.
3. To view the volumes that are supported by Lina, check Show only supported volumes.

Optional Volumes let you see the list of the offline volumes that are currently connected or have
been protected at some point in the past.

The following parameters on current protected volumes are displayed (Table 28).
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Parameter Description

Protected Shows a green check mark to indicate that the volume is
currently protected by Lina.

Mount Point Indicates letter of the volume onWindows.

Name Shows the volume name.

Supported Shows a green check mark if the volume is supported.

Identifier Allows Lina to recognize a volume in order to resume
protection.

Path Displays when multiple mount points are detected for a
volume. It indicates the mount points.

Reference Path Displays when multiple mount points are detected for a
volume. The reference path indicates the actual path
taken into account to apply the protection scheme
parameters, to decide what to protect on the volume.

Table 28: Protected volume parameters and their description

Protecting Removable Disks
Lina allows you to protect data on removable disks. You can activate or stop protection in the
Lina agent.

To protect a removable disk

1. Connect the removable disk to the agent.
2. Right-click the Lina agent icon in the task bar and selectManage the settings.
3. Select Settings > Volumes.
4. Check the Protected option for the removable disk.
The disk is now protected according to the Protection Scheme that applies to it.

To stop protecting a removable disk

When you eject the removable disk while the Lina protection is set, you must manually stop the
protection.
1. Select Settings > Volumes.
2. Clear the Protected option for the removable disk.

Protected vs. Activated?
When you protect a removable disk, Lina automatically activates it. Protection is suspended
when the disk is not connected to your agent. However, it remains activated to ensure that
protection resumes when reconnecting the disk.
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Contrarily, when you deactivate a removable disk, protection of the volume is suspended, even if
you reconnect at a later date. You have to enable it as a new volume, which sets off a complete
scan of the volume.

As soon as a volume is deactivated, the data retention count down starts. Data is deleted once
the retention period is over.

To deactivate a removable disk

1. Right-click the Lina agent icon in the task bar and selectManage the settings.
2. Select Settings > Volumes.
3. Clear the Activated option for the removable disk.

macOS Volumes
Lina supports all HFS+ volumes. These include the following disks:
• Internal.
• USB.
• Fire Wire.
• Apple Disk Images.

Important: Network drives are not supported.

Protecting optional macOS volumes
All volumes except system volumes are optional.
1. Right-click the Lina agent icon in the task bar and selectManage the settings.
2. Go to Settings > Volumes.
3. Check the Protected option of the volumes you want to protect. Your modifications are

automatically saved.

Opening the Settings Pane of a Remote Agent
It is possible to modify the protection settings of a remote Lina agent. This can be useful for
Administrators.
1. Right-click on the icon in the task bar and selectManage the settings.
2. In the Settingsmenu, select Advanced.

Note: You can also run Start>All Programs>Lina>Wizard.

3. Toggle Remote agent.
4. Enter the following parameters:

a. Name or IP Network name or IP address of the Lina Agent to which you want to
connect to modify its settings.

b. User Name of a user allowed to access the Lina Agent to which you want to connect.
This user's role qualifies the action to perform:
– A standard user can only view the Agent settings
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– A user with administration rights can view and modify the Agent settings. On
Windows, such user must belong to the Administrators Group. On macOS and
Linux, he must be root, sudo,adm, admin, or belong to the wheel group.

c. Password Password of the user.
5. Select Connect. The name of the remote Agent and of the connected user are displayed

under Connection status located in the upper right corner.
6. Select Settings.
You can view or modify the remote Agent settings.
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CHAPTER5-Security Issues
This chapter provides you with information about security, such as authentication formats, SSL
certificates, and network security.

Authentication

Format
OnWindows machines, authentication is done in one of these two formats:
• netbios_domain_name\user

For instance: atempo\mike
• user@fully_qualified_domain_name

For instance: mike@us.atempo.network

On Linux machines, the user name format can be:
• user_name (for a local connexion only)

For instance: mike
• user@fully_qualified_domain_name

For instance: mike@us.atempo.network

Supported accounts
The login you provide must be of an account allowed to log on to the local machine.

OnWindows, the login must be interactive rather than a network login.

Two-factor authentication
A two-factor authentication method is available in the Lina Administration Console, Configurator
and the Statistics interfaces. When a two-factor authentication method is enabled, users must
enter their credentials, as well as an additional code.

To activate the two-factor authentication for a user

1. Download the authentication application of your choice (Authy, Google Authenticator,
Microsoft Authenticator, etc.).

2. Click Server > User Management > Users.
3. Select a group of users, then double-click a user to open an information page for this user.

This page displays information related to a user's credentials, the group and rights selected
for this user, as well as the double-factor authentication.

4. Selecte Double authentication tab.
5. Provide an authentication key to use the application. A QR code and a 16-digit code are

provided in the Lina Administration Console. They can be used as authentication keys.
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When an authentication key is provided, the application generates a 6-digit code every 30
seconds.

6. Enter this code in the Double authentication tab, then click Enable the double
authentication. A confirmation dialog is displayed when the code provided is correct. This
dialog contains:
• A button to disable the two-factor authentication for the user. A 6-digit code is required

to disable the two-factor authentication.
• Ten recovery codes, which can be used once, are provided in the Lina Administration

Console. These 8-digit codes display only when the two-factor authentication is
enabled.

• A button to remove recovery codes. This button prevents the use of recovery codes
when the two-factor authentication is enabled.

• A button to generate new recovery codes. This button generates new recovery codes.

To log in the Lina Administration Console, Configurator and the Statistics interfaces

1. Enter the user's credentials. An additional step is required to confirm the authentication. The
user can:
• Enter a security code provided every 30 seconds by the authentication application.
• Enter a recovery code provided in the Lina Administration Console.
• Contact an administrator to reset his account if he cannot access his account.

2. Enter a security code or a recovery code, then click Validate. To use the same code for 30
days, select Do not request a code again on this computer for 30 days.

Session Timeout
When you are logged to the Lina Administration Console, the Web Restore or ADE Statistics
interfaces, your session will expire once the session timeout is reached. By default, the timeout is
set to 4 hours (14 400 seconds). When you have reached the timeout, you need to login again to
the web interface.

To change the value of the timeout

1. Open the Lina Administration Console.
2. Select Server > Preferences.
3. On the Tunables page, click on httpd.session_timeout.

The field becomes editable.
4. Enter the validity duration in seconds.
5. Click outside of the field to validate the new value.

SSL Certificate
By default Lina provides you with a self-signed certificate to connect to the web interfaces (Lina
Administration Console, Web Restore, and Statistics).

Such a certificate will guarantee that data is encrypted when sent over the network, but does not
guarantee the identity of the user. You can create your own self-signed certificate or better yet,

100 Lina

Security Issues



request your own certificate from a Certification Authority to secure the Web interfaces
connection.

The default self-signed certificate file is a concatenation of a private key and a certificate. It is
located in:

<ADE_HOME>/conf/ssl_cert.pem

Network Security

Network Encryption
These are the two available connection modes:
• HTTPS.

When using an HTTPS connection, data is always encrypted with a 256-bit symmetric key.
In addition, HTTPS enables agents to verify the identity of the server prior to sending any
data through the network certificates. This mode is well suited for WAN environments. Note
that the HTTPS mode is resource consuming for the server.

• HTTP.
In HTTP mode, there is no default encryption except for the authentication information, that
is systematically encrypted.This mode is well suited for LAN environments.

Lina Dynamic Configuration: When you define both server or agent rules, you can choose to
encrypt data depending on the network configuration.

Network Certificates
In Secure mode (HTTPS), agents connecting to the server verify the server identity using these
certificates:
• Server certificate.

The name of the certificate file is server.pem, it is located in the Ref directory of the Lina
server home directory. For instance:
E:\Program Files\Atempo\HyperStream\default\HSX\ref\server.pem

• Agent certificate.
The name of the certificate file is cacert.pem, it is located in the Ref directory of the Lina
agent home directory. For instance:
C:\Program Files\Atempo\Atempo Live Navigator\Ref\cacert.pem

If you modify one of the certificates, you have to modify the other one as well to ensure that they
match.
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CHAPTER6-Advanced Configuration
Operations
This chapter explains how to perform various configuration operations concerning:
• ADE index database.
• ADE blocks repositories.
• Lina agents database repositories.

ADE Command Line Interface Operations 
This section explains you how to use the ADE Command Line Interface for advanced
administration.

Moving the ADE Database in Command Mode
1. Stop the Deduplication Engine service (by default ADE.default).
2. Launch this command:

ade_server --base_path=<path>
Where <path> is the new database and index path.

3. Launch this command:
ade_server --log_path=<path>
Where <path> is the new database log path, typically, a subdirectory of the database
directory set in step 2.
All database files are moved to the new path.

Note: Keep in mind that the database should be located on a local SSD disk.

Block Repository Operations in Command Mode
Adding or removing a repository can also be performed by modifying an environment variable in
the Lina Administration Console. See Lina Administration Console for details.

Adding a Repository
You can add repositories by providing their paths in the repository_path command. Each time
a new block file must be written, Atempo Deduplication Engine goes to the next path in the list in
a circular fashion.

When you add a repository, the existing block files remain in the repository in which they were
initially written.

Atempo recommends using local disks to locate the repository.

To add a repository:
1. Stop the Deduplication Engine service (by default ADE.default).
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2. Launch this command:
ade_server --repository_path="<path1>;<path2>;<pathn>"
Where <path1>; <path2>;<pathn> is the list of all repository paths in use, including the
new one.
You can write up to 2048 characters when you define the repository paths.

3. Restart the Deduplication Engine service.

Removing a Repository
To remove repositories, remove their path from repository_path.

If you remove a repository that already contained backups, the data backed up remains in the
repository unless you move the existing block files using one of the commands described in To
move an existing repository contents:. Do not manually move block files otherwise Atempo
Deduplication Engine looses track of these files.

To remove a repository:
1. Stop the Deduplication Engine service (by default ADE.default).
2. Launch this command:

ade_server --repository_path="<path1>;<path2>;<pathn>"
Where <path1>; <path2>;<pathn> is the list of all remaining repository paths in use,
without the one you want to remove.

3. Restart the Deduplication Engine service.

Moving a Repository
Moving block files does not create a new repository in the destination location, nor does it remove
the source repository. Once block files have been moved, if you do not add a new repository in
the new location, the next backup continues using the old repository. See Block Repository
Operations in Command Mode for details.

To move an existing repository contents:
1. Stop the Deduplication Engine service (by default ADE.default).
2. You can either :

• Move all block files at once using this command:
ade_server --mv_blockfiles_dest= <dest>
Where <dest> is the new path.

• Move the block file by file using these commands:
ade_server --mv_blockfile= <filename> --mv_blockfiles_dest= <dest>
Where <filename> is the name of the block file to move and <dest> is the new path.

3. Restart the Deduplication Engine service.

Lina Agent Database Repository Operations in Command
Mode
Adding or removing a repository can also be performed by modifying an environment variable in
the Lina Administration Console. See Lina Administration Console for details.

Moving an agent database repository does not remove the source repository. Once agent
database repositories have been moved, and no new repository is added, Lina continues using
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the old repository for the incoming new agent. See Adding or Removing an Agent Database
Repository for details.

To move an existing repository contents:
1. Stop the Deduplication Engine service (by default ADE.default).
2. Launch the command ade_server -L "src=<sources>,dest=<destination>,set_

as_default=[0|1],vol_max=<size in bytes>"
Where:
• <sources> is the list of repositories to be moved. If not provided, move all existing

repositories.
• <destination> is the list of destination repositories.
• <set_as_default> is 0 if the source repositories remain to be used as agent

database repositories. Otherwise, set the destination as the new agent database
repository.

• <vol_max> keeps moving agent database repositories until the limit is reached
(optional).

3. Restart the Deduplication Engine service.

Using Advanced Mode to Move Blocks

Figure 38: The ADE Configurator interface

1. Open Lina Administration Console.
2. Click Server > Configuration > Configurator. 

The Configurator window opens (Figure 38).
3. Click on the Storage tab.
4. Click Enter advanced block move mode.
5. Select the check box(es) corresponding to the directories where are stored the blocks you

want to move.
6. Click Add a directory. If a destination already exists, you can use the Browse button to

modify.
7. Select the Set new destination as new repositories for future blocks option if you want

the added destinations to be the new repositories for new blocks.
8. If necessary, limit the volume of movements in GB.
9. Click Launch the block move operation to launch the block movement process.
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Adding or Removing a Block File Repository
To add or remove a repository, you have to:
1. Open the Administration Console.
2. Select Server > Preferences.
3. Click on the Tunables tab.
4. Double-click the variable repository.path.

The variable description window appears on the right.
5. To add a repository, enter a semicolon followed by the new repository path after the existing

repository path.
If you define several repositories, blocks are copied successively into one or the other
repository. The server writes the first block file into the first repository, then the next block
file into the next repository, etc.

6. To remove a repository, delete the path of the repository you want to remove.
Removed repositories that contained backups, are kept in the repository unless you move
the block files using the ade_server command.

7. Close the window or click outside to validate the new value.

Using Advanced Mode to Move Lina Agent Databases
1. Open the Lina Administration Console.
2. Select Server > Configuration > Configurator. The default directory path is indicated on

the Lina page.
3. Click on Enter advanced agent database move mode.
4. Select the directory containing the databases to move.
5. Add new destinations.
6. Select the Set new destination as new repositories for future metabases option if you

want the added destinations to be the new repositories for new databases.
7. If necessary, limit the volume of movements in GB.
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Figure 39: Example showing the steps when the advanced mode is activated

8. When all fields in the advanced mode are completed (Figure 39), click on Launch the
agent database move operation.

Adding or Removing an Agent Database Repository
To add or remove a repository, you have to:
1. Open the Administration Console.
2. Select Server > Preferences.
3. Click on the Tunables tab.
4. Double-click the variable repository.hsx_metabase_path. The variable description

window appears on the right.
5. To add a repository, enter a semicolon followed by the new repository path after the existing

repository path.
If you define several repositories, Lina agent databases are copied successively into one or
the other repository. The server writes the first database into the first repository, then the
next database into the next repository, etc.

6. To remove a repository, delete the path of the repository you want to remove.
Removed repositories that contained agent databases are kept in the repository unless you
move the database using the ade_server command.

7. Close the window or click outside to validate the new value.
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CHAPTER7-Replication
You can replicate a Lina server to another Lina server. With this configuration, the data on the
primary server is continuously replicated to a secondary server to secure your Lina repository.
This ensures complete data recovery if the primary Lina server is lost.

Server Replication
Server replication is a process which enables to secure both backed up data blocks and meta-
data by replicating a Lina server to another one.

If Server A fails, the backups of its agents are not redirected to Server B. However, as the
replication of Server A to Server B has secured Server A blocks and meta-data, you can rebuild
Server A from Server B. You can also restore the agents directly from Server B using the
advanced restore function.

Server Replication vs Agent Replication
If you enable server replication, existing Agent specific replication processes are disabled, even
though their configuration is kept. Server replication configuration takes precedence over the
other replication processes available, and its parameters override existing Agent specific
replication parameters:
• The target server is the one defined in the server replication.
• The connection is never encrypted.
• The port is the one set by the HN_TARGET_HTTP_PORT tunable. See Replication

Prerequisites for details on this tunable.
• No proxy is used.

Supported Configurations
Lina supports these replication configurations:

Simple Replication
Simple replication is the most simple replication configuration (Figure 40). Use this configuration
to:
• Protect the server.
• Ensure the availability of server A backups from server B.
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Figure 40: Simple replication

Hierarchical Replication
Hierarchical replication is highly configurable and scalable, and can thus address specific
topologies (Figure 41).

Use this configuration to:
• Protect the server.
• Ensure the availability of downstream servers backups from upstream servers.
• Match with a Remote Office Branch Office infrastructure.

Note: Ensure that the available bandwidth between the offices offers an adequate
transfer rate.

Figure 41: Hierarchical replication

Bidirectional Replication
Bidirectional replication is equivalent to a simple replication in both ways (Figure 42). Agents
backed up on one of the two servers are replicated to the other. If one of the two servers fails, all
the agents can still restore their data.

Be aware that you cannot combine bidirectional replication with hierarchical replication. If you set
up two servers part of a hierarchical configuration as bidirectional replication servers, a loop
detection mechanism will separate the bidirectional replication servers from the rest of the
hierarchical configuration.

Use this configuration to:
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• Protect the server.
• Enhance availability and fault tolerance.
• Ensure the availability of server A backups from server B and server B backups from server

A.
• Enables static load balancing across the two servers.

Figure 42: Bidirectional replication

Agent Replication
Agent replication is a strategy-related replication process giving you the opportunity to partially
replicate your Lina data.

Principle
Use this configuration (Figure 43) to:
• Dispatch replicated data across various servers.
• Ensure the availability of a limited number of agents from the target server.
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Topology

Figure 43: Each strategy has been applied to three Lina agents. The data of the agents belonging to strategy 1 and 2 will be
replicated to a different server, which is not the case for the agents assigned to the strategy without replication.

Replicated Items
All the objects backed up are replicated to the related destination. Thus, the retention period is
server specific. Deleting an agent on the source does not delete the related replicated data on the
target server. You must explicitly delete it from the target server.

To ensure that your data replication is over, check the status of the replication synchronization
indicator.

Configuring Agent Replication
To activate agent replication, you must delete all your global replication destinations.

To add a destination

1. From the Lina Administration Console, select Lina > Replication > Add. The New
Destination window opens.

2. Enter the following parameters in theGeneral pane:
a. Name Name of the new destination, as displayed in the Lina Administration Console.
b. Host Name Host name of the target server to which the data is replicated. It is the IP

address or the DNS name.
c. Encryption If you want to encrypt communication between the servers involved in the

replication process, select the Encrypt check box.
d. Port Destination port on the target server. It is the same port as Web administration

port. The default value is 8181.
e. Status Selecting the Status check box enables the replication destination. The

Enable and Disable buttons are also used to activate and disable the replication.
3. Enter the following parameters in the Proxy pane:
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a. Proxy If you want to reach the target server through a proxy, select the Use Proxy
check box.

b. Proxy Server Host name of the proxy server you want to use.
c. Proxy Port Port of the proxy server you want to connect to.
d. Proxy User Proxy server user if required by your proxy settings.
e. Proxy Password Proxy server user password if required by your proxy settings.

To modify a destination

If you modify the information related to a replication destination, all the agents related to this
strategy will be replicated from scratch to the new destination.
1. From the Lina Administration Console, select Lina > Replication .
2. Double click on the replication destination you want to modify.
3. Modify the information to fit your requirements.

Restoring Replicated Data
To restore files and folders using replicated data, see Performing a Restore from an Alternate
Server.
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CHAPTER8-Statistics and Reporting
Lina generates statistics on agents that are available in the Lina web interface. Only backup
statistics can be sent to administrators in the form of reports. The following rights must be
enabled for each user, so that they can:
• Edit report templates: Generate.
• Consult reports: View.

Statistics Tab
The Statistics tab shows statistics information used to supervise data protection and generate
backup reports.The following rights must be enabled for each user:
• Generate: The user can view all agent data and recompute statistics. He can also edit

report templates.
• View: The user can view all agent data and consult reports

Overall Statistics
TheOverall statisticsmenu enables you to access global information available for the entire
application and all components.
1. Open the Lina Administration Console.
2. Select Statistics > Overall statistics.

Activity Monitoring
The Activity Monitoring displays information on backup, restore, replication, and maintenance.

These are the information you have access to based on:
• The number of blocks refers to the blocks processed.
• The number of objects represents the Lina files and folders backed up or restored.

Data is shown for a one, five or fifteen minute time interval depending on what has been selected
on the left menu.

Backup & Restore

Displays real time information on a per second basis of ongoing backup and restore operations
on <server_name>.

The number of blocks refers to the blocks processed. The number of objects represents the Lina
files and folders backed up or restored.

Maintenance

Displays real time information on a per second basis of ongoing maintenance operations on
<server_name>.

Maintenance takes place in two steps:
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1. Deleted or modified data (i.e., a more recent version of the data has been backed up) that
have reached the end of their retention period, are unreferenced from the database, but are
not physically removed from the repository. Data is then said to be recyclable.

2. The recyclable blocks, provided that they are no longer present in any backup, are deleted
from the repository during a compacting operation. For the deduplicated repository, the
maintenance information shown is always physical, while for HyperStream Server and Lina,
the maintenance information is referenced. The number of objects deleted concerns Lina
only.

Activity History
The Activity History displays history information on backup and restore, global operations as well
as on maintenance. Activity Monitoring for details.

The charts depend on the agent, the unit (time) and the period selected in the left menu. If the
periods proposed by the application do not suit, you can configure a customized period.

To configure a customized period

1. Click Custom Period.
2. Enter the information for display start date in the Display the last field and select the unit in

the list (e.g., day(s), month(s)).
3. Select the scale of values in theWith a step of drop down list.
4. Select The present or A specific date to configure until when you want to see the

statistics.
5. Click Apply.
6. Click the chart key to hide/show the corresponding information.
7. On the Activity History dashboard, select Show Workloads at the bottom of the page for

workload details.

Statistics by Component
Next to the overall statistics, you can see specific information about the Deduplicated Repository,
HyperStream, and Lina components.
1. Open the Lina Administration Console.
2. Select Statistics > Statistics by component.

Activity Monitoring
The Activity Monitoring displays information on backup, restore, replication, and maintenance.

These are the information you have access to based on:
• The number of blocks refers to the blocks processed.
• The number of objects represents the Lina files and folders backed up or restored.

Data is shown for a one, five or fifteen minute time interval depending on what has been selected
on the left menu.
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Backup & Restore

Displays real time information on a per second basis of ongoing backup and restore operations
on <server_name>.

The number of blocks refers to the blocks processed. The number of objects represents the Lina
files and folders backed up or restored.

Maintenance

Displays real time information on a per second basis of ongoing maintenance operations on
<server_name>.

Maintenance takes place in two steps:
1. Deleted or modified data (i.e., a more recent version of the data has been backed up) that

have reached the end of their retention period, are unreferenced from the database, but are
not physically removed from the repository. Data is then said to be recyclable.

2. The recyclable blocks, provided that they are no longer present in any backup, are deleted
from the repository during a compacting operation. For the deduplicated repository, the
maintenance information shown is always physical, while for HyperStream Server and Lina,
the maintenance information is referenced. The number of objects deleted concerns Lina
only.

Operations Monitoring
The Operations Monitoring displays information on connections and running operations (Table
29).

Parameters Description

Operation The type of operation

Agent The agent on which the operation is performed

Idle Time Period of time during which there is no activity

Workstation Name Name of the connected machine

Client/Agent Name Host name of the connected machine

IP Address IP address of the connected machine

Task Running task in progress

Requests Requests in progress on the machine

Connection date Date of the connection to the machine

Table 29: Monitoring parameters

Activity History
The Activity History displays history information on backup and restore, global operations as well
as on maintenance. Activity Monitoring for details.
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The charts depend on the agent, the unit (time) and the period selected in the left menu. If the
periods proposed by the application do not suit, you can configure a customized period.

To configure a customized period

1. Click Custom Period.
2. Enter the information for display start date in the Display the last field and select the unit in

the list (e.g., day(s), month(s)).
3. Select the scale of values in theWith a step of drop down list.
4. Select The present or A specific date to configure until when you want to see the

statistics.
5. Click Apply.
6. Click the chart key to hide/show the corresponding information.
7. On the Activity History dashboard, select Show Workloads at the bottom of the page for

workload details.

Status History
Displays the evolution of the volume, number of blocks and deduplication ratio for the
deduplication engine on <server_name> over the time period you choose (by default, one day).

The volume and number of blocks is:
• Stored Corresponds to the actual volume/number of blocks stored after deduplication.

Or
• Recyclable Indicates all the volume/number of blocks in maintenance that are ready to be

removed from the repository.

If the periods proposed by the application do not suit, you can configure a customized period. To
configure a customized period for details.

The Repository Status displays the evolution of the restorable (the restorable volume
corresponds to all versions of all backed up files and folders) and protected (single version of all
protected files and folders, without history) volumes and number of objects, over the time period
you choose, by default, one day.

Top Agents Information
The Top Agents screen displays this information:
• Most voluminous agents. Displays agents that have the largest volume of data to protect.

You can sort the result by volume or number of protected or restorable objects.
• Most active agents. Displays agents that have the most volatile data.

If the periods proposed by the application do not suit, you can configure a customized period. To
configure a customized period for details.

Calculating Detailed Statistics
If Statistics have never been calculated or if they were calculated too long ago, select one agent
or all agents and click Recompute Statistics.
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The statistics calculation is handled by a background job which may take a while if you selected
all agents and you have a great number of agents on your server. The Last Statistics processed
are updated once all calculations are completed.

If the mention Statistics are available appears next to the Agent Name field and the Last
Statistics processing date suits you, you do not have to recompute statistics.
1. Choose the agents for which you want to display statistics: either all agents (by default) or

click the icon to the right of the Agent Name field and select a single agent in the list.
2. Choose among the five available views by clicking on the corresponding button:

• Files with most versions.
The left pane shows a top down list of the number of versions, path and name of the
files with the highest number of versions for the selected agent(s).
The range of number of versions is indicated at the top of the list in the Version area,
the lowest to the left, the highest to the right.
The right pane shows a graphical distribution of the top 5 files with the highest number
of versions.

• Largest Files.
The left pane shows a top down list of the volume, path and name of the largest
Protected or Restorable files for the selected agent(s).
The volume range is indicated at the top of the list in the Volume area, the lowest to
the left, the highest to the right.
The right pane shows a graphical distribution of the top 5 largest files.

• Volume by Extension.
The left pane shows a top down list of the volume of file (by extension) of the Protected
or Restorable file extensions the most frequently backed up for the selected (agents).
The volume range is indicated at the top of the list in the Volume area, the lowest to
the left, the highest to the right.
The right pane shows a graphical distribution of the top 5 file extension the most
frequently backed up in terms of volume.

• Number of Files by Extension.
The left pane shows a top down list of the number of files (and their extension) of the
Protected or Restorable file extensions the most frequently backed up for the selected
(agents).
The number of files range is indicated at the top of the list in the Number of Files area,
the lowest to the left, the highest to the right.
The right pane shows a graphical distribution of the top 5 file extension the most
frequently backed up in terms of number of files.

• Number of Files by Type.
The left pane shows a top down list of the number of files and type of the Protected or
Restorable file types the most frequently backed up for the selected (agents).
The number of files range is indicated at the top of the list in the Number of Files area,
the lowest to the left, the highest to the right.
The right pane shows a graphical distribution of the top 5 file types the most frequently
backed up.
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Reporting
This section explains how to create and manage report templates, and reports associated to
these templates. The following rights must be enabled for each user, so that they can:
• Edit report templates: Generate.
• Consult reports: View.

Report Templates
A report template is used to configure the content of a report. This chapter explains how to:
• Create a report template.
• Edit a report template.
• Delete a report template.

Creating a Report Template

Step 1: Define a name for the report template

1. In the Statistics tab, click Reports.
2. In the list of report templates, click Add.
3. Define a name for the report template. By default, the name is Backup report. The name

of a report template can be defined during or after creation.

Step 2: Configure the report template

This step is optional, as several options are selected by default. A report template can be
configured during or after creation, using two tabs:
• The Report configuration tab: This tab is used to define the content of the report.
• The Sending tab: This tab is used to schedule automatic reports.

Each modification is automatically saved.
1. Edit the Report configuration tab (Report Templates).

Option Description

Include the product name
in the report title

Displays the product name in the report title.

Language Defines the language used for reports. Reports can be sent in English or
French.

Keep generated reports
for

Defines the retention period for generated reports. By default, the retention
period is unlimited.

Show storage Displays the remaining space or space used for backup. This option is
accessible to superadmins only.

Show efficiency Displays the deduplication and compression rates, and the volume of
protected and restorable data. This option is accessible to superadmins only.

Table 30: Parameters in the Report configuration view
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Option Description

Show recently backed up
agents

Displays data on agents that have been recently backed up.

Show agents that were
not recently backed up

Displays data on agents that have not been recently backed up.

Show recently connected
agents

Displays data on agents that have been recently connected.

Show never connected
agents

Displays data on agents that have never been connected.

Agents inactivity
threshold in days

Defines the inactivity threshold for agents that have been recently backed up
or connected.

Select all/Unselect all Selects/Deselects all the options that display under this option. An additional
column appears in the report when one of these options is selected.

Protected volume Displays the data volume protected by Lina.

Restorable volume Displays the data volume that can be restored by Lina.

Agent group Displays the group of agents managed by the same administrator.

Strategy Displays the strategy associated to the agents.

Protection Displays the protection associated to the agents.

Last logon Displays the name of the last user logged on the agent.

Email Displays the email address provided by the user on the Lina agent.

Last started session Displays the last started session of backup.

Last completed session Displays the last completed session of backup.

Last connection Displays the time at which the Lina agent last contacted the server.

Last synchronization Displays the time at which the data to backup was sent to the Lina server
from the agent.

2. Edit the Sending tab (Report Templates).

Note: The SMTPMail Service must been configured, otherwise the content of this tab will
not be editable. For more details on the configuration of the SMTPMail Service, see
Configuring the SMTPMail Service.

Option Description

Enable automatic report
sending

Defines whether the report should be sent.

Table 31: Parameters in the Sending view
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Option Description

<Schedule frequency> on
<day of the week> at <server
time>

Schedules the recurrence of the report. A report can be sent
every day, week or month. A weekly report is sent on every
Monday, whereas a monthly report is sent on the first day of
the month.

Send report as <nature of the
report>

Defines how the report should be sent. A report can be:
• Enclosed as a file attachment.
• Embedded as a URL link.
• Embedded as a static table.

Defines a list of recipients for the report. Each recipient
should be separated by a comma.

Step 3: Confirm the creation of the report template

> Click Validate the creation. A pop-up dialog confirms the report template is created.

Deleting a Report Template
To delete a report template, as well as the reports associated to that report template:
1. In the Statistics tab, click Reports.
2. In the list of report templates, select a report template, then click Delete.
3. Confirm the deletion of the report template. The list of report templates is automatically

updated.

Reports
A report contains data on Lina agents. It can be used by an administrator to follow the activity of
all of the agents declared for a tenant. To follow the activity of an agent, see Presenting Lina
Agents. A report can be accessed through the Administration console or can be sent by email.
This section explains how to:
• View a report.
• Download a report.
• Send a report.
• Delete a report.

Viewing a Report
Users may view a part of the reports, depending on their access rights. A superadmin can consult
the reports on all of the agents, whereas administrators can consult only the reports of the agents
of their tenant. To display the reports associated to one or several report templates:
1. In the Statistics tab, click Reports.
2. In the list of report templates, select one or several report templates, then click Display

reports.
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3. In the list of reports, select a report, then clickOpen reports. It is possible to filter reports,
using the name of the report or the report template, or the file creation date.

Downloading a Report
1. In the Statistics tab, click Reports.
2. In the list of report templates, select a report template, then click Display reports.
3. In the list of reports, select a report, then click Download reports. The report is generated

as an HTML file. To select all the reports associated to a report template, click the box under
Open reports.

Deleting a Report
1. In the Statistics tab, click Reports.
2. In the list of report templates, select a report template, then click Display reports.
3. In the list of reports, select a report, then click Delete. To select all the reports associated to

a report template, click the box underOpen reports.
4. Confirm the deletion of the report. The list of reports is automatically updated.

Sending a Report
Reports can be sent automatically or manually. To send a report automatically, see Report
Templates. To send a report manually:
1. In the Statistics tab, click Reports.
2. Select a report template, then click Send.
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CHAPTER9-Restoring Data from the Agent
Interface
The Lina agent interface allows you to restore any protected version of a file or folder backed up
on the Lina server. This can be useful when an object has been corrupted, lost or accidentally
overwritten.

To perform a restore, you need to make sure that the agent onto which you want to restore data is
connected to the Lina server through a network.

Restore Security Permissions
To perform a restore, you need:
• Permission to read and write on the restore destination in order to ensure the integrity of

the machine.
• Permission to restore the source file owner and all other file permissions in order to

guarantee the confidentiality of the data. In most cases, this permission is equivalent to
being the owner of the files to restore.

Without the required permissions, you get an Access Denied error and Lina does not restore the
file.

Access permissions to files and folders are retained at restore, whether you do a local or a cross-
restore, as an end-user or as an administrator.

UAC and Privileges
Depending on what OS is installed, the following permissions apply when restoring data:
• WindowsOnmachines where User Account Control (UAC) is enabled, you must use the

Run as Administratormode to launch the restore. Restoring data without the required
permissions is only possible if you restore with an account that has Restore privilege. One
way to have this privilege is to belong to the Backup/Restore group.

• Linux and macOS The command su or sudo enables you to restore with administrator’s
privileges.

ACLs
When restoring data with regard to Access Control Lists (ACLs), you need the following
permissions:
• System Access Control Lists (SACLs) on Windows require an Audit permission to restore

the data and the SACLs.
• ACLs are not supported on Linux.
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Modes to Restore Data
The Lina Agent allows you to restore in different modes. This depends on the permissions you
have as a user logged on to the agent or an administrator managing multiple agents.

Current User Restore
This is the default mode. The restore is performed with the permission of the user currently
logged in. Use current user restore to restore files belonging to the current user.

Even if the current user belongs to an administrator group, he will not be able to perform a system
restore since he does not have elevated privileges. For a system restore, the Restore As option
must be used, eventually with the current user context.

Impersonated Restore
The impersonated restore enables you to restore data with a different security context than that
of the current user.

OnWindows, when User Account Control (UAC) is activated, the restore is performed without
elevated privileges.

System Restore
The system restore enables you to restore any file, including files and folders requiring
administrator level permissions.

The system restore grants you the following permissions:
• Windows Restore as NT Authority System with all required privileges activated.
• Linux and macOS Restore as UID 0, even if the operating system does not have a root

user activated.

Restoring Data Encrypted with EFS
Lina supports the backup of files and folders encrypted with Windows EFS. To restore data that is
backed up in encrypted format, you must use the agent in order to also restore the NTFS stream.

To perform a cross restore in the agent interface, you must first re-import the encryption key to
successfully access the data.

This overview (Table 32) provides information about different scenarios to restore encrypted
data.
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Scenario Outcome

Restore using an agent on the
same machine and with the same
Windows user

Possible to restore both the data and the encryption
details stored in the NTFS alternate stream. The data
remains encrypted.

Restore using an agent on
another machine and with the
same Windows user

Possible to restore only if the certificate used for
encryption is re-imported on the restore destination.

Web restore Not possible, because no tool is able to restore data
and alternate streams in the web interface.

Table 32: Restore scenarios of data encrypted with EFS

Restoring Files
Lina allows you to apply different methods to restore a file. You can choose to let the Lina
Restore Wizard drive you through the restore process, or browse and search backups on your
own.

Restoring a File using the Restore Wizard
The Restore Wizard lets you narrow down the list of files to restore by applying search criteria
based on location, type, and time range.

Step 1: Launch the Restore Wizard

1. Right-click the Lina agent icon in the task bar and select Perform a restore.
2. Select Restore a file > Start.

Step 2: Locate the file to restore

1. In the Select Folder window, selectMy backup to locate the folder in which your file was
saved. You can indicate either the complete path to your file, or enter a parent folder and
choose to include sub-folders in the search.

2. ClickOK. The folder path appears in the Select Folder window.
3. Click Continue.

Step 3 (optional): Provide additional information

1. Type or select the extension from the Show existing file types list.
2. Click Continue.
3. If you know the last modification of your file, specify the time and date range.
4. Click Continue.

Step 4: Select the file to restore

1. Choose your file from the list.
2. Click Continue.

Lina 123

Restoring Data from the Agent Interface



3. Select the version of the file you want to restore.
4. Click Continue.

Step 5: Define restore options and restore your file

1. Choose the restore location:
• Turn off the toggle to restore the file to its original location.
Or
• Turn on the toggle to change the target directory of the restore.

2. If you choose a new location, clickMy computer to add the target directory.
3. If the file to restore already exists at this location, select the restore behavior :

• Overwrite The file is replaced by the restored file.
• Skip The file is not restored.
• Rename The file already present is renamed with the suffix .bak.

4. If needed, change the identity to a user that may have more privilege to restore data. If the
chosen identity is linked to an admin group, the restore is done directly as administrator
(NT Authority\system onWindows, root on Linux and macOS):
• Impersonated restore Type the user name and password of the user you want to

restore.
• System restore on Windows Type user and password belonging to the local

administrators group.
• System restore Linux and macOS Type user and password belonging to the admin,

adm, sudo, wheel or root groups.
5. Select Restore. To cancel the restore process, click Cancel.

Once the restore process is complete, you can view the details in the status overview
(Figure 44).

6. Click Finish to close the Restore Wizard.

Figure 44: Successful file restore

The file size information in the Restore Wizard is shown in decimal prefixes (1 MB is equal to
1000 KB) whereas file sizes in File systems are usually shown in binary prefixes (1 MB is equal to
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1024 KB). As a result, you may notice a difference if you compare both sizes. The file in the
Restore Wizard seems bigger. However, they are actually of the same size.

Restoring a File using the Search Mode
The agent interface allows you to take control and search through all your protected files
regardless of their backup time. If you want to learn more about the Search interface before
starting your file restore, see About the Search Mode.
1. Right-click the Lina agent icon in the task bar and select Perform a restore.
2. In the Restoremenu, select Search.
3. Choose your search criteria:

• Type the path to locate your file or select it withMy computer orMy backup.
• Type your own file name or the extension.
• Define the time interval in which the file was modified.

4. Once you have entered your search criteria, select Search. If the search returns too many
files, you will be invited to narrow down your search criteria to yield a smaller number of
files.

5. Select your file to see the available restore versions (Figure 45).

Figure 45: In this example, the selected file is available in three restorable versions

6. In the Versions area, select the version to restore and click Restore.
The Restore Options window is displayed.

7. Choose the restore location:
• Switch off the toggle to restore the file to its original location.
Or
• Switch on the toggle to change the target directory of the restore.

8. If you choose a new location, clickMy computer to add the target directory.
9. If the file to restore already exists at this location, select the restore behavior :

• Overwrite The file is replaced by the restored file.
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• Skip The file is not restored.
• Rename The file already present is renamed with the suffix .bak.

10. If needed, change the identity to a user that may have more privilege to restore data. If the
chosen identity is linked to an admin group, the restore is done directly as administrator
(NT Authority\system onWindows, root on Linux and macOS):
• Impersonated restore Type the user name and password of the user you want to

restore.
• System restore on Windows Type user and password belonging to the local

administrators group.
• System restore Linux and macOS Type user and password belonging to the admin,

adm, sudo, wheel or root groups.
11. Select Restore. To cancel the restore process, click Cancel.

Once the restore process is complete, you can view the details in the status overview.
12. Click Finish to close the restore process.

Restoring a File using the Browse Mode
The agent interface is equipped with a Browse mode that allows you to restore multiple files at
once. If you want to learn more about the Browse interface before starting the restore, see About
the Browse Mode.
1. Right-click the Lina agent icon in the task bar and select Perform a restore.
2. In the Restoremenu, select Browse.
3. Choose the date from which you want to restore your file(s) with the Time Navigator slider or

the calendar.
Lina displays your agent file tree at that date.

4. From the file tree, check the box corresponding to the file to restore (Figure 46).

Figure 46: Restorable files using the Browse view

5. Select the version you want to restore:
• To restore the latest backed up version of the file, select Restore. To cancel the

restore process, click Cancel.
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Or
• To restore a different backed up version, select the icon of your file to see the

available versions and select the icon to restore that version.
6. Choose the restore location:

• Turn off the toggle to restore the file to its original location.
Or
• Turn on the toggle to change the target directory of the restore.

7. If you choose a new location, clickMy computer to add the target directory.
8. If the file to restore already exists at this location, select the restore behavior :

• Overwrite The file is replaced by the restored file.
• Skip The file is not restored.
• Rename The file already present is renamed with the suffix .bak.

9. If needed, change the identity to a user that may have more privilege to restore data. If the
chosen identity is linked to an admin group, the restore is done directly as administrator
(NT Authority\system onWindows, root on Linux and macOS):
• Impersonated restore Type the user name and password of the user you want to

restore.
• System restore on Windows Type user and password belonging to the local

administrators group.
• System restore Linux and macOS Type user and password belonging to the admin,

adm, sudo, wheel or root groups.
10. Select Restore. To cancel the restore process, click Cancel.

Once the restore process is complete, you can view the details in the status overview.
11. Click Finish to close the restore process.

Restoring a File from an Explorer
You can restore a previous version of a folder if :
• The file still exists but you want to recover it as it was at an earlier date.
• You know where the file is located.
• You want to restore the file to a new location.
• An earlier version already exists in the destination folder, and you want to rename the

restored version.

To restore a previous version of a file from an Explorer

1. Right-click the file in an Explorer and select Lina > Restore a file.
2. In the list of Available Versions, select the version to restore by selecting the desired date.
3. In the Restore Destination window, check the Select the destination folder option.
4. Click Browse and select a folder.
5. In the field If the file already exists, select Rename
6. Click Restore. To cancel the restore process, click Cancel.
7. SelectOpen destination folder.

The already existing file is displayed with the extension .bak.
8. Select Finish to close the Restore Wizard.
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About the Search Mode
The Lina agent is equipped with a Search mode that allows to search through all your protected
files regardless of their backup time. The Search view shows your protected files and the
available versions to restore. If you want to use the Search mode, see Restoring a File using the
Search Mode.

The following settings are displayed in the Search view (Table 33):

Setting Description

By location Indicates the path where you want to search for your files or click the
drop down list to select the path from your computer or from your
backups. If you want to include subfolders during the search, check
Include Sub-folders.

By name Indicates the file name or extension you are looking for.

By modification date Enables to select the time interval within which the file you are
looking for was modified.

Search When your search criteria is complete, click Search to perform the
search.

Search results Displays the files matching your search criteria. You can sort the
results by name, path, and backup date.

Versions If you click a file in the Search Results area, the available versions
of this file are displayed. You can see information about version
number, date, and size of each file version.

Preview If you click a file in the Search Results area, and a version in the
Versions area, and click Preview, a preview of the file version is
displayed.

Restore Opens the Restore Options window and allows you to select the
restore destination, choose the file behavior, and use different
restore credentials.

Table 33: Search view settings

About the Browse Mode
From the Browse view, you can select several files at a point in time, and restore them to a
different location.

If you want to use the Browse mode, see Restoring a File using the Browse Mode.

The following settings are displayed in the Browse view (Table 34):
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Setting Description

Time
Navigation

Enables to restore files at a certain point in the past. You can use the Time
Navigation slider to choose the restore date. The maximum displayed time
interval corresponds to the retention defined for the agent.

Example:

If the retention is 7 days, you cannot go beyond 7 days back in the past.
This is to ensure that you have a coherent view of your agent in the past.

Select a
Date

Allows you to select a date as an alternative to the time slider.

Shopping
cart

Allows you to visualize your file selection, or to delete them all in once.

Versions Once you selected a single file, you can click the green file icon to display the
list of the different backed up versions of this file.

Preview Once you selected a single file, you can click Preview to display a preview of
this file.

Restore Opens the Restore Options window and allows you to select the restore
destination, choose the file behavior, and use different restore credentials.

Table 34: Browse view settings

If you restore several files from various directories to a different location, Lina restores the files
and their whole file tree structure, except any common parent directory.

Here are a few examples:
• Restoring C:\folder1\folder2\file1.txt to C:\restored results in

C:\restored\file1.txt.
• Restoring the content of C:\folder1\folder2\ to C:\restored results in all files being

created in C:\restored\.
• Restoring C:\folder1\folder2\file1.txt and C:\folder1\folder2\file2.txt to

C:\restored results in C:\restored\file1.txt and C:\restored\file2.txt being
created.

• Restoring C:\folder1\folder2\file1.txt and E:\folder3\file2.txt to
C:\restored results in C:\restored\C\folder1\folder2\file1.txt and
C:\restored\E\folder3\file2.txt being created.

• Restoring C:\folder1\folder2\file1.txt and C:\folder1\file2.txt to
C:\restored results in C:\restored\folder2\file1.txt and
C:\restored\file2.txt being created.
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Restoring Folders
You can restore any protected folder for which you have Read-Write and Modify Authorizations
access permissions. If you do not have these permissions, an Access Refused error is raised
when you try to restore.

To restore a folder, you can launch the Restore Wizard in the agent interface or restore the folder
from your Explorer.

Restoring a Folder using the Restore Wizard
Step 1: Launch the Restore Wizard

1. Right-click the Lina agent icon in the task bar and select Perform a restore.
2. Select Restore a folder > Start.

Step 2: Locate the folder to restore

1. In the Select Folder window, selectMy backup to locate the folder you want to restore.
You can activate Include sub-folders to broaden the search. You can indicate either the
complete path, or enter a parent folder and choose to restore sub-folders in the tree.

2. ClickOK to close the Backup window. The folder path appears in the Select Folder
window.

3. Click Continue.

Step 3 (optional): Specify time and date range

1. If you know the last modification of your folder, modify the time and date range.
2. Select Continue.

Step 4: Define restore options and restore your folder

1. Choose the restore location:
• Turn off the toggle to restore the folder to its original location.
Or
• Turn on the toggle to change the target directory of the restore.

2. If you choose a new location:
a. Click onMy computer to add the target directory.
b. Choose whether to restore the folder and its content or only the content.

3. If the folder to restore already exists at this location, select the restore behavior:
• Overwrite The folder is replaced by the restored folder.
• Skip The folder is not restored.
• Rename The folder already present is renamed with the suffix .bak.

4. If needed, change the identity to a user that may have more privilege to restore data. If the
chosen identity is linked to an admin group, the restore is done directly as administrator
(NT Authority\system onWindows, root on Linux and macOS):
• Impersonated restore Type the user name and password of the user you want to

restore.
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• System restore on Windows Type user and password belonging to the local
administrators group.

• System restore Linux and macOS Type user and password belonging to the admin,
adm, sudo, wheel or root groups.

5. Select Restore. To cancel the restore process, click Cancel.
Once the restore process is complete, you can view the details in the status overview.

6. Click Finish to close the Restore Wizard.

If the folder contains more than 10 000 files, for performance reasons, the list of restored files is
not displayed in real time.

Restoring a Folder from an Explorer
You can restore a previous version of a folder if :
• The folder still exists.
• The folder contains a tree of subfolders that you do not want to restore.
• You want to restore the folder to its original place.
• You only want to restore files that have been removed.

To restore a previous version of a folder from an Explorer

1. Right-click in a file Explorer on the folder to restore, then select Lina > Restore Folder.
2. In the Select Folder window, clear the Include Sub-folders check mark.
3. In the Select Date and Time window, select the date and time at which you want to restore

the folder.
The folder is restored to its state that corresponds with the date and time you select. The
Valid Time Range indicates the time between the first and last backups of your folder.
Make sure the selected date must fall within this range.

4. In the Destination Location window, check Restore to the original location.
5. In the field If a file already exists:, select Skip and select Restore. To cancel the restore

process, click Cancel.
Once the restore is finished, the Folder Restore Status window displays the status of each
restored item. If the folder contains more than 10 000 files, for performance reasons, the list
of restored files is not displayed in real time. When the restore is finished, you can select
Get Status to view the complete list of restored objects

6. Select Finish to close the Restore Wizard.

Advanced Data Restoring
In addition to restoring your data on your own local machine, Lina enables you to perform the
following types of advanced restore:
• Performing a Cross Restore: Restore data to a computer other than the one where data

was backed up.
• Performing a Remote Restore: Launch the restore from a computer other than the one

where data was backed up.
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• Performing a Restore from an Alternate Server: Restore data backed up by a server other
than the one backing up your agent.

• Performing a Combined Advanced Restore: Perform a cross restore on a remote machine
of data stored on a replicated server.

Cross Restore Token
Tokens allow you to securely delegate cross-restore rights to agents for a specified period of
time. A token will also be required to perform a BMR restore.

In the Lina Administration Console, you can access the token interface via Lina > Cross
Restore > Tokens.

The interface displays the following information on each token:
• Token code that must be provided for each cross-restore.
• Date on which the token expires.
• Agent(s) implicated by the token.
• Number of times the token has been used.
• Last use date.

Managing Cross restore and BMR Tokens
Creating a token requires the "Cross restore" right in the user group profile to which the
administrator creating the token belongs (Figure 47). See Creating a User Profile for more
details.

Figure 47: Allow cross restore can be activated on the Lina page in the user profile settings

To generate a token

1. In the Lina Administration Console, select Lina > Cross Restore > Tokens.
2. Click on the + button.
3. Check the agent(s) from the list that will be associated with this token.
4. Define an expiration date for the new token.
5. Click onGenerate the token. The token with a unique code is provided.
6. Check the token(s) you want to send by email to the corresponding users.

If the email button in the top left corner does not appear, you need to configure the SMTP
mail service. For more details on this topic, see Configuring the SMTPMail Service
Before sending the token(s), you can easily modify the email address associated with the
agent in the email sending form.
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7. Click on Send email. The user will receive an email with the token code to perform the
cross restore.

To remove a token

1. In the Lina Administration Console, select Lina > Cross Restore > Tokens.
2. Select the token(s) you want to remove from the list.
3. Click the Delete button.

Performing a Cross Restore
Cross restoring enables you to restore data on a machine other than the one it was backed up
from. This type of restore requires a token which can only be generated in the Lina Administration
Console. Cross restore tokens are sent to you by e-mail. See Cross Restore Token for details.

The following cross-restore types are possible:
• Between identical operating systems The files permissions are restored as they were at

back up time. As a result, the user performing the restore may not have the right to open
the restored files. In this case, the user might have to take ownership and modify
permissions.

• Between different operating systems In a cross restore between aWindows, macOS or
Linux machine, the file permissions are not restored.

The diagram illustrates the mechanism (Figure 48). In this example, Agent 1 sends a request via
the Restore interface to restore data from Agent 2 to Agent 1.

Figure 48: Cross-restore mechanism

When you perform a cross restore, the Browse feature that lets you search for the object to
restore, displays the contents of the server catalog rather than the disk of the remote machine.
You are not actually connecting to the remote machine.

To perform a cross restore

1. Right-click the Lina agent icon in the task bar and select Perform a restore.
2. Select Settings > Advanced.
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3. Enable Choose a source computer from the server.
The token window opens.

4. Type the code of the cross-restore token received from your Lina administrator (see Cross
Restore Token for details).

5. SelectOK to close the token window.
6. In the Advanced window, choose the machine where the data to be restored is located.
7. Select Connect.

The restore source and destination information is displayed under Connection status
located in the upper right corner of the Restore Wizard.

You can perform a folder or file restore in the same way as if restoring from your local machine.

Depending on the object to restore, see the following sections:
• Restoring Files
• Restoring Folders.

Performing a Remote Restore
Remote restore enables you to launch a restore from a machine other than the one the data was
backed up on. This type of restore requires a login that allows you to access the remote machine
and to perform the restore.

macOS and Linux users must activate the SSH connection to allow remote access from another
computer. On macOS this can be done via System Preferences > Sharing. You can select
Remote Login and choose the user you want to have remote access.

The diagram illustrates the mechanism (Figure 49). In this example, Agent 1 sends a request via
the Restore interface to restore data from Agent 2 to Agent 2.

Figure 49: Remote restore mechanism

To perform a remote restore

1. Right-click the Lina agent icon in the task bar and select Perform a restore.
2. Select Settings > Advanced.
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3. Enable Remote agent.
4. Provide the following information to access the remote agent:

a. Fully Qualified Network Name.
b. User name.
c. Password.
The Local agent option (user@agent enables you to cancel the remote restore definition
but continue with your parameter selection if you have selected other advanced restore
options.

5. Select Connect.
The restore source and destination information is displayed under Connection status
located in the upper right corner of the Restore Wizard.

You can perform a folder or file restore in the same way as if restoring from your local machine.

Depending on the object to restore, see the following sections:
• Restoring Files
• Restoring Folders.

By default, remote connection is allowed, however the tunable HN_AGENT_ALLOW_ONLY_LOCAL =
true can be added in the advsettings.cfg file (which must be in the HNDB directory) to
prevent remote connection of machines.

Performing a Restore from an Alternate Server
Lina allows you to perform an alternate server restore. This can be useful for following situations:
• The server where you backed up your agent initially is no longer available, but a replica of

the server exists.
• You want to restore data backed up by another server.

The diagram illustrates the mechanism Figure 50. In this example, Agent 1 sends a request via
the Restore interface to replicated server B to restore its data.

Figure 50: Mechanism of an alternate server restore
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To perform a restore from an alternate server

1. Right-click the Lina agent icon in the task bar and select Perform a restore.
2. Select Settings > Advanced.
3. Enable Change Server.
4. Enter the Fully Qualified Network Name of the server you want to restore from.
5. Select Connect.

The restore source and destination information is displayed under Connection status
located in the upper right corner of the Restore Wizard.

You can perform a folder or file restore in the same way as if restoring from your local machine.

Depending on the object to restore, see the following sections:
• Restoring Files
• Restoring Folders.

Performing a Combined Advanced Restore
Lina allows you to combine all advanced restore modes, for instance to perform a cross restore
from a remote machine via the server replica.

The diagram illustrates the mechanism (Figure 51). In this example, Agent 1 sends a request via
the Restore interface to replicated Server B to restore data from Agent 2 to Agent 3.

Figure 51: Mechanism of a combined advanced restore

To perform a combined advanced restore

1. Right-click the Lina agent icon in the task bar and select Perform a restore.
2. Select Settings > Advanced.
3. Enable all three options. Provide the following information:

a. Remote agent Provide the following information to access the remote agent:
– Fully Qualified Network Name.
– User name.
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– Password.
The Local agent option (user@agent enables you to cancel the remote restore
definition but continue with your parameter selection if you have selected other
advanced restore options.

b. Change server Enter the Fully Qualified Network Name of the server you want to
restore from.

c. Choose a source from the server Type the code of the cross-restore token received
from your Lina administrator (see Cross Restore Token for details).

4. Select Connect.
The restore source and destination information is displayed under Connection status
located in the upper right corner of the Restore Wizard.

You can perform a folder or file restore in the same way as if restoring from your local machine.

Depending on the object to restore, see the following sections:
• Restoring Files
• Restoring Folders.
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CHAPTER10-Web Restore
Using an Internet browser, you can connect to the Web Restore interface from any machine and
download the protected files of your choice, provided that you have the appropriate permissions
to do so.

Web restore has three modes:
1. End user Restore the protected files of your choice from your machine.
2. Admin Restore the protected files of your choice from any agent within your tenant.
3. Multi-agent Restore all the protected files from a group of agents in one single operation

(archiving mode). It is not possible to choose the file(s) to restore when performing a Web
restore in multi-agent mode.

Configuring Web restore
Using Lina Web restore requires a set of configuration operations on both the Lina server and
agent:
• Activate Web Restore on the Lina Server.
• Create a password to perform aWeb restore in administrator and multi-agent mode.
• Enable Lina Web restorefor the strategy. Only agents associated to such strategies will be

allowed to use the Web restore.
• Configure the Mail service to receive passwords for Web restore sessions.
• Provide an e-mail adress to identify the Lina Agent to use Web restore in end-user mode.

This section describes each configuration in the following topics.

Activating Web Restore
To useWeb restore, you need to activate the application on the Lina server.
1. Open the Lina Administration Console.
2. Select Lina > Preferences.
3. On the Lina page, select Activate Web Restore.
The modifications in the Preferences are automatically saved.

Creating a Password to Perform a Web Restore
Lina allows you to perform aWeb restore in administrator or multi-agent mode. This can be useful
to restore files from any agent or agent groups within a tenant. To perform this type of Web
restore, you need a password.

To access a tenant, you need a dedicated password. Make sure the tenant is logged in to the
Administration Console when connecting to the Web restore application.
1. Open the LinaAdministration Console.
2. Choose the tenant for which you want to create a password. 
3. Select Server > Preferences.
4. Select the Lina tab.
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5. UnderWeb restore, choose a password.
6. Confirm your password and select Apply to save the settings.

Enabling Web Restore for the Strategy
1. Open the Lina Administration Console.
2. Select Lina > Agents > Strategies.
3. Double-click on the strategy for which you want to enable Web Restore.
4. In the Strategy Details window, select the Agent tab.
5. Select Allow Web Restore.
The modifications in the strategy are automatically saved.

Configuring SMTP Mail Service for Web Restore
To receive passwords for Web restore sessions, you need to configure the SMTP Mail service.
1. Open the Lina Administration Console.
2. Select Server > Preferences.
3. Click the SMTP tab.
4. Complete the following parameters:

a. Enter the name of the SMTP Server you want to use to send notifications.
b. If you want to apply a secured connection when sending notifications, select

STARTTLS or SSL/TLS. If you do not want to apply a secured connection, select
None.

c. Type the port number of your SMTP server.
d. Depending on your SMTP server, enter a user name and password.
e. Enter the email address of the sender, for instance

noreply@yourorganization.com.
5. To verify that the SMTP configuration is working, enter the email address of the recipient

and click Send the test message.

Providing an E-Mail Address to Identify the Agent
To access and use the Web restore on the Lina agent, you need to provide an email address that
allows you to:
• Connect to the Web restore application and receive the web restore code to restore data.
• Receive notifications about the protection status of the agent.

If this has been done already by your administrator, the email address can no longer be modified
in the agent interface.

To enter an email address in the agent interface

1. Right-click the Lina agent icon in the task bar and selectManage the settings.
2. Select Settings > Options.
3. In the Identity field, type the email address and select Apply to save your settings. You can

provide multiple email addresses by using a colon to separate them.
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Accessing Web restore
A security code is required to launch aWeb restore session. This code is sent by mail upon your
request. If you request a new security code before the previous one expires, the previous code
becomes obsolete.

Connecting to Lina Web Restore as End User
To perform aWeb restore as an end user, you need to connect to the Web restore application.
1. In your browser, enter the following URL:

• https://<your_server_name>:8181/webrestore.
Or
• http://<your_server_name>:8181/webrestore if you are on a secure local

network.
2. To access Web restore in the Administration Console, select Lina > Web Restore > Web

Restore (end user).
3. Type the email address of the agent from which you want to restore data and click on Next.
4. Select Request a security code to receive a session password by email to the address

provided in step 2.
5. Enter the security code.
6. Select Login to access the Web restore application.

Changing the Validity Duration of the Security Code
By default, the security code sent to you is valid for 1 hour. To modify the duration, you need
administrator rights.
1. Open the Lina Administration Console.
2. Select Server > Preferences.
3. Select the Tunables tab.
4. Activate Show advanced parameters. The list of tunables is displayed (Figure 52).

Figure 52: Tunables list showing the advanced parameters

5. Double click the variable name webrestore.max_password_age.
The field becomes editable.

6. Enter the validity duration in minutes. You can do the following:
• If you enter 0, the security code will never expire.
• The minimum validity duration is 5.
• Any number between 1 and 5 will be recorded as 5.

7. Click outside of the field to validate the new value.
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Connecting to Lina Web Restore as Administrator
Depending on your browser settings and on whether or not you have created your own SSL
certificate, you may get a warning message concerning the security of the web page you are
accessing. See SSL Certificate for details.
1. In your browser, enter this URL:

• https://<your_server_name>:8181/webrestore/admin
Or
• http://<your_server_name>:8181/webrestore/admin if you are on a secure

local network.
2. To access Web Restore in the Administration Console, select Lina > Web Restore > Web

Restore (administration).
3. Enter your password to access the Web restore application as administrator.

Connecting to Lina Web Restore in Batch Mode
Lina allows you to perform aWeb restore as an administrator using the batch mode. This can be
useful to restore files from a group of agents within a tenant. To perform aWeb restore in batch
mode, you need a password.

To access a tenant, you need a dedicated password. Make sure the tenant is logged in to the
Administration Console when connecting to the Web restore application. See Connecting to Lina
Web Restore as Administrator for more details.
1. In your browser, enter the following URL:

https://<your_server_name>:8181/webrestore/batch
Or

http://<your_server_name>:8181/webrestore/batch if you are on a secure local
network.

Note: You can also use the Lina Administration Console by selecting Lina > Web
Restore > Web Restore (multi agents).

2. Enter your password to access the Web restore application as administrator.

Web Restore Scenarios
Once you are connected to Web restore, you can either use the Browse mode or the Search
mode to locate the file to restore. By default you are in Browse mode.

With Web restore, you can restore:
• A single file
• Multiple files
• An entire directory content
• The last version of a file or directory content
• The version of your choice

The topics in this section describe the scenarios for Web restore.
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Scenario 1: Using Web Restore in Browse Mode
1. Connect to Web restore. See Accessing Web restore.
2. Select the agent for which you want to restore data.
3. Click Browse agent.
4. In the central pane, browse the file system to locate and select the file(s) to restore (Figure

53).

Figure 53: In this example, the files will be restored to the latest backed up version

5. (Optional) If you want to restore files at a certain point in the past, choose the date from
which you want to restore your files with the Time Navigator slider or the calendar.
Once you have chosen a time in the past, Lina displays your agent file tree at that date. The
maximum time interval corresponds to the retention defined for the agent. This is to ensure
that you have a coherent view of your agent in the past.

6. Click Restore.
An alnzip_XXXXXXXXX.zip file containing your restored file(s) and its file tree structure is
created and ready for download.
The alnzip_XXXXXXXXX.zip file is by default limited to 2 GB. If one single file to restore is
bigger than 2 GB, a message displays and suggests to use the Zip 64 format. Empty
directories are not included in the .zip file.

7. If you want to set the Zip 64 format by default, select Parameters > Use Zip64 Format in
the Web Restore interface.

8. Click Close in the Restore Complete window.

Scenario 2: Using Web Restore in Search Mode
1. Connect to Web restore. See Accessing Web restore.
2. Click the Search button in the upper left corner. The search view is displayed (Figure 54).
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Figure 54: Search view parameters

3. Enter you search criteria:
• Modification Date: Select the time interval within which the file was modified by using

the drop-down menu or the Advanced view.
• Names and Extensions: Type your own file name or extension and then click Add or

click Select to choose one of the predefined file categories.
• Path: Type in the path where you want to search or click Browse to select the path.

– To modify or remove the path, click Clear next to the path field.
4. Once you have entered your search criteria, select Search. The corresponding results are

displayed.
5. If the search returns too many files, narrow-down your search criteria.
6. Click Show File Versions.
7. In the Versions window, select the version (Figure 55).

Figure 55: The versions icon is located in the column left of the file name

8. Select the icon to start the restore.
9. Choose whether you want to open/view or save/save as the restored file.
10. Click Close in the Restore Complete window.

Scenario 3: Using Web Restore to Restore a Group of Agents
Before using Web restore to restore a group of agents, you first need to configure your web
browser in order to:
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• Display pop-ups from the server.
• Save .zip files in a desired directory (without requesting it).

If your browser is not configured correctly, some restores may not start.
1. Connect to Web restore in batch mode. See Connecting to Lina Web Restore in Batch

Mode.
The list of available agents is displayed.

2. Click in the right top corner to enter the search criteria and filter each column to only display
a set of agents.

3. From this list:
Select the agents that have to be restored. You can use Ctrl to select several agents
(Figure 56).
Or
Select the agents using the .csv file:
a. Create a .csv file with this structure:

– ComputerName;AgentName
– V4-2K8R2-X64;V4-2K8R2-X64
– WINALNDEV;WINALNDEV
– ...

b. Save the file on your workstation.
c. Click Select from a .csv file.
d. Click Browse.
e. Select your .csv file. Every agent in the file will be selected.
When at least one agent has been selected (regardless of the type of selection method), a
window appears allowing you to configure and start the restore.

Figure 56: The agent selection can be done manually or using a .csv file

4. Click at the top right of the window to view the restore configuration settings (Figure 57).
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Figure 57: Restore parameters button

• Atempo recommends to keep the Zip 64 option selected due to the large size some
files can have. Make sure the tool you use to unzip the files support long name path.

• An index indicates how many restores can be launched simultaneously. By default, it
is set to 1.

5. Click Launch Agents Restore to start the restore. You can follow the progress on the
screen.
Each restore has a panel that can be opened to obtain more information about the progress.
The browser will receive a .zip file per agent with the same name as the corresponding
agent. When the restore is finished, a window opens.

6. Use the available buttons to log out or redo a selection of agents to restore.

Scenario 4: Using Web Restore in URL Mode
1. Connect to Web restore.
2. In the central pane, browse the file system to locate and select the file(s) to restore (Figure

58).
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Figure 58: In this example, the files will be restored to the latest backed up version

3. (Optional) If you want to restore files at a certain point in the past:
• Use the time slider to choose the date at which you want to restore your files.
Or
• Use the calendar view to pick the restore time.
Once you have chosen a time in the past, Lina displays your agent file tree at that date. The
maximum time interval corresponds to the retention defined for the agent. This is to ensure
that you have a coherent view of your agent in the past.

4. ClickGenerate URL.
5. Copy the URL (s) you want to send for agent restore(s).
6. Paste the URL(s) in the e-mail
7. Send it to the recipient. The URL can be protected and four of its digits can be replaced by

"XXXX". The missing information is sent to the recipient by SMSmessage or any other way.
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CHAPTER11-Bare Metal Recovery
The Bare Metal Recovery (herein called BMR) is a Lina module used to recover a complete
Windows agent, including system, applications, and data. The BMR feature simply requires
setting a specific protection policy at backup time to ensure that all necessary files are backed up
and available should you need to perform a recovery of your machine. Note that such policy will
prevent any customization on the agent side.

Bare Metal Recovery can also be used to back up Microsoft SQL servers. The backup frequency
of a MS SQL Server depends on the Recovery Point Objective (RPO) value. Bootstrap files are
saved once an hour, regardless of the RPO value.

Architecture
The BMR architecture includes (Figure 59):
• WinPE Simplified operating system serving as an emergency start-up platform that can be

used to boot on the new workstation.
• BMR restore wizardWizard allowing you to choose the original agent and image to

restore from the Lina server.
• BMR disk layout editorGraphical interface displaying the original disk/partition

configuration, and the target disk/partition. The interface lets you change the original
configuration to adapt to the new workstation.

• Lina agent Embedded agent used to restore data from the Lina server to the new
workstation.

Figure 59: Diagram visualizing the BMR restore and backup process
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Prerequisites to the BMR Process
• The BMRmodule can be used on bootable media such as CDs, DVDs, or USB flash drives.

The bootable file delivered with the product should be kept in a convenient location and
readily available in the event of a BMR operation.

• The firmware between the machine you backed up and the machine you are restoring to
must be identical (i.e., BIOS, EFI, UEFI).

If you perform a cross-restore on different platforms (from a physical machine to a virtual
machine), you may have a restart issue. You will then need to reboot manually.

Before starting the BMR process, you must:
1. Check the Protect the system with BMR option in the Protection scheme.
2. Obtain a Cross restore token. For more information, see Cross Restore Token.

Defining Files to Ignore
You can specify file patterns to be ignored from the Lina Agent protection.

Example:

The folder D:\Movie Files contains only files with the extension .avi. These files are
excluded from the file pattern, but it is possible to add an exception and protect one of these
files. For more information on a file or folder protection, see To define protection on a file or
folder.

To exclude file patterns from protection

Important: If Bitlocker encryption is supported you must use new disks or you have to
format the existing disks before proceeding with the restore.

1. Right-click the Lina agent icon in the task bar and selectManage the settings.
2. Under File types excluded from the backup, click +.
3. By default, the BMR performs a workstation recovery that applies rules to the system (/C or

/D). To apply rules that exclude certain types of files, enter a more detailed path, for
example /*/*.extension to exclude.

4. ClickOK to confirm the creation of your exclusion. The Check column shows whether the
Lina agent validates the syntax you entered. See Check Status for details.

Workstation Recovery

Bare Metal Recovery launch
1. Boot the Atempo Lina BMR disk or the ISO image delivered with the product.
2. Select the Keyboard to use.
3. Select the Timezone to ensure a match with the Lina settings for instance analysis. The

welcome screen of the BMR module is displayed (Figure 60).
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Figure 60:Welcome screen to set up the BMR module

4. The Lina Restore Wizard displays. Enter the fully qualified name of the workstation server or
the network address in the Select Server window.

5. Enter the token. See Cross Restore Token for more details. The list only displays
workstations available for disaster recovery (Figure 61).

6. Select the workstation to restore.

Figure 61:Workstations available for disaster recovery

7. In the Available Versions interface, choose one of the following options (Figure 62):
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• Select the version to restore.
Or
• Select theGet latest version to see updated protection configuration and layout

option to restore the latest bootstrap and files. If you choose this option, you cannot
select the version manually.

Figure 62: Available versions to restore

Note: An error message displays if the saved machine’s firmware is different from the
current one. In that case, the workstation recovery is not possible.

The Disk Layout Editor is displayed (Figure 63). The disks already on the restored
workstation are marked in green.
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Figure 63: Disk Layout Editer

Recover Selection
Once you have configured the BMR, you then need to select the data (partitions or disk) you want
to restore.

To select the data to restore

1. Use the Disk Layout Editor screen to select the disk (in black) and/or the partition of the disk
(in blue) you want to restore.
The Disk Layout Editor is made of two parts:
Backed up. This area does not correspond to backed up only data. It corresponds to the
data layout. Pass your mouse over the area to display the partition detailed information:
• Partition ID
• Size
• Type
• File system
• FS Name
Resulting Partitioning. It corresponds to the area to which you copy the partition you want

to restore from the Backed up area. You can modify ( ), delete, or create ( ) a
partition manually.

2. Use the right-click menu to copy/paste the disk/partition from the Backed up area to the
Resulting partitioning area. The copied disk/partition is displayed in green (Figure 64).
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Figure 64: Disk/partition selection in the Disk Layout Editor

If the target disk cannot fit with the given volume sizes, the volumes are automatically
resized proportionally to their minimum required space.
If the target disk size is larger, the size of volumes is automatically portioned proportionally
to the actual size.

If you want to select and manage individually the partitions you want to restore, you need
first to initialize the disk and then select the volume individually.

To initialize the disk.

• Click . The Disk Editor displays.
• Select the partition type (either MBR or GPT).
• Click Apply.
• Follow the same steps as in the procedure To modify or delete a partition.

3. Click Refresh to update the Resulting partitioning view.
To modify or delete a partition.

l

Click on the right top corner of the partition. The Partition Editor displays.
l Select the Delete check box to delete the partition.
l Set the Files system size.
l The available size depends on the available disk size.
l Click Apply.

Note: You cannot restore several times the same partition.
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4. Click Apply to start the restore process. The BMR Status screen displays additional
information on the restore process (Figure 65). The restore duration depends on the amount
of data to restore.

Figure 65: BMR status overview

5. (Optional) To automatically reboot the workstation after the restore, select Reboot upon
completion of restore.

Additional Steps after Data Recovery
Once the restore process is completed, a new laptop is identified as a new agent in the Lina
server.
• If the Lina server is configured to be auto created, the new agent name is by default

agentname-00n.
• If the Lina server is not configured to be auto created, you need to rename the original

agent (e.g., agentname-old) and create the new one.
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CHAPTER12-Additional Information
This chapter provides additional information about Lina server protection, reverse proxies, and
maintenance operations. The troubleshooting section helps you to use the Advanced
Environment Reporter.

Integration Using REST API
This topic describes the REST (Representational State Transfer) API provided by Atempo that
you can use to perform some Lina operations in your production environment.

The information in this topic is intended for developers who are familiar with REST API.

Overview
Lina objects and functions are exposed through a comprehensive REST API. This API can be
used to create custom interfaces or automate operations.

REST API URLs
• Atempo Lina REST API is available on HTTP and/or HTTPS, depending on your

configuration.
• For security reasons, Atempo recommends to use REST API through the HTTPS protocol.

To access the API documentation

> Open a web browser and go to:
• https://<your_server_name>:8181/api/
Where: <your_server_name> is the network name of your server and 8181 is the port

used to access the Administration interface.

Lina Server Protection
You can also use a third party backup utility to copy the Lina server content.

Regardless of the method you choose, after a restore of your Lina server, you need to manually
remove the file db_backup_sync located in the Lina database path.

Backup and Restore of the ADE Server with Snapshots
Snapshots can help you protect the ADE server before an upgrade, major configuration changes,
or maintenance operations. Snapshots can be manually configured and triggered. They can be
reverted if needed.

Snapshots are not designed to protect against hardware failures.
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Prerequisites for snapshots installation
Windows:
• All volumes to snapshot must be stored on NTFS file systems.
• If you want to use the snapshot revert feature, do not install any ADE components on the

system disk.
• Administrators must be familiar with Windows snapshot procedures.

Linux:
• All volumes must be stored on version 2.02.95 or higher of LVM2.
• All volumes used by ADEmust be Thin Provisioned LVM volumes (thin volumes). See

Creation of a Thin Volume on Linux.
• Administrators must be familiar with Linux snapshot procedures.

Triggering Snapshots
Snapshots operations take place in the ade_admin Command Line Interface.

To launch ade_admin

1. On the machine hosting the Atempo Deduplication Engine, launch the ade_admin
command line interface:
• Windows.

Select Start > Programs > Atempo Deduplication Engine > Administration.
• Linux.

Launch the ./ade_admin command.
2. Connect with the admin profile and provide the password.

ade_admin commands. These are the ade_admin commands to use for snapshots:
• snap_create

Puts the ADE server in hot backup mode, creates a snapshot, then exits the hot
backup mode. It returns the snapshot ID and all paths to protect. If you intend to
perform a backup, then it is mandatory to back up all the provided paths.

• snap_list
Displays a list of all the snapshots created with the command snap_create.

• snap_delete <ID>
Deletes the snapshot specified with the ID.

• snap_bck_list <ID>
Lists the paths of all the ADE components necessary to back up this snapshot (home
directory, block repositories, database, logs, etc.).

The following commands are for Linux only:
• snap_mount <ID>

Mounts snapshot <ID> on path <ADE Install path> /snapshot/<ID> in read-only
mode.

• snap_unmount <ID>
Unmounts snapshot <ID>.
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ade_admin commands on aWindows system example

WIN-1NAI2760G00:23232> snap_create
SNAPID={B4C61C61-75FC-4067-8A1C-EEB89462B46F}

HOME=C:\DEV\dedup
SNAP_HOME=\\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy77\DEV\dedup
DB_CORE=C:\DEV\dedup\rds\catalog\dedup_block_dat\
SNAP_DB_
CORE=\\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy77\DEV\dedup\rds\catalog\
dedup_block_dat
DB_LOG=C:\DEV\dedup\syslog\
SNAP_DB_
LOG=\\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy77\DEV\dedup\syslog
REPOSITORY=C:\DEV\dedup\server\dedup_block\block
SNAP_
REPOSITORY=\\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy77\DEV\dedup\server
\dedup_block\block
REPOSITORY=C:\TEST\JUNCTION
SNAP_REPOSITORY=\\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy78\AAA\BBB
REPOSITORY=C:\link\rep_link
SNAP_REPOSITORY=\\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy78\target_of_
link\rep_link
REPOSITORY=C:\mount\rep_mount
SNAP_REPOSITORY=\\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy79\rep_mount
WIN-1NAI2760G00:23232> snap_list
{F407669E-6592-42BC-B82F-1EAC864B51F5}
{284B9A54-6F89-425B-8DB1-E6408DF9A223}
{B4C61C61-75FC-4067-8A1C-EEB89462B46F}
WIN-1NAI2760G00:23232> snap_delete {B4C61C61-75FC-4067-8A1C-EEB89462B46F}

ade_admin commands on a Linux system example

hyperstream:23238> snap_create
SNAPID=SNAP_a9f36767_65ec_45ca_bf80_e9502e486972_1425649105

HOME=/mnt/lv1/ADE33/snapshot/SNAP_a9f36767_65ec_45ca_bf80_e9502e486972_
1425649105_00/ADE33
DB_CORE=/mnt/lv1/ADE33/snapshot/SNAP_a9f36767_65ec_45ca_bf80_e9502e486972_
1425649105_00/ADE33/rds/catalog/dedup_block_dat
DB_LOG=/mnt/lv1/ADE33/snapshot/SNAP_a9f36767_65ec_45ca_bf80_e9502e486972_
1425649105_00/ADE33/syslog
REPOSITORY=/mnt/lv1/ADE33/snapshot/SNAP_a9f36767_65ec_45ca_bf80_
e9502e486972_1425649105_00/ADE33/server/dedup_block/block
REPOSITORY=/mnt/lv1/ADE33/snapshot/SNAP_a9f36767_65ec_45ca_bf80_
e9502e486972_1425649105_01/BLOCKS
STREAM=/mnt/lv1/ADE33/snapshot/SNAP_a9f36767_65ec_45ca_bf80_e9502e486972_
1425649105_01/STREAMS
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hyperstream:23238> snap_list
SNAP_a9f36767_65ec_45ca_bf80_e9502e486972_1425563072 Thu Mar 05 14:44:32
2015
SNAP_a9f36767_65ec_45ca_bf80_e9502e486972_1425563140 Thu Mar 05 14:45:40
2015
SNAP_a9f36767_65ec_45ca_bf80_e9502e486972_1425649105 Fri Mar 06 14:38:25
2015
hyperstream:23238> snap_umount SNAP_a9f36767_65ec_45ca_bf80_e9502e486972_
1425649105
hyperstream:23238> snap_delete SNAP_a9f36767_65ec_45ca_bf80_e9502e486972_
1425649105

Restoring Snapshots
These procedures apply to both automatic snapshot and manual snapshot restore.

Since all components (home directory, block repositories, database, logs, etc.) are linked
together, it is mandatory to restore all components together.

Two solutions are available to restore a snapshot:
• Mount or expose the snapshot and copy files from the snapshot to the current volume.
• Revert/restore the whole volume (not for system volumes).

Before a Restore Operation: in the ade_admin command line interface, run the snap_list
command to obtain the list of available snapshots.You must stop the ADE and HyperStream
Snapshot services before you start copying any file.

After a Restore Operation: ensure that you restart the ADE and the HyperStream Snapshot
services after any restore operation.

Restoring Data on a Linux Server

Prerequisites

To mount a snapshots, take into account these prerequisites:
• If the device /dev/mapper/<vg_name>/<snap_name> is missing, before the snapshot

creation you must:
– Run lvchange -ay <vg_name>/<snap_name>.

Or
– Modify /etc/lvm/lvm.conf and add the auto_set_activation_skip = 0 line to

the configuration file.
• The ADE snap_mount <ID> command gives the opportunity to mount snapshots too.

Mounting the Snapshot

Before mounting the snapshot, you can use the command lvs to get information about the
snapshots. For example:

[root@cherubin data]# lvs
LV VG Attr LSize Pool Origin Data%
lv_root vg_cherubin -wi-ao---- 6,71g

Lina 157

Additional Information



lv_swap vg_cherubin -wi-ao---- 816,00m
SNAP_ID1 vg_data Vwi-a-tz-- 90,00g thinpool lv1 2,64
SNAP_ID2 vg_data Vwi-a-tz-- 90,00g thinpool lv1 2,64
lv1 vg_data Vwi-aotz-- 90,00g thinpool 2,64
lvol0 vg_data -wi-a----- 100,00m
thinpool vg_data twi-a-tz-- 90,00g 2,66
thin2 vg_data2 twi-a-tz-- 6,00g 0,00
thinvolume vg_data2 Vwi-a-tz-- 1,00g thin2 0,00

To mount a snapshot

> Launch the command:
mount /dev/mapper/<vg_name>/<snap_name> /<mount_point>

Example:
mount /dev/mapper/vg_data/SNAP_ID /mnt/snap

Reverting the Snapshot

1. Stop the ADE service.
2. Launch:

unmount /<lv_mount_point>0

Example:
umount /data/lv1
data/lv1 is the mount point of the /dev/vg_data/lv1 logical volume that must be
reverted.

3. Launch:
lvrename /dev/<vg_name>/<lv_name> /dev/<vg_name>/<lv_bck_name>
lvrename /dev/<vg_name>/<snap_name> /dev/<vg_name>/<lv_name>

Example:
lvrename /dev/vg_data/lv1 /dev/vg_data/lv1_sav
lvrename /dev/vg_data/SNAP_ID /dev/vg_data/lv1

4. Verify that all your data is correctly restored, and remove the initial volume:
lvremove /dev/<vg_name>/<lv_bck_name>

Example:
lvremove /dev/vg_data/lv1_sav

Restoring Data on aWindows Server

Restore Methods

Check the following methods to restore your data (Table 35):
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Restore
Method When to use it? Advantages Disadvantages

Linking a
snapshot.

This can be
done via:

• GUI
• CLI

When the server
has been installed
on the system
disk.

The snapshot is linked to a
directory you can browse for
directories and files to restore
individually.

You must have enough
space to copy the files to
restore.

Reverting a
snapshot.

When you need to
restore the entire
content of the
snapshot.

This method is fast and easy.

It does not require additional
disk space for the restore.

There is no granularity,
you restore the disk as a
whole.

You cannot use this
method on system disks
and on disks containing a
page file.

Table 35: Methods to restore data

Restore Best Practice

These are the best practices to restore your data:
• You should always restore individual items using snapshot linking before attempting a

revert.
• You should always restore items from the same snapshot session to make sure that all

elements are consistent.
• Use Revert only if the entire snapshot need to be restored.
• You cannot revert if on the volume, parts of the page file or other system files are present.

Linking a VSS Snapshot to a Directory in Graphical Mode

1. Right-click a drive in Windows Explorer and select Properties.
2. The Shadow Copies tab displays the snapshots that have been taken. In the Previous

Versions tab, you can mount (open) the snapshot.
3. Select a snapshot and clickOpen to mount it.
4. Browse this directory for the required files and directories and restore them to the original

disk.

Linking a VSS Snapshot to a Directory in Command Line Mode

5. On the machine hosting the Atempo Deduplication Engine, launch the ade_admin
command line interface by selecting Start > Programs > Atempo Deduplication
Engine > Administration.

6. Run snap_list to obtain the list of available snapshots and select the snapshot you want to
restore from.
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7. Open a command prompt from the Windows Start menu and go to the HyperStream_
Snapshot directory of your HyperStream home directory.

8. Run the following command to create a directory that will contain the snapshot:
mkdir <directory_name>

Example:
mkdir c:\mounted_snapshot

9. Run the following command:
mkjunction <VSS_Snapshot_Volume> <directory_name>

Example:
mkjunction \\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy25\
c:\mounted_snapshot

10. The VSS snapshot is now linked to the specified directory. Browse this directory for the
required files and directories and restore them to the original disk.

11. When you have finished restoring your data, delete the link created between the VSS
snapshot and the directory. To do so, run this command:
rmdir <directory_name>

Example:
rmdir c:\mounted_snapshot

Reverting an entire disk from a VSS snapshot

12. Shut down any application running on the disk to restore, including the Atempo
HyperStream Server and Atempo HyperStream Snapshot services.

13. Open a command prompt from the Windows Start menu and go to the HyperStream_
Snapshot directory of your HyperStream home directory.

14. Run this command:
vssadmin revert shadow /shadow=<{snapshot ID}>

Example:
vssadmin revert shadow /shadow={b19d5395-a7f9-494e-9670-54699bc9e556}

15. The disk has been reverted to the state when the VSS snapshot was taken.
16. You may add the /forcedismount parameter at the end of the command to force the

unlocking of all data located on the disk.
17. Repeat this operation for all the other disks containing HyperStream data to restore. Every

disk must be reverted individually.

Backup and Restore of the Server with a third party tool

Backing up the server

To secure the Deduplication Engine database with a third party tool

1. Open the ade_admin command line interface on your server.
2. Set the database into hot backup mode with this command:
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ade:23232> begin
3. Get the list of all the paths to back up with this command:

ade:23232> bck_list
The command returns a list in the form:

HOME=/hss/hssC
DB_CORE=/hss/hssC/rds/catalog/dedup_block_dat/
DB_LOG=/hss/hssC/syslog/
REPOSITORY=/hss/REPS
REPOSITORY=/hss/hssC/space tmp/1
REPOSITORY=/sk_tmp/2
STREAM=/hss/hssC/server/dedup/stream
ALN=

4. Perform a full backup with your third party tool of the directories:
HOME, DB_CORE and DB_LOG.

5. Do not back up any Repository, Stream or ALN subdirectory that might be located in the
HOME, DB_CORE or DB_LOG directories at this point. This is to prevent this phase of the
backup to last more than an hour as there is a non-removable hour long timeout on the
current operation.
For instance, in the example in Step 3, exclude from the HOME directory backup the
/hss/hssC/space tmp/1 subdirectory corresponding to a Repository and the
/hss/hssC/server/dedup/stream subdirectory corresponding to a Stream.

6. When this first backup phase is complete, set the database out of hot backup mode with this
command:

ade:23232> db_backup_end
7. Perform an incremental backup with your third party tool of all the Repository, Stream and

ALN directories present in the backup list.
8. Complete the backup with this command:

ade:23232> end

To secure the Deduplication Engine database with an OS based Snapshot

1. Open the ade_admin command line interface on your server.
2. Set the database into hot backup mode with this command:

ade:23232> begin
3. Get the list of all the paths to back up with this command:

ade:23232> bck_list
The command returns a list in the form:

HOME=/hss/hssC
DB_CORE=/hss/hssC/rds/catalog/dedup_block_dat/
DB_LOG=/hss/hssC/syslog/
REPOSITORY=/hss/REPS
REPOSITORY=/hss/hssC/space tmp/1
REPOSITORY=/sk_tmp/2
STREAM=/hss/hssC/server/dedup/stream
ALN=

4. Perform a snapshot of all the directories present in the backup list.
5. Set the database out of hot backup mode with this command:
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ade:23232> end
6. Store or back up the snapshot.

Restoring the server

To restore the Deduplication Engine database backed up with a third party tool

1. Stop the ADE service.
2. Restore the database with the third party tool.
3. Create a file named: .tina_restored at the root of the Deduplication Engine installation

directory. This file needs not contain anything. It is automatically removed by ADE once the
restore process is complete.

4. Restart the ADE service.

Configuring a Reverse Proxy
This scenario provides an example of how to configure Lina with a reverse Proxy to secure the
access to your Lina server.

Uses of reverse proxies with Lina
Reverse Proxies are a type of intermediary servers retrieving resources from corporate network
located servers to clients outside this corporate network. Like most corporate servers, Lina server
usually stands behind a firewall for security reasons, preventing access from the Internet.

Yet, remote users need to access Lina backup and restore services. Using a Reverse Proxy
gives you the opportunity to remotely and transparently access Lina services over the Internet.

Architecture
This diagram (Figure 66) shows the architecture:
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Figure 66: Lina configuration with a reverse proxy

Requirements
The reverse proxy must fully support version 1.1 of HTTP especially for the chunk transfer
coding.

URL rewrite

Principle
To achieve remote and transparent access to Lina services over the Internet, mapping the Lina
server into the Reverse Proxy URL-space is essential.

A client request to the Reverse Proxy server has to be internally converted into a proxy request to
the Lina server. The Reverse Proxy must also redirect the Lina server response to the client.

Relative URLs
There are four different Lina relative URLs to redirect.

Standard Backup and Restore Service

/ALN. Standard backup and restore service. Using this service is necessary to be constantly
protected when working remotely. It is important to set Data Flow Control when using this service,
as numerous remote computers simultaneously sending large amounts of data can jam your
Internet connection.

It is highly recommended for security reasons that agents connecting from the Internet use an
encrypted connection.
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Webrestore Service

• /ALNWEB. Access to the Web restore HTTP API.
• /ALNRESTORE. Single file and Zipped files download URL.
• /webrestore. Enables to remotely connect to the Web restore.

The proxy https://proxy.public.com:8181/ALN/whatfollows has to be converted into
http://alnserver.internal.local:8181/ALN/whatfollows.

If no information follows the port number, everything is converted.

proxy.public.com is the public address of the IIS server used as reverse proxy,
alnserver.internal.local is the Lina server behind the firewall.

The proxy conversion is easy to perform with URL Rewrite and IIS, but you also need Application
Request Routing (ARR) installed. If you do not have URL Rewrite and ARR installed, you can use
the Web Platform Installer.

To configure the proxy (Agents in Version 5)

If you want to connect a mix of Agents in both versions 4 and 5, you must create two sites with
specific URL Rewrite rule.
1. Install the Lina certificate (under pfx format) available on Atempo Client Portal

(https://support.atempo.com). For more details on the certificate installation steps, a video
is available on Atempo Client Portal (https://support.atempo.com).

2. Create a new site (e.g., aln) with these parameters (Figure 67):

Figure 67: Interface to add a new website

Note: To create the site, you need to have URL Rewrite installed. UseWeb Platform
Installer to retrieve and install URL Rewrite and ARR on your IIS system.

3. Add a URL Rewrite rule and configure it with these parameters (Figure 68):
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Figure 68: URL Rewrite rule

The Rewrite URL is the location where you want to convert to hence esc-hss (in the screen
shot, it corresponds to your Lina server).

To configure the proxy (Agents in Version 4)

If you want to connect a mix of Agents in both versions 4 and 5, you must create two sites with
specific URL Rewrite rule.
1. Install the Lina certificate (under pfx format) available on Atempo Client Portal

(https://support.atempo.com). For more details on the certificate installation steps, a video
is available on Atempo Client Portal (https://support.atempo.com).

2. Create a new site (e.g., aln) with these parameters (Figure 69):

Figure 69: Edit Site Binding parameters
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Note: To create the site, you need to have URL Rewrite installed. UseWeb Platform
Installer to retrieve and install URL Rewrite and ARR on your IIS system.

3. Add a URL Rewrite rule and configure it with these parameters:

Figure 70: Rewrite URL parameters

The Rewrite URL is the location where you want to convert to hence esc-hss (in the screen
shot, it corresponds to your Lina server).

Data Flow Control

Use of Data Flow Control with Lina
A corporate Internet connection throughput is limited, and a large number of remote users
simultaneously sending backup data might slow your connection down. To avoid this, you can set
up a Data Flow Control on your proxy server in order to restrict the amount of incoming and
outgoing Lina data.

Implementation
The IIS server Limits menu can be used to control the traffic. You can use any Internet traffic
control tool available for Windows. Please refer to the vendor’s documentation for further details
on how to set up a data flow control.

Linux administrators can use the “tc” command to control the data flow. Please refer to the “tc”
command manual page for further details.
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Dynamic Server Access in a reverse Proxy Configuration

About Dynamic Server Access
Depending on both the corporate network infrastructure and the Lina server location, a mobile
user agent might be forced to use different server access strings to access the Lina server.

Based on the network’s gateway name, the Dynamic Server Access feature automatically
detects which network the agent is connected to, and makes the Lina agent able to connect using
the correct server access string.

Using Dynamic Server Access
Under the HNDB folder of your agent, create a file named serverdynamicpaths.def, and edit it.

You can both use the special character * and add as many lines as needed. The * wildcard can
fully replace a name or an address, or only a part of it. The first line that matches the current
gateway is used, and then any subsequent lines are ignored.

Reverse Proxy Users
Administrators can set up a reverse proxy to access Lina services over the Internet. Yet, Lina
agents require the reverse proxy public name or address to be able to connect, and this name is
different from the corporate network’s Lina server name. In this case, you must enter only two
lines:
• The first one specifies the corporate network gateway name or address and the Lina server

name or address on the corporate network.

The syntax is:

<corporate_gateway_name_or_adress>=<private_aln_server_name_or_adress>

For instance:

gateway=alnserver
Or

192.168.1.254=192.168.1.42
• The second line uses the * wildcard. This wildcard replaces any gateway name or address,

so as to set the reverse proxy public name or address as the current server name.

The syntax is:

*=<reverse_proxy_public_name_or_adress>

For instance:

*=myreverseproxy
Or

*=128.30.52.37

Example. This is a configuration example of a client connecting to the Lina server through a
reverse proxy when the gateway is different from its corporate gateway:
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gateway=alnserver
*=myreverseproxy

Maintenance Operations
This section details the most common maintenance operations that you may have to perform
while using Lina.

Identifying the Root of the Issue
The product reliability depends on its database and block repository consistency. To ensure that
you run a consistent system, Atempo provides a set of tools to check, repair, and clean up your
data.

If a Lina restore process fails and reports missing or corrupted blocks, it is possible that your
system suffers from hardware issues or file system corruption. A hard drive failure of the disk
where the block files are stored, or a file system corruption may lead to missing or corrupted
blocks.

As a consequence, ensure that your system is completely healthy and that the server has
enough free space prior to going through the maintenance steps described in this topic. The
necessary amount of free space must be at least equal to the size of your database.

Maintenance Tools
This topic describes the available repair tools used in the procedure to check, repair, and clean
up your data in case of missing or corrupted blocks.

Repair Tool
The repair tool performs these operations:
• A complete in-depth check of each block validity, and a reset of the counters keeping track

of the number of occurrences of each block.
• Each Lina client database is then checked and for every listed block of every known file, the

related counter is incremented, even if the block does not exist.
• When a file has at least one missing block, this file is labeled as erroneous.
• When a database has at least one erroneous file, this database is reported for a reload.

This operation does not hide erroneous files, which are still displayed for browsing and
restore purpose.

• When the repair operation is over, every reference counter is correct. Status of missing
blocks are now known by ADE.

• If an erroneous file is still under protection on an active agent, the file is entirely sent to the
server again, giving an opportunity to retrieve the missing block. The last version of the file
is fixed, and there is a very high probability to fix many, if not all, previous file versions.

To run the repair tool

> Launch this command in the bin directory of the installation directory:

ade_server --repair <path>
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Where <path> is the location where your database will be copied to before the modifications
take place.

Repair Tool in the Upgrade Procedure
You must run the repair tool prior to upgrading from a version earlier than 1.2.9.

The procedure is described in Upgrading the Lina Server

Counter Tool
The counter tool resets the reference counters only, scans all objects, rebuilds the reference
counters, and finally tags files with missing blocks.

To run the counter tool

> Launch this command in the bin directory of the installation directory:
ade_server --repair COUNTER

Recheck Tool
The recheck tool browses only through error tagged items, and checks their error status.

To run the recheck tool

> Launch this command in the bin directory of the installation directory:
ade_server --repair RECHECK

Cleanup Tool
The cleanup tool removes all inconsistent data from your database and repositories. It browses
only through error labeled items, checks their error status, and if the error status is correct, it then
deletes the item.

To run the cleanup tool

> Launch this command in the bin directory of the installation directory:
ade_server --repair CLEANUP

Fixing Missing or Corrupted Blocks
To fix missing or corrupted blocks, you must apply the repair procedure.

The replication operation does not replicate missing or corrupted blocks: the replication of the
agent stops when encountering such blocks, and it generates this log: “Error reading block”.
Apply the repair and cleanup procedure to fix the block issue.
1. Ensure that your system does not encounter any hardware or system issue.
2. Stop the ADE service.
3. Run the repair tool by launching this command in the bin directory of the installation

directory:
ade_server --repair <path>
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Where path is the location where your database will be copied to before the modifications
take place.
This will check the block files consistency, and browse through client database or streams
to identify which files refer to missing or corrupted blocks.
A file referring to one or more missing or corrupted blocks, is referred as erroneous.

4. If an erroneous file is still under protection on an active agent, the file is entirely sent to the
server again, giving an opportunity to retrieve the missing block. The last version of the file
is fixed, and there is a very high probability to fix many, if not all, previous file versions.When
the repair process ends, just start the ADE service.
On an optional basis, you can periodically check out if erroneous files get fixed by running
the recheck operation.

5. Launch this command in the bin directory of the installation directory when you want to
know the number of remaining files to fix:
ade_server --repair RECHECK
If no more missing block could possibly be retrieved, you can clean up the system by
running the cleanup process. This may also permit to free additional space, in case the
blocks presenting problems are stored along with expired data.

6. Launch this command in the bin directory of the installation directory:
ade_server --repair CLEANUP

Importing and Exporting Blocks from an ADE Server to
Another
The import and export procedure gives the opportunity to copy blocks from a server to another.
This can be useful in a replication context, or when performing an initial seeding.

The following procedure describes how to perform an incremental blocks export and import:
1. Stop the ADE service on both source and target servers.
2. Run this command on the source server to generate a file called abr_dump.txt located in

<path>:
ade_server -Z 13 --dump <path>

3. Run this command on the target server to generate a file called abr_dump.txt located in
<path>:
ade_server -Z 13 --dump <path>

4. Restart the ADE service on both source and target servers.
5. Copy abr_dump.txt from target to source server.
6. Rename the file to abr_dest.txt, and move it to <path2> (<path2> can be identical to

<path1>).
7. On the source server, run the command:

ade_admin -N --cmd "digest_diff <path1>/abr_dump.txt <path2>/abr_
dest.txt <diff_file>".

The missing digests are stored in <diff_file>.
8. This step is optional and can be run on a Linux system only. It can increase performance of

the next step of the procedure. If you use Windows servers, but still have access to a Linux
system, you can copy the file to the Linux system, and run the command. The result file can
be copied back to your Windows server for the next step. Run the command:
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sort -k 4,4 -k 5,5 --numeric-sort /tmp/<diff_file> > /tmp/<result_file>
9. Then to create the export file, run the command:

ade_admin -p <password> --cmd "export_block_by_list <result_file>
<export_folder> <max_file_size>"

Example: ade_admin -p admin --cmd "export_block_by_list diff.txt
d:\export 64G"

10. Move this folder (and all the files included) to the target server. Exported file names look
like: “exported_block_0000.exp".

11. On the target server, set the tunable compact.delay to 1000 days. The tunable avoids
block files replicated from other sources to be compacted if not older than compact.delay
days.

12. Connect to ade_admin on the local ADE server.
13. On target, run the command:

ade_admin -p <password> --cmd "import_block <exported_file>"

Do this for every file to import. If everything goes right, this file is removed at the end of the
import (avoiding such mistake as removing the wrong files).

Example: ade_admin -p admin --cmd "import_block u:\exported_block_
0017.exp"

14. Remove dump and delta files.
15. Check the replication lag value.
16. When the replication lag decreases and stabilizes between 0 and 7 days, set the tunable

compact.delay to 7 days.

Creation of a Thin Volume on Linux
This sample shows how to create a thin volume:
1. First, create the partition and the volume group:

pvcreate /dev/sdd3

vgcreate vg1 /dev/sdd3
2. Create a thin pool of 1TB:

lvcreate -L 1T -T vg1/thinpool
3. Create a thin volume named lv1. It is a virtual volume. You can store blocks in this volume

for example:

lvcreate -V 1T -T vg1/thinpool -n lv1
4. Create a snapshot named "snap1" (use snap_create in ade_admin):

lvcreate -s -n snap1 vg1/lv1

lvdisplay -C --noheadings -o vg_name,lv_name,lv_attr
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vg1 lv1 Vwi-a-tz

vg1 thinpool twi-a-tz

The bold "V" shows that you have successfully created a Thin Provisioned logical volume.
You must put all your data on this kind of volume.

Troubleshooting
These topics present the Advanced Environment Reporter, an essential tool for use when you
cannot resolve your problem and must call Atempo Support for help.

Advanced Environment Reporter
The Advanced Environment Reporter enables you to collect technical information on your
backup or archiving architecture.

About Advanced Environment Reporter
The Advanced Environment Reporter enables you to collect technical information on your
backup or archiving architecture.

This comprehensive debug and troubleshooting tool gathers all technical data about your
operating system and Atempo software configuration into one file that you can send to Atempo
Customer Support through email or FTP.

Best Practice

To improve the processing time of your calls, you must generate and send an environment report
whenever you log an incident. The report is formatted in such a way that it can be rapidly
machine-read and imported into a database by Atempo Customer Support.

Confidentiality

The advanced_env_report does not extract any information of a confidential nature and
Atempo will not disclose any information collected by advanced_env_report to any other party.

Downloading and Installing Advanced Environment Reporter
Advanced Environment Reporter is installed with Lina Server and/or Lina Agent in the
appropriate directory (Table 36).
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Software Directory

Atempo-Lina
Agent

Windows C:\Program Files\Atempo\Atempo Live
Navigator\bin

Unix /opt/Atempo/HN/bin

macOS /Library/Application Support/HN/base/bin

Table 36: AER directories per OS

If for any reason you cannot locate the program in these paths, you can download the most
recent version from the Atempo ISP server. You will find this in the Fixes area of your product in
the Atempo Support Portal.

Using Environment Reporter with macOS and Unix

Launching Environment Reporter on macOS or Unix

Before launching this procedure, be aware that information gathering can be a lengthy process.
At any time during this process, you can use the key combination CTRL+C to cancel the report.

Navigate to the directory where Environment Reporter is installed and run Environment Reporter
from a shell on the server.

# ./advanced_env_report.sh

If needed, enter the root user password.

Configuring the Report

Under macOS and Unix, advanced_env_report does not have a graphic interface. When you
launch the shell, all Atempo software environments present on your system are detected and
presented as numbered options. These are all the Atempo software environments that the shell
can detect (Table 37):

Software Example of Launch Command

Atempo-Lina
Agent

[root@tonga Linux-X64]# /opt/Atempo/HN/bin/advanced_env_
report.sh

Advanced Environment Report Script 2.57

1) ALN (ALNLinuxAgent) ()

2) HyperStream.alnjuju (HSS) (2.1 SP3 P4626)

3) tina (tina) (4.2 SP7 P4659)

your choice:1

Table 37: Numbered options of Atempo software environments
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When you have selected the software environment on which to run the report, a list of options
(preset to their defaults) opens. These options are described in full under Description of Options
(Table 38)

Software Example of Program List

Atempo-Lina Agent ----------------------------------

Environment ALN (ALNLinuxAgent) selected

----------------------------------

1) Generate config only: No

2) Generate a compressed file: Yes ( using gzip )

3) Split the resulting file after 1900KB: No

0) Run Report !

your choice (0)

Table 38: Option descriptions

Selecting any option toggles between the default and the alternative (e.g., selecting option 1 sets
it to Yes, whereas selecting option 2 sets it to No).

If you want to exit the Environment Reporter without running it, press CTRL+C on the command
line.

Description of Options

Option 1: Generate Configuration Only

If you specify option 1 at the prompt:
your choice (0)1

only files related to the system configuration are collected. No information on your Atempo
software is collected. The default is No.

Option 2: Generate a Compressed File

This option, set by default to Yes, causes the Environment Report to be compressed into a gzip
file on generation. This action reduces the report size significantly and makes it easier to send or
upload.

Option 3: Split the Resulting File

If your file is so large that you must send it in several parts, specify this option to split the
Environment Report into segments of 1,900 KB. The default is No.
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Generating the Report under macOS and Unix

To generate the Report in command mode

1. After configuring advanced_env_report, start generation by entering option 0 at the choice
prompt:
your choice (0)0
As the report is generated, the list of files being collected and copied scrolls to the screen.
This process can take some time. Finally, you will see a message similar to this one:

Please send the following files to the email address

"support@atempo.com" :

/Applications/Atempo/TimeNavigator/Adm/AER_

aria.local.tar.gz

(size : 216 KB)

(Do not forget to specify your Call Number)

2. Send the report files to support@atempo.com (even if the programmentions
support@atempo.com). You can also upload these files by FTP when you open an inquiry.
See Uploading the Advanced Environment Report to the Support FTP Server for details.

Using Environment Reporter with Windows

Launching and Configuring Environment Reporter

Before launching this procedure, be aware that information gathering can be a lengthy process.
1. On the server of your product, select:

• Start > All Programs > Atempo Deduplication Engine > Atempo Environment
Reporter.

Or
• Double-click the advanced_env_report.exe file to run Environment Reporter.

2. If your system has UAC enabled, you will be prompted for confirmation to run in
administration mode.

3. Select your environment, and set your configuration options as explained in Description of
the Environment Reporter Interface.

4. When you have set up the report as desired, clickGenerate Report in the lower middle of
the window.

5. Notice the path in the Read Only field at the bottom of the interface. This is the path where
you can find the reports once they have been generated.

Description of the Environment Reporter Interface

The Environment Reporter interface opens. This image illustrates the Environment Reporter
interface (Figure 71):
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Figure 71: Environment Reporter interface

A pane with a selectable list in the upper left part of the window displays the names of all Atempo
software environments detected on the system.

The second pane, in the middle of the interface, is empty and not applicable to your product. It
can be ignored.

Three read-only text fields in the upper right corner display information on the selected service
(Table 39).

Text Field Value

Status
Service

This can be Running, Stopped, or Does not exist.

Host Name The name of the machine hosting the server of the selected software
environment.

Version The version and patch of the selected software environment.

Table 39: Read-only text fields

Note: When used with Lina server or Lina agent, the Status Service field is not used and
shows NA(Not Applicable).

Generate Configuration Only

If you select this option check box, only files related to the system configuration are collected. No
information on your software is collected.
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Options Button

ClickOptions to open a window that offers various choices on Report Packaging and Secure
Report service:
• Generate a zip file Select this option to compress the Environment Report into a zip file

upon generation. Since the compression reduces the file size significantly, this option is
selected by default.

• Remove IP Addresses Select this option to remove your network IP addresses from the
report.

Generate Report Button

When you have finished setting up all your configuration details, clicking this button permits you
to run the report.

Generating the Report under Windows

The report generation can take some time. As it runs, different messages might warn you that
some commands have exceeded their timeout, and provide you the option to abort the current
command. Wait a few minutes before clicking.

When report generation is finished, a message box displays a list of the names and paths of the
generated files and instructions for various methods of sending them to Atempo. See Uploading
the Advanced Environment Report to the Support FTP Server for details on sending the report by
FTP.

When you clickOK, you are returned to the previous window, on which the Cancel button is now
replaced by the Close the window and Split Result buttons.

Split Result. Select this option to split the Environment Report into segments of desired size.
The smaller file sizes speed the transmittal of the report to Atempo, so this option has a default of
2 MB.

Uploading the Advanced Environment Report to the Support FTP Server

An Advanced Environment Report (AER) can be sent to the Atempo Support team. This file
contains information used to identify the cause of a reported issue, such as log or configuration
files. To upload the file:
1. Rename the AER file and add the incident number assigned to you.
2. Use an anonymous connection to upload the file. You can use any third-party FTP client

that supports passive mode (e.g., FileZilla).
3. Notify the Atempo Support team of the file upload.

Note: For security reasons, the content of the FTP folder /pub/share cannot be listed.
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Uploading an AER File on Windows

Windows File Explorer

1. Specify the incident number at the beginning of the AER file name (e.g., 000654789_AER_
servername-product_2021Oct10_10h10m10.zip).

2. OpenWindows File Explorer.
3. In the path field, enter ftp://ftp.atempo.com/pub/share and press Enter.
4. Drag and drop the file in the window. If a file with the same name already exists on the FTP

server, an error occurs.
5. Notify the Atempo Support team of the file upload.

Windows Command Line

6. Specify the incident number at the beginning of the AER file name (e.g., 000654789_AER_
servername-product_2021Oct10_10h10m10.zip).

7. Open a DOS command prompt and go to the directory that contains the AER file.
8. Enter ftp ftp.atempo.com to open a FTP connection.
9. Enter anonymous as user name.
10. Enter your complete email address as password.
11. Enter cd /pub/share to change directory.
12. Enter bin to set the transfer mode as binary.
13. Enter mput your_AER_file.zip to upload the AER file.
14. Enter quit to close the connection.
15. Notify the Atempo Support team of the file upload.

Uploading an AER File on Linux

1. Specify the incident number at the beginning of the AER file name (e.g., 000654789_AER_
servername-product_2021Oct10_10h10m10.zip).

2. Open a terminal.
3. Enter the directory name that contains the AER file.
4. Run the following commands:

open ftp.atempo.com
user anonymous support
cd /pub/share
bin
put your_AER_file.zip
quit
EOF

Where: your_AER_file is the name of the AER file.
5. Press Enter. The file upload may take some time.
6. Notify the Atempo Support team of the file upload.
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Health Check Messages
Within the server view, the health check verifies a series of parameters on your server and,
possibly provides recommendations to optimize your server. We describe available messages,
sorted by severity.

Health Check Error Messages
The following error messages can be displayed in the health check (Table 40):

Name Description

There are too many
ALN agents: X
(exceeding the limit of
Y).

The maximum number of Lina agents has been reached. Remove
unused agents, or add a Lina server.

Bypass of ALN startup
consistency is active

The HN_SERVER_INITCHECK_ISFATAL=false tunable is used in
the parameters file. Service starts even if some agent databases
are corrupted.

Not enough disk space
for Lina

At least 10 GB of disk space must be permanently available on the
volume where the Lina data is stored. This volume is running out of
disk space. Contact your customer support if you can not add more
free space.

Required configuration
level is C[0-4].
Database must be
stored on an SSD.

To find out the list of supported configurations, see Prerequisites to
Lina Server Installation. Some configurations require SSD devices.

This configuration level
is not supported.

This configuration is no more supported because it does not fit the
requirements enumerated in Configuration Types. Contact your
customer support for further assistance.

Repositories are full. No more block can be added. You must add new repositories to
backup additional data. Contact your customer support if you
cannot add more free space.

Estimate: Repositories
will be full in X days.

Add free space to avoid the Repositories are full issue.

Repository <path> is
located on a remote
volume.

Atempo recommends using an ext4 filesystem on Linux servers
and NTFS onWindows servers.

Table 40: Description of error health messages
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Name Description

Repository <path> is
not on a journaling
filesystem.

Atempo recommends using an ext4 filesystem on Linux servers
and NTFS onWindows servers.

Repository <path> has
no preallocation
feature.

The ext4 filesystem can pre-allocate on-disk space for a file. If you
are using an ext4 file system, check that partition has the Extents
extension enabled.

The database is stored
in a remote location.

To ensure optimum reliability and performance, the database must
be stored on a local disk. Atempo recommends using an SSD
device.

Index page size is too
big. Perform a shrink
operation to avoid
excessive RAM usage.

Index page size has changed following a server upgrade from 2.x
to 3.x. It is recommended to perform a shrink operation, as
described in Index Page Size too Large.

Repair was not totally
finished: reference
counters are fuzzy.

A repair operation was running and has been aborted. Reference
counters are not reliable. Run the counter tool to rebuild reference
counters as described in Counter Tool. The compact service is
stopped until the operation is complete.

HSS product is not
enabled on destination
so HSS replication is
denied.

Enable HSS to allow source replication server to send data.

The hss.min_space_left
tunable is below the
minimum requirement
of X.

To prevent a full repository, this tunable should not be set to less
than 64GB. This amount of free space is enough to run a compact
task.

DB disk is almost full The ADE Database disk is almost full. Add free space or move
database to another SSD with more space.

There are X missing
blocks in block files

Run the ade_server --repair counter command to fix this
issue. See Counter Tool for details.

X records cannot be
removed (inconsistent
reference counter)

Run the ade_server --repair command to fix this issue. See
Repair Tool for details.

New important release
available

Download and install the new release.

Table 40: Description of error health messages
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Health Check Warning Messages
The following warning messages can be displayed in the health check (Table 41):

Name Description

ADE Server running on a Virtualized
server.

On virtual platforms, performance cannot be
exactly determined, since resources are shared
with others virtual machines. For maximum
performance, use a dedicated physical server.

Hot backup mode has been running
for X minutes (ALN agents are
waiting).

The hot backup is in progress.

Note that during the hot backup of a Lina
configuration, Lina agents backup is unavailable.

ADE Server is not backed up nor
snapshotted.

Snapshots and backups are important to recover
your server in case of trouble. This warning is not
displayed on mirrored configurations.

ADE Server has been backed up X
days ago.

You should verify why the last server backup took
place so long ago.

Database and block repositories
should be stored on separate volumes
for optimal performance.

Since database should be stored on SSD, having
both the database and the repositories on the
same volume is probably a configuration error.

Using self-signed SSL certificate. ADE generates and self-signs a SSL certificate.
For improved security, you should replace it by our
own certificate.

Replication source <host:port> is on
the same host as the server. Be
carefull with this configuration:
hardware failure could damage both
ADE Servers

Replication mainly aims at protecting data using
redundancy on another location. Thus having both
mirrors on the same host, or storing data on the
same disk array is not recommended.

Replication destination <host:port> is
on the same host as the server. Be
carefull with this configuration:
hardware failure could damage both
ADE Servers.

Replication mainly aims at protecting data using
redundancy on another location. Thus having both
mirrors on the same host, or storing data on the
same disks array is not recommended.

Table 41: Description of health warning messages
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Name Description

Default block size is 32KB following an
upgrade from Version 2.2.

By default, the block size was 32KB in versions 1.x
and 2.x. Following version 3.x, the block size is
now 256KB. Using 32KB blocks has a slightly
better deduplication ratio, but it can be significantly
slower.

Changing the default block size can have a big
impact on the storage. Contact support before
changing this size.

SSD does not support the TRIM
command.

TRIM is essential to guarantee constant SSD
performance and reliability over the years. This
message indicates that your device does not
support the feature.

Database commits are too long
(average is X seconds). Please move
Core database to SSD.

The seek time of a SSD device is much faster than
the seek time of an usual hard drive. It is
mandatory to move the database to an SSD
device, since database usage is mostly random
access pattern.

Evaluation license (X days remaining)

or

License expire in X days

or

Expired license.

Please contact your reseller to get a new license
file.

Fail to determine license info. Check that the license server is running.

CPU power scheme is set to <mode>
instead of "Performance" mode.

On heavy load, a CPU set to performancemode
performs more DB operations per second.

Snapshot not supported (LVM not
installed)

or

Snapshot not supported (old LVM
version).

Please install LVM2 with version 2.02.95 or more.

Snapshot not supported (some path
cannot be protected).

All paths must be located on a volume that can be
snapshotted.

Snapshot not supported. Check your filesystem and configuration.

Table 41: Description of health warning messages
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Name Description

Some repositories share same volume
(performance issue).

Block files should be stored on different volumes
to increase performance. Having several
repositories pointing to the same volume is
probably a configuration error.

Check SSD configuration. System
considers it as a Disk, not an SSD

The system is not correctly configured or the disk
controller firmware is not aware of SSD or does
not fully support SSD.

Unable to check if an update is
available

ADE fails to contact the server to check for update.
Check the firewall or disable the notification about
new releases from the Lina Administration
Console

New release available (only available
for version X and above)

A new release is available but ADE must be
upgraded to version X before upgrading to the last
version.

New optional release available A new release is available. Download it and install
it.

Table 41: Description of health warning messages

Health Check Information Messages
The following information messages can be displayed in the health check (Table 42):

Name Description

Required
configuration level is
C[0-4].

To find out the list of supported configurations, see Prerequisites to
Lina Server Installation. Some configurations require SSD devices.

Database size: X GB.
RAM installed: Y GB.

The amount of RAMmust be enough to cache a significant part of the
database. Database size can be smaller if using a bigger block size
(256KB by default).

You have X of free
space in the
repositories.

Information on the current available free space.

Hot backup mode
running for the past
X minutes.

Information on hot backup progress.

Table 42: Description of health check information messages
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Name Description

Enabled product(s):
<product list>.

Information on the list of enabled products.

Table 42: Description of health check information messages

Redirecting Verification Messages
You can monitor verification messages without using the Administration Console, and redirect
them to a text file.

To redirect messages to a text file on a Windows system

1. Open a Command Prompt from the Startmenu.
2. Go to the bin folder of the ADE installation directory.
3. To write the current messages to a file, run the command:

ade_admin.exe -u <user> -p <password> -A req > <file>

Example: ade_admin.exe -u admin -p admin -A req > C:\messages.txt

To redirect messages to a text file on a Linux system

1. Open a Terminal.
2. Browse to the bin folder of the ADE installation directory.
3. To write the current messages to the /home/user/mess.txt file, run the command:

ade_admin -u <user> -p <password> -A req > <file>

Example: ade_admin -u admin -p admin -A req > /home/user/mess.txt

Command Mode
This topic describes the Environment Command Prompt that you can use to execute commands
online.

You can obtain documentation on the options of:

l ade_server using ade_server-h
l ade_admin using ade_admin-h

These are available options (Table 43):

Option Description

-P or --port Displays the TCP port number (23232 by default).

Table 43: List of command mode options
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Option Description

-W or --
http_port

Embedded HTTPD port number (8181 by default).

-c or --
create

Creates the database (overwriting existing one if any) using default
parameters.

-e or --
reset

Creates the database (overwriting existing one) using current parameters.

-3 or --
repair

Creates the database (Disaster Recovery procedure) using configuration
files from the given path.

-f or --
force

Enables to overwrite/reset the current database.

-r or --
repository_
path

Sets repository path. Applies to new files only, does not move existing files
(see --mv_blockfile option).

-S or --
stream_path

Sets stream path and moves all existing streams file to this destination.

-b or --
base_path

Sets Core Database (index) location (SSD recommended).

-L or --log_
path

Sets Core Database logs location (SSD recommended).

-M or --mv_
blockfiles_
dest

Moves block files destination (move all files if no source is given).

-B or --mv_
blockfiles

Moves a block file.

-x or --
update_
repository

Updates the database with all possible locations where block files can be
found. Mandatory after manually moving block files (-B, --mv-blockfile).
Not required if all files were moved at once (-M, --mv_blockfiles_dest)

Example: -x "path1;path2;path3".

-X or --
shrink

Shrinks the database. Needs a path to store the database.

-v or --
version

Shows the version.

Table 43: List of command mode options
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Option Description

-V or --all_
version

Shows all component versions.

Table 43: List of command mode options
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Option Description

aln_rebind Command used to copy your data to your new medium.

The syntax is: aln_rebind <old clientuid> <new clientuid> where
clientuid corresponds to the client ID in the HNserverclients.xml file:
<Client>
<ID>182</ID>
<Version>1515063606309</Version>
<Name>FRLIO81JEANDUPONT-001</Name>
<MD5>120FC6A15D1368B80AE11EE6208A0AED</MD5>
<ClientID>383af9c49jf889a8f62e521453d03a3d</ClientID>
<PasswordMD5 />
<CatalogID></CatalogID>
<DataProfileID>135</DataProfileID>
<ServiceProfileID>120</ServiceProfileID>
<Deletion>0</Deletion>
<SourceID>@</SourceID>
<PathEncoding>2</PathEncoding>
<SystemCateg>266</SystemCateg>
<Email>jean.dupont@atempo.com</Email>
<AttachementArray>
<Attachement>
<HierarchyID>1</HierarchyID>
<GroupID>1</GroupID>
</Attachement>
<Attachement>
<HierarchyID>129</HierarchyID>
<GroupID>129</GroupID>
</Attachement>
<Attachement>
<HierarchyID>130</HierarchyID>
<GroupID>1</GroupID>
</Attachement>
</AttachementArray>
</Client>

The HNserverclients.xml file is located in the HSX/metabase/admindb
directory (launch the bck_list command from ADE admin to locate the HSX
directory).

Important: The rebind function must only be used with the Bare Metal
Recovery (BMR) because using the BMR, the volume serial number is
not modified.
Make sure you use the Rebind function in the right direction because
this action is very sensitive and will replace your data. Make sure you
are not replacing existing data by empty one.

Table 43: List of command mode options
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Network Ports
Lina uses different ports to connect to hardware, virtual devices, and networks. This topic
summarizes network ports and their connection directions.

HVDS Repository to use Atempo Deduplication Engine
Tina Agent connection toward Atempo Deduplication EngineServer in http: for HVDS Repository:
• 8181/TCP

Incoming on Atempo Deduplication Engine Server, outgoing on Tina Agent
Configurable during Atempo Deduplication Engine installation, as well as in ADE Graphic
User Interface and Command Line Interface. For Tina, in HVDS repository file through GUI.

Tina Agent connection to Atempo Deduplication Engine Server in https: for HVDS Repository:
• 8181/TCP

Incoming on Atempo Deduplication Engine Server, outgoing on Tina Agent
Configurable during Atempo Deduplication Engine installation, as well as in Atempo
Deduplication Engine Graphic User Interface and Command Line Interface. For Tina, in
HVDS repository file through GUI.
Future port for Atempo Deduplication Engine

Tina Agent connection to Atempo Deduplication Engine Server: from Atempo Deduplication
Engine version 4.1, to replace SOAP:
• 9081/TCP

Incoming on Atempo Deduplication Engine Server, outgoing on Tina Agent
Configurable during Atempo Deduplication Engine installation, as well as in Atempo
Deduplication EngineGraphic User Interface and Command Line Interface. For Tina, in
HVDS repository file through GUI.

Atempo Deduplication EngineServer Web Administration Interface
Web Supervision Machine connection to ADE Server:
• 8181/TCP

Incoming on ADE server, outgoing onWeb Supervision Machine
Configurable during ADE installation, as well as in ADE Graphic User Interface and
Command Line Interface.

Lina Agent
Connection between Graphic User Interface Agent and Lina Agent:
• 27261/TCP

Incoming and outgoing on Lina Agent
Normally for local communication, but may also be used remotely

Lina in a Windows Cluster Environment
These topics describe Lina in a Windows Cluster Environment.
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Overview
This diagram (Figure 72) illustrates the architecture of a cluster with two nodes connected to a
storage unit, and indicates where the Lina components are located:

Figure 72: Architecture of a cluster

The Lina Cluster consists of these components:
• A Lina Server
• A Lina Agent on each Cluster physical node
• A Lina Cluster components for each Cluster service

The failover support applies only to data protection, not to restore. If a failover occurs during a
restore operation, the restore operation fails after a timeout.

Prerequisites
These are the prerequisites to a Lina Cluster component installation (Table 44):

Prerequisite Description

Operating
System

To find out the list of supported Operating Systems, please see Lina
Compatibility Guide.

User The user performing the installation must have administrative rights on the
domain to which the cluster belongs.

Database The database requires around 10% of the volume of the protected data in disk
space.

Table 44: Prerequisites to Lina Cluster Component Installation
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Prerequisite Description

Cluster
Service

Each cluster service you want to protect needs to have:

• A network name (which implies a specific IP address)
• A volume to install or protect (which implies a cluster disk)

Table 44: Prerequisites to Lina Cluster Component Installation

Installing Lina Cluster Component
To install a Lina cluster component

1. In the Windows Failover Cluster Manager, select a Cluster service. This diagram (Figure
73) illustrates the selection of the Cluster service named clusteroneFS2:

Figure 73: Interface of the Failover Cluster Manager

2. Select the volume where you want to install Lina. For instance, Volume (H) in our example.
This volume is protected by default by Lina, although you can define exclusion rules for it.

3. Copy the file HNagent.exe that has been installed on the physical node during the Agent
installation to the selected volume, for instance, Volume (H).

4. Go to the selected volume and type HNagent -installcluster <name> where <name> is
a string that is used to identify the Lina cluster component, dedicated to this cluster service.
For instance:
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HNagent -installcluster GRP1
You have now a HNCluster__GRP1 service defined and installed on your node, or
HNCluster.GRP1 onWindows 2003.

5. Go to the cluster admin manager and add a resource of type "generic service" into the
cluster service. A list opens, select the HNCluster__<name> that you have defined before.
This diagram (Figure 74) illustrates the selection of the cluster service named HNCluster__
GRP1:

Figure 74: New Resource Wizard

OnWindows 2003, you must enter the name of the service manually, there is no list to
select from.
This diagram (Figure 75) illustrates the cluster resource displayed in the Failover Cluster
Manager:
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Figure 75: Cluster resource in the Failover Cluster Manager

6. Right-click the new resource and select Properties, then the Dependencies tab. Add the
network name and the installation volume. We recommend to also add all the disks
containing the volumes that you want to protect.

7. Click Apply to take the dependencies into account.
8. Right-click the new resource again and select Properties, then theGeneral tab.
• In the Startup Parameters field, enter the letters of all the drives you want to protect,

beginning with drive letter where the resource is installed. In our example, the resource is
installed on H: and we want to also protect I: and O:

• Select the Use Network Name for Computer Name check box. This diagram (Figure 76)
illustrates theGeneral tab of the Properties window:
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Figure 76: General properties

• Click Apply.
9. Switch the service to the other node. In the Failover Cluster Manager, right-click the active

node and select Move this service or application to another node. This diagram (Figure 77)
illustrates how to switch node in the Failover Cluster Manager:
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Figure 77: Switch node in the Failover Cluster Manager

10. Once you have switched node, in a command prompt, go to the shared drive, and launch
this command (Figure 78):

Hnagent.exe -installcluster <name>

Note: Use the same name as the one you typed on the first node.
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Figure 78: Command prompt

11. Bring your new service online (Figure 79).

Figure 79: Service with online status

Your Cluster is now protected by Lina.
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Note: Once your Lina Cluster service is running, you can access it using its network
address.

Protection Rules
When running inside a cluster service, the Lina agents do not have access to agent rules. All
protection rules need to be defined through the server rules in the Server Administration Console.

See Configuring Protection on the Lina Server for details.

Access the Monitoring Interface
You can verify that Lina is running on your node in theMonitoring window.
1. Right-click the Lina icon in the task bar and selectMonitoring. TheMonitoring interface

opens.
2. View the information available under theGeneral and Current Activity tabs. This diagram

illustrates theGeneral tab of theMonitoring interface:

Network Information
In cluster mode, to avoid network conflicts on similar ports the Lina agent does special network
bindings.

As a consequence, a Lina agent in a cluster service is only accessible through the IP (or network
name) linked to the network name it relies on.

The Lina agent in charge of the physical node is only accessible through the IP associated with
the computer name.

The agent on the physical node also binds on the local loop back interface.
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Managed Volumes
On the physical node, when the Lina agent detects that the node is part of a cluster, all volumes
belonging to cluster disks, show as not supported.

On the Cluster service, the supported drives are restricted to the list specified during the agent
configuration, in Step Right-click the new resource again and select Properties, then the General
tab. of the installation.

Restoring
Visible volumes during restore follow the Microsoft behavior:
• On the physical node.

All volumes residing on the computer are eligible as restore destination.
• Inside the cluster service.

All volumes residing on the physical computer owner of the service at restore time are
eligible for restore.

For instance, the Recycling Bin is both eligible as a restore destination and to be restored.

To restore data in the Cluster environment, you must perform a remote restore. This diagram
illustrates the advanced restore parameters:

Figure 80: Advanced restore parameters

To restore data in a cluster environment

1. Provide credentials to connect to the remote host (Figure 81).

Lina 197

Additional Information



Figure 81: Remote host connection

2. Perform a remote restore. See Performing a Remote Restore for details.

Limitations
These are the limitations in a cluster environment:
• Drive Protection.

Drives protected inside a cluster service need to have a drive letter (this is usually the case).
• Agent Settings.

There is currently no agent side rules, all the settings need to be defined on the server side.
As a result, after installation, if you have not defined any server rule, there is no protection at
all.

• Network.
In complex network configurations, the specific network binding rules may lead to Lina
agents being unreachable remotely.
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Glossary

A

Atempo-Deduplication Engine
Atempo Deduplication Engine is a software component with which the Lina server communicates. Its role is to
gather all protected data blocks for implementation of data deduplication.

C

Continuous Data Protection (CDP)
A technology which intercepts modifications on objects at block level and stores this data in order to protect
it.Lina offers protection at near CDP level: thanks to the Recovery Point Objective feature, you can limit the
number of backup sessions by postponing the next backup until a defined time interval has elapsed.

G

group
The intermediate level between an agent view and the Lina agent. A view can be constituted by one or more
groups in which agents are distributed.

P

protection policy
A protection policy is defined on the server and consists of a protection scheme and a strategy. A protection
policy is applied to the agent.

protection rule
The protection rule is one of the components of a protection scheme. It consists of these elements:
Combinations of: File categories, defined as a series of extensions or file patterns (e.g. ~*) An action to apply to
objects corresponding to the defined file types A default action for file types not explicitly specified by a category

protection scheme
The protection scheme determines what data is to be protected on Lina agents.

S

strategy
A strategy is a feature used by the Lina administrator to determine the method for protecting the data of Lina
agents.

V

view
The highest level in the organization of Lina agents. A view permits listing of all the agents declared on the
server and can be constituted of agent groups.
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