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CHAPTER1-Tina for Exchange Server
Overview
This topic provides a Tina for Exchange Server overview and contains these topics:
• Basic Notions.
• Exchange Server 2010 Architecture.
• Exchange Server 2013 Architecture.
• Tina for Exchange Server Architecture.

Basic Notions
This topic provides a list of definitions of the most commonly used terms in this documentation
and contains these topics:
• Backup Type.
• Backup Technology.
• Features.
• Limitation.

Backup Type

Brick-Level Backup
A protection that backs up all mail data individually. One brick is equivalent to one message, task,
contact, etc. This backup of bricks may be applied to any mailbox, and protects its contents
including messages, tasks, notes, contacts, etc.

Brick-level backup is configured using the variable TINA_X2K_SER.

Note: SER (Single Email Restore) is replaced by Brick-Level Backup. This change only
applies to the terminology used in this documentation, not to the product behavior. Single
objects are backed up and restored the same way as before.

Vault backup
Exchange 2010. A protection that backs up the entire Exchange Information Store. The
Information Store is represented by one or more databases, which are comprised of a database
file and log files. This information is protected as one data set: it is backed up as a whole and
restored as a whole.

Exchange 2013. A protection that backs up the entire Exchange Managed Store. The Managed
Store is represented by one or more databases, which are comprised of a database file and log
files. This information is protected as one data set: it is backed up as a whole and restored as a
whole.
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Backup Technology

VSS (Volume Shadow Copy)
A feature providing an infrastructure that enables third-party storage management programs,
business programs and hardware providers to cooperate in creating and managing shadow
copies. Solutions based on this infrastructure can use the shadow copies (or mirrored copies) to
back up and restore one or more Exchange Server databases.

Features

Proxy Archiver
A feature that enables you to delegate the backup of Exchange Server databases located on a
LUN, to a system that does not host an Exchange Server.

ID (Advanced Indexing Database)
Exchange 2010. A feature based on a PostgreSQL database engine that enables the search
through message attributes such as subject, sender, recipient, received date, etc. Without this
feature, the search is only performed through the message subject.

ID can be disabled using the TINA_X2K_INDEXING variable.

Limitation

Synthetic Backup
Synthetic backups are not supported.

Exchange Server 2010 Architecture
Exchange Server is based on a client-server architecture. It consists of several internal
databases located on the server. This topic contains these topics:
• Information Store.
• Databases.
• Recovery Database.
• Personal Archives.
• Additional Protection.

Information Store
The core data storage repository for Exchange Server 2010 is the Microsoft Exchange
Information Store service, which contains the mailbox databases and optionally public folder
databases. The Microsoft Exchange Information Store service uses a database engine called
Extensible Storage Engine (ESE), a transaction-based database technology.

Tina for Exchange Server 2010-2013 2
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Exchange Server 2010 uses transactions to control changes in databases. These transactions
are recorded in a transaction log (usually called log), similar to the way transactions are stored in
traditional databases. Changes are committed or rolled back depending on the success of the
transaction. If there is a failure, use transaction logs (together with the database files and, in
some cases, the checkpoint file) to restore a database. The facility that manages transactions is
the Microsoft Exchange Information Store service (Store.exe). Any uncommitted transaction log
entry is also considered as part of a current Exchange database.

Data in the Information Store is organized in folders:
• The Information Store supports up to five databases in Exchange 2010 Standard Edition

and 100 databases in Exchange 2010 Enterprise Edition.
• Each mailbox database is made up of one file that stores the contents of the electronic mail

(.edb) and is associated with a pool of log files.

The database files can be of two types:
• Mailbox databases (Private Folders)

All incoming electronic mail addressed to a specified user is stored in his mailbox.
Information contained in a user mailbox is stored on the server assigned to this user.

• Public Folder databases
They contain information that can be shared by a group of users or throughout the entire
organization.

This diagram shows the internal organization of the Information Store:

Databases
Exchange Server 2010 supports multiple databases depending on the version:
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• Five databases per mailbox server in Exchange 2010 Standard Edition
• 100 databases per mailbox server in Exchange 2010 Enterprise Edition

All databases are hosted from the same Store.exe process. Each database is represented by
an ESE instance.

A whole mailbox database is made up of an .edb file and a set of log files and system files
(internal temporary databases, the checkpoint file and reserved logs). These files enable
transaction-oriented processing.

The log files and other system files in a database have these purposes:
• <Log Prefix>.chk: This is the checkpoint file (e.g., E00.chk) that determines which

transactions require to be moved from the transaction log files to the databases.
• Exx.log: This is the current transaction log file for the database. The default database

uses the prefix E00, which results in a transaction log file name of E00.log. If you create
additional databases, the prefix number is incremented to E01, E02 and E03.

• <Log Prefix>xXXXXXxx.log: These are transaction log files that have no room remaining
for further data. When a log is full, it is renamed to enable the creation of a new, empty
transaction log file. Renamed transaction log files are called previous log files. The naming
format of previous log files is <Log Prefix>xXXXXXxx.log (such as E00xXXXXXxx.log),
where xXXXXXxx represents an eight-digit hexadecimal number from 00000000 to
FFFFFFFF. Previous log files reside in the same directories as the current transaction log
file.

• Tmp.edb: This is a temporary workspace for processing transactions. Tmp.edb contains
temporary information that is deleted when all databases are dismounted or the Exchange
Information Store service is stopped.

Note: Tmp.edb is not included in online backups.

• <file name>.edb: This is the file for each database.

Recovery Database
The recovery database (RDB) is a mailbox database enabling you to mount a restored mailbox
database and extract data from the restored database as part of a recovery operation.

RDBs enable you to recover data from a backup or copy of a database without disturbing user
access to current data.

For details on the recovery database, see http://technet.microsoft.com/en-us/library/dd876954
(v=exchg.141).aspx.

For details on restoring with the recovery database, see Restore Scenarios.

Personal Archives
Personal Archives is a feature that can replace personal PST files: it enables users to store
messages in an archive mailbox that can store historical messaging data. These archives can be
accessible in Microsoft Outlook 2010 and Microsoft Office Outlook Web Application.

For details on personal archives, see http://technet.microsoft.com/en-us/library/dd979795.aspx.
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Personal archives are supported by Tina for Exchange Server for vault and brick-level backups
and restores.

Limitations
• If you want to use the Mailbox Recovery to restore a personal archive, it will be restored

into the Recovered Data folder of the user’s mailbox.
• During brick-level restores, the objects of personal archives can only be restored to the

Online Archive folder of the user’s mailbox.

Additional Protection
Depending on your environment, vault protection can be completed with the protection of these
items:
• HUB Transport Server
• Domain Controller Server
• Client Access Server
• Edge Transport Server
• Unified Messaging Server
• Active Directory

Exchange Server 2013 Architecture
Exchange Server is based on a client-server architecture. It consists of several internal
databases located on the server. This topic contains these topics:
• Managed Store.
• Recovery Database.
• Recovery Database.
• In-Place Archiving.
• Additional Protection.

Managed Store
The core data storage repository for Exchange Server 2013 is the Microsoft Exchange Managed
Store service, which contains the mailbox databases. The Microsoft Exchange Managed Store
service uses a database engine called Extensible Storage Engine (ESE), a transaction-based
database technology.

Exchange Server 2013 uses transactions to control changes in databases. These transactions
are recorded in a transaction log (usually called log), similar to the way transactions are stored in
traditional databases. Changes are committed or rolled back depending on the success of the
transaction. If there is a failure, use transaction logs (together with the database files and, in
some cases, the checkpoint file) to restore a database. The facility that manages transactions is
the Microsoft Exchange Managed Store service. Any uncommitted transaction log entry is also
considered as part of a current Exchange database.

Two processes are part of the Managed Store to provide failure isolation in the database level:
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• The Store Worker Process (Microsoft.Exchange.Store.Worker.exe). A single Store
Worker Process is only responsible for one database. So if you have 5 databases
mounted, you will have 5 separate store worker processes.

• The Store Service Process (Microsoft.Exchange.Store.Service.exe) which controls
the different store worker processes.

Data in the Managed Store is organized in folders:
• The Managed Store supports up to five databases in Exchange 2013 Standard Edition and

50 databases in Exchange 2013 Enterprise Edition.
• Each mailbox database is made up of one file that stores the contents of the electronic mail

(.edb) and is associated with a pool of log files.

The mailbox databases can be of two types:
• User’s mailboxes (Private Folders)

All incoming electronic mail addressed to a specified user is stored in his mailbox.
Information contained in a user mailbox is stored on the server assigned to this user.

• Public Folder mailboxes
They contain information that can be shared by a group of users or throughout the entire
organization.

Public Folders architecture uses specially designed mailboxes to store both the public folder
hierarchy and the content:
• The hierarchy is represented by the Master Hierarchy Public Folder Mailbox. This Public

Folder mailbox contains a writable copy of the public folder hierarchy. There is only a single
Master Hierarchy Public Folder Mailbox in the organization.

• The content is stored in one or more Public Folder mailboxes. These Public Folder
mailboxes usually contain one or more Public Folders. Next to the content, each Public
Folder mailbox contains a read-only copy of the hierarchy.

High availability for the Public Folder mailboxes is provided by a Database Availability Group
(DAG).

This diagram shows the internal organization of the Managed Store:
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Databases
Exchange Server 2013 supports multiple databases depending on the version:
• Five databases per mailbox server in Exchange 2013 Standard Edition
• 50 databases per mailbox server in Exchange 2013 Enterprise Edition

Each database is hosted from one single Store Worker Process
(Microsoft.Exchange.Store.Worker.exe) and is represented by an ESE instance. So if you
have three databases mounted, there will be three store worker processes running.

A whole mailbox database is made up of an .edb file and a set of log files and system files
(internal temporary databases, the checkpoint file and reserved logs). These files enable
transaction-oriented processing.

The log files and other system files in a database have these purposes:
• <Log Prefix>.chk: This is the checkpoint file (e.g., E00.chk) that determines which

transactions require to be moved from the transaction log files to the databases.
• Exx.log: This is the current transaction log file for the database. The default database

uses the prefix E00, which results in a transaction log file name of E00.log. If you create
additional databases, the prefix number is incremented to E01, E02 and E03.

• <Log Prefix>xXXXXXxx.log: These are transaction log files that have no room remaining
for further data. When a log is full, it is renamed to enable the creation of a new, empty
transaction log file. Renamed transaction log files are called previous log files. The naming
format of previous log files is <Log Prefix>xXXXXXxx.log (such as E00xXXXXXxx.log),
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where xXXXXXxx represents an eight-digit hexadecimal number from 00000000 to
FFFFFFFF. Previous log files reside in the same directories as the current transaction log
file.

• Tmp.edb: This is a temporary workspace for processing transactions. Tmp.edb contains
temporary information that is deleted when all databases are dismounted or the Exchange
Managed Store service is stopped.

Note: Tmp.edb is not included in online backups.

• <file name>.edb: This is the file for each database.

Recovery Database
The recovery database (RDB) is a mailbox database enabling you to mount a restored mailbox
database and extract data from the restored database as part of a recovery operation.

RDBs enable you to recover data from a backup or copy of a database without disturbing user
access to current data.

For details on the recovery database, see http://technet.microsoft.com/en-
us/library/dd876954.aspx.

For details on restoring with the recovery database, see Restore Scenarios.

In-Place Archiving
In-Place Archiving is a feature that can replace personal PST files: it enables users to store
messages in an archive mailbox that can store historical messaging data. This archiving can be
accessible in Microsoft Outlook 2010 and later and Microsoft Office Outlook Web Application.

For details on In-Place Archiving, see http://technet.microsoft.com/en-us/library/dd979800.aspx.

In-Place Archiving is supported by Tina for Exchange Server for brick-level backups and
restores.

Limitations
• If you want to use the Mailbox Recovery feature (via the Mailbox Options for Restore in the

Restore & Archive Manager file tree or the Mailbox Recovery Wizard) to restore an archive
mailbox, it will be restored into the Recovered Data folder of the user’s mailbox. The
extraction of the archive mailbox cannot be performed in place.

• During brick-level restores, the objects of an archive mailbox can only be restored to the
Online Archive folder of the user’s mailbox.

Additional Protection
Depending on your environment, vault protection can be completed with the protection of these
items:
• Mailbox Server
• Client Access Server

Tina for Exchange Server 2010-2013 8

Tina for Exchange Server Overview

http://technet.microsoft.com/en-us/library/dd876954.aspx
http://technet.microsoft.com/en-us/library/dd876954.aspx
http://technet.microsoft.com/en-us/library/dd979800.aspx


Tina for Exchange Server Architecture
This topic describes the Tina for Exchange Server architecture and contains these topics:
• Representation of Exchange Objects in Restore & Archive Manager.
• Vault Backup VS Brick-Level Backup.
• VSS Mode.
• Proxy Archiver.
• Database Availability Groups (DAGs).

Representation of Exchange Objects in Restore & Archive
Manager
Each object in the Exchange architecture is represented in the tree of the Restore & Archive
Manager.

This image represents the Exchange objects as they appear in the tree, in Vault mode:

Exchange 2010. This image represents the Exchange objects as they appear in the tree, in
Brick-level mode:
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Exchange 2013. This image represents the Exchange objects as they appear in the tree, in
Brick-level mode:

These are the Exchange objects:
• Information
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This directory provides information on the Tina version. It also contains all the environment
variables that you can set for the Tina for Exchange Server application.

• Exchange Information
This directory provides information on the version of Exchange, the binary path of
Exchange, the name of the server to be backed up and the Exchange service path.

• Microsoft Information Store
This directory reproduces the structure of the whole server. It contains the objects
representing the various mailbox databases.

• Mailboxes
This directory is only displayed when the TINA_X2K_SER environment variable is set to "on".
It contains a list of all private folders for each user, including the user’s individual messages,
tasks, calendar appointments, contacts and notes. The structure is based on the Active
directory structure, except that only the mailboxes defined on the Exchange server are
displayed.

• Exchange 2010. Public Folders
It contains a list of all the public folders shared by the users on the Exchange server.

Note: The brick-level backup and restore of Public Folders are not supported.

• Synchronizer Directory
Database restore is performed via the Synchronizer object. The Synchronizer object sets
the date in Restore & Archive Manager to the date of the backup version you selected, and
displays all the backup files required for the restore.

Vault Backup VS Brick-Level Backup
General Backup Logic

This diagram shows the general backup logic:

The Vault backup consists in protecting the Exchange Server database files with full and
incremental backups. Therefore, when you perform a restore, it is the whole database that is
restored.

The Brick-Level backup, on the other hand, backs up and restores each brick of Exchange data
information such as e-mail messages, notes, contacts, distribution lists, appointments, tasks, etc.
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VSS Mode
Tina for Exchange Server uses exclusively the VSS mode when backing up the Exchange Server
databases.

Backup in VSS Mode

This diagram shows the process of a backup in VSS mode:

Tina for Exchange Server runs a scheduled backup that consists of these steps:
1. The Volume Shadow Copy (VSS) Requestor in the Tina for Exchange Server Agent sends a

command to the Volume Shadow Copy Service to take a shadow copy of the selected
Exchange Server databases.

2. The VSS Service communicates with the ExchangeWriter to prepare for a snapshot
backup.

3. The VSS Service communicates with the appropriate VSS Snapshot Provider to create a
shadow copy of the storage volumes that contain the Exchange Server databases.

4. The VSS Service releases the Exchange Server to resume ordinary operations.
5. The Tina for Exchange Server Agent verifies the integrity of the backup set.
6. The VSS Requestor informs the VSS service that the backup was successful.
7. The VSS Service informs the ExchangeWriter that the backup was successful. The

Exchange Server may delete appropriate transaction logs.
8. The Tina for Exchange Server Agent transfers Exchange data to tapes.
9. The VSS Requestor (optionally) instructs the VSS Service to delete the snapshot.
10. If requested, the VSS Service instructs the Snapshot Provider to remove the shadow copy.

Tina for Exchange Server module can be used to back up and restore one or several Exchange
Server databases with the Microsoft Volume Shadow Copy feature (VSS).

The Microsoft Volume Shadow Copy Service (VSS) is a Windows framework that enables
volume backups to be performed while applications on a system continue to write to the volumes.

A Volume Shadow Copy (VSS) is a read-only point-in-time replica of a component.

Tina for Exchange Server 2010-2013 12
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Tina no longer backs up the actual database, but the replica. Shadow copy backups ensure that:
• Consistent snapshots of the data can be created at any point in time.
• Backup is performed while minimizing interruptions to the production environment.

The Volume Shadow Copy Service coordinates communication between these components:
• Tina for Exchange Server is the Requestor that schedules and initiates backups, stores

data on the backup media, and manages the restore operations if needed.
• Microsoft Exchange Server contains the ExchangeWriter (registered VSSWriter, provided

by Exchange Server) that performs the necessary operations on the databases being
copied.

• The software-based or hardware-based component is the Provider that makes the shadow
copies of Exchange Server components.

For details on VSS configuration, see Configuration 1: Backing Up Databases.

Proxy Archiver
The Proxy Archiver enables you to delegate the backup of Exchange Server databases located
on a LUN to a non-Exchange Server host. By delegating the backup tasks, you avoid an overload
on your Exchange Server resources.

Backups and restores with the Proxy Archiver have the same behavior as standard database
backups and restores.

Note: If you use the Proxy Archiver feature in Brick-Level mode, backups are not delegated
to the Proxy Archiver but to the Tina for Exchange Server agent.

Overview
This diagram shows an overview of how the proxy archiver works:
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Prerequisites

LUN hosting the Exchange Server Databases

These are the prerequisites for the LUN hosting the Exchange Server databases:
• The Exchange Server databases must be located on a LUN (Logical Unit Number), in a

disk array supporting VSS technology and iSCSI protocol and/or Fiber Channel.
• The LUNmust be accessible by the Exchange Server host and by the Proxy Archiver host.
• The VSS Hardware Provider must support Transportable snapshot expositions on the

Proxy Archiver host.
• The LUNmust be mounted on the Exchange Server host with a drive letter.

Exchange Server Host

These are the prerequisites for the Exchange Server host:
• A VDS Provider must be installed on the Exchange Server host.
• A VSS Hardware Provider must be installed and configured with all the configuration

information of the disk array on the Exchange Server host.

Proxy Archiver Host

This is the prerequisite for the Proxy Archiver host:
• The Proxy Archiver is supported by Windows platforms only and must be installed on a

host that has no Exchange Server instance.
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Functioning
This is how the Proxy Archiver works:
1. The Proxy Archiver host receives a backup request from the Tina agent located on the

Exchange Server host, asking to back up the databases located on the LUN and created by
a VSS snapshot.

2. The Proxy Archiver host archives all the files from the LUN and sends the archiving job ID
back to the Tina agent.

3. The original backup job actually ends a few moments later.

Exchange servers are therefore backed up without any impact on the production and with the
benefits of the SAN connection of the Proxy Archiver host.

Database Availability Groups (DAGs)
Database Availability Group (DAG) is an Exchange Server feature that replaces all the clustering
and high availability options of the previous versions of Exchange Server 2010.

A DAG is a set of up to 16 mailbox servers that provides automatic database-level recovery from
a database, server, or network failure. DAGs use continuous replication and a subset of Windows
failover clustering technologies to provide continuous mailbox availability. Mailbox servers in a
DAGmonitor each other for failures. When a Mailbox server is added to a DAG, it works with the
other servers in the DAG to provide automatic, database-level recovery from database failures.

This diagram shows the DAG structure:

For details on DAGs, see Exchange 2010. http://technet.microsoft.com/en-us/library/dd298065
(v=exchg.141).aspx.

Exchange 2013. http://technet.microsoft.com/en-us/library/dd298065.aspx.

For details on using Tina for Exchange Server in a DAG, see Best Practices in a DAG
Environment.
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CHAPTER2- Installing Tina for Exchange
Server
This topic presents the procedures to install and uninstall Tina for Exchange Server and contains
these topics:
• Prerequisites to Install Tina for Exchange Server.
• Tina for Exchange Server Installation.
• Proxy Archiver Installation.

Prerequisites to Install Tina for Exchange Server
Before start installing Tina for Exchange Server, take into accoutn this informations:
• Tina Version.
• Communication Ports.

Tina Version
For the most up-to-date information on the Tina supported versions, consult the Tina
Compatibility Guide on the Atempo web site.

Communication Ports
Exchange 2013. The default TCP and UDP port numbers for communications between the Tina
Server and its agents are defined as 2525 and 2526 respectively.

If the Client Access and Mailbox server roles are collocated on the same server, the SMTP
Receive connection for the Transport service will listen on the 2525 port number instead of 25.
This is because two services (FET and Transport Service) cannot listen on the same port.

To avoid this conflict between Tina and Microsoft Exchange, choose one of these solutions:

l Modify the TCP/UDP port numbers in Tina. See the Tina Installation Documentation for
details.

Or
Configure the Mailbox server role on another server.

For details on the port numbers used in Microsoft Exchange 2013, see
http://blogs.technet.com/b/rischwen/archive/2013/03/13/exchange-2013-mail-flow-demystified-
hopefully.aspx.
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Tina for Exchange Server Installation

Standard Environment
This diagram shows Tina in a standard environment:

These are the standard environment components:
• Tina Server
• Tina Agent
• Exchange Server

For the deployment of Tina in a standard environment, you must:
• Install a Tina Server on an independent machine.

See the Tina Installation Documentation for details.
• Install a Tina Agent on the machine hosting the Exchange Server.

See the Tina Installation Documentation for details.
• Install a Tina for Exchange Server application in the Web Administration on the Tina Agent.

See To create a Tina for Exchange Server application for details.

Additional Features
• Exchange 2010. To use the Advanced Indexing Database option, configure the Advanced

Indexing Database Option on the Tina Server with the Web Administration.
See Installing the Indexing Database Option for details.

• To use the Proxy Archiver feature, see Proxy Archiver Installation for details.

Proxy Archiver Installation
If you plan to use the Proxy Archiver feature, you must install its service on a dedicated host.

For details on the Proxy Archiver feature and architecture, see Proxy Archiver.
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To install the Proxy Archiver feature

1. Install a Tina Agent on the machine used as the Proxy Archiver host. See the Tina
Installation Documentation for details.

2. Open a command prompt and go to the %TINA_HOME%\Bin directory.
3. Launch the command proxarch_config.cmd to install the Proxy Archiver.

The service Proxy Archiver is started.

Note: To change the default port number, i.e. 8086, add the option -port portnumber
to the command.

4. Create an archive folder of Exchange type named x2k_arch for the Proxy Archiver host and
add the keyword ARCHIVE.

For details on archive folders and keywords, see the Tina Archiving Documentation.
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CHAPTER3-Vault Backup and Restore
This topic defines the Vault backup and restore contains these topics:
• Exchange Databases Backup and Restore.
• Supported Databases.
• Limitation.
• Permissions.
• Prerequisites to Perform Hot Backups.
• Backup Configuration.
• Backup Selections.
• Restore Scenarios.

Exchange Databases Backup and Restore
Tina for Exchange Server enables the backup and restore of the Exchange databases. This is
called vault backup and restore.

Exchange 2010. The Exchange mailbox server contains one or more mailbox or public folder
databases, each containing a database file and a set of log files.

Exchange 2013. The Exchange mailbox server contains one or more mailbox databases, each
containing a database file and a set of log files.

This level of granularity makes it possible to increase backup and restore performances.

• For security reasons, and in the event of a server loss, backing up the databases
is not enough. You should make sure that the Windows System State is also
backed up, as well as the Exchange library directory that was created when you
installed Exchange Server. You can use the Tina System Recovery Agent for
this purpose.

• Backups of Hyper-V environments hosting Exchange servers entail a purging of
logs. If you subsequently launch an incremental backup of the Exchange Server
databases, a full backup is launched instead.

Supported Databases
This topic describes the databases supported by Tina for Exchange Server and contains these
topics:
• Exchange 2010.
• Exchange 2013.

Exchange 2010
This is the list of databases supported by Tina for Exchange Server 2010 vault backup and
restore:
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• Standard mailbox databases and public folder databases. See Information Store for
details.

• Personal Archives. See Personal Archives for details.

Exchange 2013
This is the list of mailbox databases supported by Tina for Exchange Server 2013 vault backup
and restore:
• User’s mailboxes
• Public Folder mailboxes

• You cannot restore individual components (emails, Notes, calendar items) from
User or Public Folder mailboxes.

• Archive mailboxes can be restored in vault mode but they are not restored
together with User’s mailboxes. You need to know in which mailbox database
your archive mailbox is located before restoring it.

See Managed Store for details.

Limitation
This is the limitation applying to vault backup and restore:
• Exchange 2010. If you want to use the Mailbox Recovery Wizard to restore a personal

archive, it will be restored into the Recovered Data folder of the user’s mailbox.
Exchange 2013. If you want to use the Mailbox Recovery feature (via the Mailbox Options
for Restore in the Restore & Archive Manager file tree or the Mailbox Recovery Wizard) to
restore an archive mailbox, it will be restored into the Recovered Data folder of the user’s
mailbox. The extraction of the archive mailbox cannot be performed in place.

Permissions
To perform vault backups and restores, the Tina user must be part of the Organization
Management role group.

For details on the Organization Management, see:
• Exchange 2010. http://technet.microsoft.com/en-us/library/dd335087(v=exchg.141).aspx.
• Exchange 2013. http://technet.microsoft.com/en-us/library/dd335087.aspx.

Prerequisites to Perform Hot Backups
These are the prerequisites for performing hot backups of the Exchange Server databases:
• The main service (SA) that activates the databases must be started.
• Exchange 2010. The service corresponding to the Information Store must be started.

Exchange 2013. The service corresponding to the Managed Store must be started.
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• The Exchange Server databases must be mounted in order to be backed up.
• The Exchange Server databases must not be in "Circular Logging" mode if you want to

perform incremental backups.

Circular Logging Mode
Databases can be either in a circular logging mode or not. This mode makes it possible to reuse
previous logs after their content has been written in the Exchange Server database.

If you select the circular logging mode, you cannot perform incremental backups, you can only
perform FULL backups. If the previous logs are reused, you cannot know if all the logs are
backed up by Tina.

To perform incremental backups, you must disable the circular logging mode.

• Circular logging is disabled by default.

• If you carried out a backup in circular logging mode and then disable the circular
logging mode, you must perform another full backup. We recommend recycling
the media holding the circular logging mode backup before performing a full
backup in non-circular logging mode.

For details on media operations, see the Tina Administration Documentation.

To disable circular logging mode for mailbox databases in Exchange 2010

1. Run the Exchange Management Console by selecting Start   All Programs   Microsoft
Exchange Server 2010   Exchange Management Console.

2. In the navigation tree on the left, select Organization Configuration   Mailbox.
3. In the middle pane, right-click a mailbox database and select Properties.

This is the Properties window of the selected mailbox database:
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4. In the Maintenance tab, deselect the Enable circular logging check box.
This is the Maintenance tab:

5. Click OK to validate.
6. Repeat from step 3. to step 5. for each database.

To disable circular logging mode for mailbox databases in Exchange 2013

1. In your browser, enter the URL of the Exchange Administration Center:

https://<CASServerName>/ecp
2. In the Feature pane, click Servers and select your server in the list.
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3. Click the Databases tab and select a mailbox database.
4. Click the Edit button. The Mailbox Database window opens.
5. In the Maintenance tab, deselect the Enable circular logging option. This is the Maintenance

tab:

6. Click Save to validate.
7. Repeat from step 3. to step 6. for each database.

Backup Configuration
This topic describes the backup configurations and contains these topics:
• Principles.
• Configuration 1: Backing Up Databases.
• Configuration 2: Backing up Databases with the Proxy Archiver.
• Best Practices.

Principles
Configuring Tina for Exchange Server for automatic vault backup consists of these steps:
• Creating and enabling a host for the machine hosting Tina for Exchange Server
• Creating and enabling an Tina for Exchange Server Application
• Creating a Backup Selection
• Creating or Editing a Media Pool
• Defining a Backup Schedule

Note: The configuration steps above are common to all Tina applications and are described
at length in the Tina Administration Documentation. Only the elements specific to Tina for
Exchange Server are discussed in the present documentation.
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Creating a Tina for Exchange Server Application
You must create one application for each backup type: one for vault backups and one for brick-
level backups.

If you want to use the Proxy Archiver feature, you must create a dedicated application as well.

To create a Tina for Exchange Server application

1. Connect to the Web Administration and expand your catalog in the Tina Explorer.
2. Select Platforms   Applications. The Applications pane opens.
3. Click the New Application button to launch the Application Creation Wizard.
4. Fill in the fields as described in Tina for Exchange Server Application Parameters.
5. Check the Summary of the application parameters carefully and click Finish to create the

application.
6. If the application has been created successfully, click Close to exit the Application Creation

Wizard. The newly created application appears in the list of applications.
Or
If the application creation fails, read the error messages to solve the problem.

7. Select the application you have just created in the list and click the Enable Application
button to enable the application.

Tina for Exchange Server Application Parameters
This table describes all the parameters to define when creating a Tina for Exchange
ServerApplication.

Parameter Description

Host Selection Select the host to which the application is connected.

General Information.

Application
Name

Enter the name of the new application. The application name is the name
given to the application backup folder. It can be edited at a later date if
needed without losing backups.

Each application must be given a different name.

Application Type Select the Exchange Server application.

Application
Version

Select the version of the Exchange Server application.

Comment Optional. Enter a comment describing the application.

Exchange Server Indexing Configuration (Exchange 2010 only).
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Parameter Description

Activate
Indexing

Select the Activate Advanced Indexing Database check box if you want to
search for Exchange mail data through message attributes such as
subject, sender, recipient, received date, etc.

Without this option, the search is only performed through the message
subject. The Advanced Indexing can be disabled using the TINA_X2K_
INDEXING variable.

The Indexing Database option is only available with brick-level backups.

Database Path Enter the absolute path of the directory where you want to store the
indexing database.

You must use the Tina syntax to specify the database path. If you want to
specify d:\Temp, you must enter /d/Temp.
The Db_index directory is created and contains the indexing database.

User Information.

User Name Enter the user name with the format domain_name\user_name.

This user must be part of the Organisation Management group in
Exchange Server or must have Exchange Administrator permissions in
the previous versions of Exchange Server.

Password and
Confirm
Password

Provide the user password and confirm it.

If Tina is unable to connect to the Exchange database due to a connection
error (incorrect user name or password) it cannot perform any backup or
restore.

Environment Variables.

Path to the
Exchange Server
Dynamic Library

Enter the relative or absolute path to the Exchange Server module DLL on
the client machine hosting the Exchange Server. The default value is
libtina_x2k.dll.
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Parameter Description

Optional
Environment
Variables

To add an optional variable:

1. Click Add and select Add an optional environment variable.

2. Select the variable in the Name tab. The variable definition appears in
the Details tab.

3. Click Apply and Close.

4. Enter the variable value in the Value column. The number of defined
optional variables is specified in the list (i.e., Optional (3/13)).

If you do not remember which value you can enter, point your mouse on
the variable name to display a pop-up containing information on the
variable.
To edit an optional variable:

1. Click the variable value in the list.

2. Enter the new variable value.

To remove an optional variable:

• Select the variable in the list and click Remove.
For a detailed list of all the environment variables available for the
Exchange Server application, see Environment Variables List.

You can also set environment variables using the Restore & Archive
Manager.

User Defined
Environment
Variables

A user defined variable is a variable that does not appear in the existing
variable list.

To add a user defined variable:

1. Click Add and select Add a user defined environment variable. An
empty field appears in the list of user defined variables.

2. Enter the name of the variable in the Name column.

3. Enter the value of the variable in the Value column.

For details on the Indexing Database option, see Configuration 2: Brick-Level Backup with
Indexing Database Option (Exchange 2010 only).

Configuration 1: Backing Up Databases
Exchange Server only supports the VSS mode.

Note: To display and back up the active databases, you must set this environment variable:
TINA_X2K_DAG_DB_VISIBILITY=Active.

For a definition of VSS, see Basic Notions.

For details on VSS functioning, see VSS Mode.

Tina for Exchange Server 2010-2013 26

Vault Backup and Restore



To back up databases

1. Create a Tina for Exchange Server application.
See Creating a Tina for Exchange Server Application for details.

2. Set these variables:

Note: Verify the path where you installed the Exchange Server before setting the PATH
variable.

• TINA_APP_LIB_PATH=libtina_x2k.dll
• PATH=C:\Program Files\Microsoft\Exchange Server\V14\Bin

Configuration 2: Backing up Databases with the Proxy
Archiver
Exchange Server only supports the VSS mode.

Note: To display and back up the active databases, you must set this environment variable:
TINA_X2K_DAG_DB_VISIBILITY=Active.

For a definition of VSS, see Basic Notions.

For details on VSS functioning, see VSS Mode.

For details on the Proxy Archiver functioning, see Proxy Archiver.

Prerequisites
These are the prerequisites to configuring database backup with the Proxy Archiver:
• Make sure you have installed the Proxy Archiver on a non-Exchange Server host in your

environment. See Proxy Archiver Installation for details.
• Create an archive folder of Exchange type named x2k_arch for the Proxy Archiver host

and add the keyword ARCHIVE. For details on archive folders and keywords, see the Tina
Archiving Documentation.

• For the Tina for Exchange Server application, you must create two media pools with at
least two drives: one pool for full backups and another for incremental backups.

• You must create dedicated backup strategies for the databases located in a LUN: do not
mix these databases with local databases in the strategies.

To back up databases with the Proxy Archiver

1. Create a Tina for Exchange Server application.
See Creating a Tina for Exchange Server Application for details.

2. Set these variables:

Note: Verify the path where you installed Exchange Server before setting the PATH
variable.

• TINA_APP_LIB_PATH=libtina_x2k.dll
• PATH=C:\Program Files\Microsoft\Exchange Server\V14\Bin
• TINA_X2K_EXTERNAL_ARCHIVER=proxy_host_name:proxy_http_port|tcp_

portnumber|udp_portnumber|catalog_name
For instance TINA_X2K_EXTERNAL_ARCHIVER=balrog:8080|2525|2526|mycatalog
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Best Practices
These are best practices to follow when configuring Tina for Exchange Server:
• Keep at least 10% of free space on the disk where you installed the Exchange databases

to perform VSS snapshots. The free disk space depends on the Exchange Server and file
system activity during backup and on the size of the backed up databases.

• For consistency reasons, do not use different strategies to perform incremental backups of
the same database. If you want to perform backups with another strategy than the one you
previously used, you need to launch a full backup first. This ensures the log files are
backed up at the same time as the Exchange Server database.

• Make sure you do not perform an incremental backup of a given strategy after any backup
of another strategy.

• Exchange Server does not authorize incremental backups after a restore. Exchange
Server does not authorize incremental backups after a restore. You need to launch a full
backup first.

• Use the $TINA_HOME\Adm\proxy_debug log file to troubleshoot incidents related to the
Proxy Archiver feature.

Backup Selections
This topic describes the backup selections and contains these topics:
• Description.
• Purging of Log Files.
• Best Practices.

Description
A backup selection indicates the data to be backed up. You can define backup selections in the
Web Administration or in the Restore & Archive Manager.

A default backup selection is automatically set at the root of the application to back up all the
databases simultaneously.

The default backup selection has these settings:
• It is associated with all the backup strategies.
• No filter is set.
• No time phase is excluded.
• The data format is compressed and not encoded.

You can create additional backup selections by selecting these objects:
• The Microsoft Information Store to back up all databases.
• One or more meta-directories representing the specific databases to back up.

This image shows the object you can select to create additional backup selections:
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Note: If the backup of a database fails, logs are not purged for the whole set of databases.
You need to verify the reason of this failure and relaunch a backup.

Purging of Log Files
Every time a full backup is performed, Exchange Server purges all the logs that are no longer
useful.

Best Practices
These are the best practices to define backup selections:
• Define a precise backup selection (for instance, on Microsoft Information Store or on

specific databases) instead of using the default backup selection on the root meta-
directory.

• Set a backup selection on one or several databases to optimize backup duration if several
drives are available.

For details on backup selections, see the Tina Administration Documentation.

Restore Scenarios
This topic presents some Vault restore scenarios and contains these topics:
• Principles
• Operation to Perform Before Any Database Restore
• Scenario 1: Restoring the Databases to their Original Locations
• Scenario 2: Restoring a Mailbox Database to a Recovery Database without Mailbox

Recovery
• Scenario 3: Restoring a Mailbox Database to a Recovery Database with the Mailbox

Recovery
• Scenario 4: Restoring Mailboxes with the Mailbox Recovery Wizard

Note: Restore steps, such as setting the Time Navigation period, configuring the restore
parameters, viewing restore information, common to all Tina applications are described at
length in the Tina Restore Documentation. Only the aspects specific to Tina for Exchange
Server are discussed in the present documentation.
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Principles
Tina for Exchange Server enables you to restore all information in the Exchange Server
databases in a simple and quick way.

You can recover a database that was deleted during a mishandling or a disk crash, but also
restore a previous version of an existing database from any given date.

Note: The Exchange Server database format may change with the version of Exchange
Server. As a result, you can only restore a database to an identical version of Exchange
Server.

Restore & Archive Manager
The Restore & Archive Manager enables you to restore the data you previously backed up. It
includes a file tree that displays the Exchange Server databases and their status at a given time
(Present or Past).

This image shows the contents of an Exchange Server in the present:

Note: If you are using a Tina version prior to patch 4168, the directories containing the logs
are only displayed if you are in the Past or if you select the option Show deleted files.

This table explains the colors of the symbols located on the left of the Exchange object icons:
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Exchange Server Object
Present Past

GreyGreen Red

Directory Service started Service stopped Backed up directory

File - - Backed up file

Synchronizer
Database restore is performed with the Synchronizer object.

The Synchronizer object sets the date in the Restore & Archive Manager to the date of the
backup version you selected, and displays all the backup files required for the restore.

Multiple Backup Strategies
Displaying multiple backup strategies in the Restore & Archive Manager may result in restoring
inconsistent data.

To restore consistent data, you must limit the display to a single strategy:
1. Select the backup strategy A, B, C or D. Do not select All. All unnecessary nodes are

removed from the Restore & Archive Manager.
2. Select the version you want to restore.
3. Proceed with the restore.

Note: The strategy selection is also taken into account when using the Mailbox Recovery
Wizard. See Scenario 4: Restoring Mailboxes with the Mailbox Recovery Wizard for details.

Mailbox Prerequisites for Restore
Information on mailbox properties is stored in the Windows Active Directory (not in the Exchange
databases).

As a result, if you want to restore the contents of a mailbox, you must first make sure that the
mailbox is restored with the same properties than those it had at backup time. For instance, a
mailbox that is deleted and manually recreated does not have the same properties.

To avoid this, you should use the mailbox reconnection operation, then restore the mailbox
contents with Tina for Exchange Server.

Exchange 2010. For details on disconnected mailboxes, see http://technet.microsoft.com/en-
us/library/bb232039(v=exchg.141).aspx.

Exchange 2013. For details on disconnected mailboxes, see http://technet.microsoft.com/en-
us/library/bb232039.aspx.

Mailbox Options for Restore
The Mailbox Recovery feature enables you to restore one or several mailboxes using the restore
of the database to a Recovery database:
• If the TINA_X2K_RECOVERYDB variable is set to yes, the mailbox database is first restored to

a recovery database and then the selected mailboxes are restored depending on whether
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the mailbox options for restore are selected or not. See the table below for restore
scenarios.

• If the TINA_X2K_RECOVERYDB variable is set to no (default value), the whole database is
restored to its original location whatever the mailboxes and the mailbox options for restore
you select. See Scenario 1: Restoring the Databases to their Original Locations for details.

You can define the mailbox options for restore setting these environment variables:
• TINA_X2K_RESTORE_SELECTED_MBX=yes. Restores the selected mailboxes from the

mailbox database.
• TINA_X2K_RESTORE_MBX_APART=yes. Restores the selected mailboxes in a folder named

Recovered data.

For details on these environment variables, see Environment Variables List.

This table describes the restore scenarios (with the TINA_X2K_RECOVERYDB variable set to yes)
depending on whether the mailbox options for restore are selected or not:

TINA_X2K_RESTORE_MBX_
APART=yes

TINA_X2K_RESTORE_MBX_
APART=no

TINA_X2K_
RESTORE_
SELECTED_
MBX=no

• The mailbox database is restored to a
recovery database and mailboxes
are not recovered.
See Scenario 2: Restoring a Mailbox
Database to a Recovery Database
without Mailbox Recovery for details.

• The mailbox database is restored
to a recovery database and
mailboxes are not recovered.
See Scenario 2: Restoring a
Mailbox Database to a Recovery
Database without Mailbox
Recovery for details.

TINA_X2K_
RESTORE_
SELECTED_
MBX=yes

• The mailbox database is restored to a
recovery database and the contents
of the selected mailboxes is restored
to a folder named "Recovered
data".
See Scenario 3: Restoring a Mailbox
Database to a Recovery Database
with the Mailbox Recoveryfor details.

This case corresponds to the Copy Data
option in the Mailbox Recovery Wizard.

• The mailbox database is restored
to a recovery database and the
contents of the selected
mailboxes is restored to their
original locations.
See Scenario 3: Restoring a
Mailbox Database to a Recovery
Database with the Mailbox
Recoveryfor details.

This case corresponds to the Merge
Data option in the Mailbox Recovery
Wizard.

Logs Copy at Restore
When you perform a restore, the current log directory is emptied and logs are copied to the new
TnBakLogs subdirectory. This mechanism enables you to use specific tools such as Powershell
to replay these logs and to manually mount the databases.

This directory can be removed once you have mounted the databases.

Note: This mechanism is not supported for restores in a recovery database.
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Operation to Perform Before Any Database Restore
Perform this operation in Exchange Server before restoring a database.

To allow database restore in Exchange 2010

Note: Verify that the Exchange Server services are started. If not, start them.

1. Run the Exchange Management Console by selecting Start   All Programs   Microsoft
Exchange Server 2010   Exchange Management Console.

2. In the navigation tree on the left, select Organization Configuration   Mailbox.
3. In the middle pane, right-click a mailbox database and select Properties.
4. In the Maintenance tab, select the This database can be overwritten by a restore check box.

This is the Maintenance tab:

5. Click OK to validate.

Note: Repeat this operation for each restore operation since the box is systematically
unselected after a restore.

To allow database restore in Exchange 2013

Note: Verify that the Exchange Server services are started. If not, start them.

1. In your browser, enter the URL of the Exchange Administration Center:

https://<CASServerName>/ecp
2. In the Feature pane, click Servers and select your server in the list.
3. Click the Databases tab and select the mailbox database to restore.
4. Click the Edit button. The Mailbox Database window opens.
5. In the Maintenance tab, select the This database can be overwritten by a restore option.

This is the Maintenance tab:
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6. Click Save to validate.

Note: Repeat this operation for each restore operation since the box is systematically
unselected after a restore.

Scenario 1: Restoring the Databases to their Original
Locations
When databases are restored to their original locations, the current databases are overwritten by
the restored databases. They cannot be accessed while they are being restored.

Restoring only one database also enables the other databases to continue functioning during the
restore.

To restore databases to their original locations

First Step: in Exchange Server

See Operation to Perform Before Any Database Restore for details.

Second Step: In the Restore & Archive Manager.
1. In the Restore & Archive Manager, select Backup   Strategy and select the strategy of the

backed up objects you wish to restore.
2. Select the Synchronizer object.
3. Select Tree   Selected Objects   Versions. The Synchronizer in the Versions in Time

window opens. It contains the list of full and incremental backups.
4. Select a backup in the list.

Note: Due to Exchange Server logging mode, the only incremental backups that you
can restore by replaying the current logs are those following the latest full backup.

5. Click Synchronize. The file tree is updated. The list of all the objects required for the restore
opens.
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6. Select all files (i.e., the meta-directory of the databases and their logs directories) by
selecting the check box to the left of the objects to restore.

7. Select Restore   Run to restore the selected files. The Restore window opens.
8. Click OK. The restore is performed.

Exchange 2010. Third Step: Back to Exchange Server.

l Mount the database.

Note: It is not necessary to perform this operation in Exchange 2013. The database is
automatically mounted.

For details on mounting a database, see http://technet.microsoft.com/en-
us/library/bb123587.aspx.

Best Practices
• Use the $TINA_HOME\Adm\proxy_debug log file to troubleshoot incidents related to the

Proxy Archiver feature.
• Perform these operations if the restore fails with this error message:

Error 2013/04/10 09:42:49 172 tina_daemon_clt TN_XCH:x2k10_CleanLogsDir
[3132] qaxch2k13 Failed to remove C:\Program
Files\Microsoft\ExchangeServer\V15\Mailbox\DBQAbgn3_basic\CD4DFAED-3D46-
45E8-89CE-61541F4AC56112.10.Single. This may block the remounting of the
database. Check the permissions or remove the file by hand.
a. Stop and disable the Microsoft Exchange Search Host Controller service.
b. Perform the restore.
c. Restart the Microsoft Exchange Search Host Controller service.

• Use the Get-MailboxRestoreRequest cmdlet to check the restore request status if you
think your data has not been correctly restored in the Restore & Archive Manager file tree.
The cmdlet indicates whether the request is complete, in-progress or in queue.
Exchange 2010. For details on the Get-MailboxRestoreRequest cmdlet, see
http://technet.microsoft.com/en-us/library/ff829907(v=exchg.141).aspx.
Exchange 2013. For details on the Get-MailboxRestoreRequest cmdlet, see
http://technet.microsoft.com/en-us/library/ff829907.aspx.

Scenario 2: Restoring a Mailbox Database to a Recovery
Database without Mailbox Recovery
Tina uses the recovery database feature of Exchange Server. The recovery database is a
specific mailbox database that enables you to mount a restored mailbox database and extract
data from it as part of a recovery operation.

Exchange 2010. For details on the recovery database, see http://technet.microsoft.com/en-
us/library/dd876954(v=exchg.141).aspx.

Exchange 2013. For details on the recovery database, see http://technet.microsoft.com/en-
us/library/dd876954.aspx.

To restore a mailbox database to a Recovery Database without mailbox recovery

First Step: in Exchange Server
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See Operation to Perform Before Any Database Restore for details.

Second Step: in Tina
1. In the Web Administration, right click the Tina for Exchange Server application and select

Application Details.
2. In the Properties tab, expand the Environment Variables area.
3. Set these variables:

• TINA_X2K_RECOVERYDB=yes to restore the mailbox database to a recovery database.
• TINA_X2K_RESTORE_SELECTED_MBX=no not to recover all the mailboxes (no mailbox

extraction).

Note: If you want to restore the recovery database and the log files to directories
different from the default directory, set the TINA_X2K_RDB_RESTO_PATHS variable to
directories that do not already exist.

For details on these variables, see Environment Variables for Exchange Server for Vault
Backup.

4. Launch the Restore & Archive Manager on your Tina for Exchange Server application.
5. Select Backup   Strategy and select the strategy of the backed up objects you want to

restore.
6. Select the Synchronizer object.
7. Select Tree   Selected Objects   Versions. The Synchronizer Time Versions window

opens. It contains the list of full and incremental backups.
8. Select the backup you want to restore in the list.

Note: Due to Exchange Server logging mode, the only incremental backups that you
can restore by replaying the current logs are those following the latest full backup.

9. Click Synchronize. The file tree is updated. The list of all the objects required for the restore
opens.

10. Select the mailbox database to restore by checking the box left to it.
11. Select Restore   Run to restore the selected files. The Restore window opens.
12. Click OK.

A new recovery database called rdb_your_database_name has been created in Exchange
Server.

Note: In the restore parameters, you do not need to modify the Other directory option: the
restore is automatically performed to the recovery database.

Additional Step: To restore a mailbox In Exchange Server

Note: Note that while you are recovering the mailboxes, the original database is still running
and can be accessed.

l Exchange 2010. Use the Restore-Mailbox cmdlet in the shell to extract data from the
newly created recovery database.

For details on restoring data from a recovery database, see http://technet.microsoft.com/en-
us/library/ee332351(v=exchg.141).aspx and http://technet.microsoft.com/en-
us/library/bb125218.aspx.

Tina for Exchange Server 2010-2013 36

Vault Backup and Restore

http://technet.microsoft.com/en-us/library/ee332351(v=exchg.141).aspx
http://technet.microsoft.com/en-us/library/ee332351(v=exchg.141).aspx
http://technet.microsoft.com/en-us/library/bb125218.aspx
http://technet.microsoft.com/en-us/library/bb125218.aspx


Once you have recovered your data, you may delete the recovery database by removing it
from the Exchange Management Console and by deleting manually all its files in Windows
Explorer.

For details on removing a recovery database, see http://technet.microsoft.com/en-
us/library/aa997931(v=exchg.141).aspx.

l Exchange 2013. Use the New-MailboxRestoreRequest cmdlet in the shell to extract
data from the newly created recovery database.

For details on restoring data from a recovery database, see http://technet.microsoft.com/en-
us/library/ee332351.aspx and http://technet.microsoft.com/en-us/library/ff829875.aspx.

Once you have recovered your data, you may delete the recovery database by using the
Remove-MailboxDatabase cmdlet in the shell and by deleting manually all its files in
Windows Explorer.

For details on removing a recovery database, see http://technet.microsoft.com/en-
us/library/aa997931.aspx.

Best Practices
• Use the $TINA_HOME\Adm\proxy_debug log file to troubleshoot incidents related to the

Proxy Archiver feature.
• Use the Get-MailboxRestoreRequest cmdlet to check the restore request status if you

think your data has not been correctly restored in the Restore & Archive Manager file tree.
The cmdlet indicates whether the request is complete, in-progress or in queue.
Exchange 2010. For details on the Get-MailboxRestoreRequest cmdlet, see
http://technet.microsoft.com/en-us/library/ff829907(v=exchg.141).aspx.
Exchange 2013. For details on the Get-MailboxRestoreRequest cmdlet, see
http://technet.microsoft.com/en-us/library/ff829907.aspx.

Scenario 3: Restoring a Mailbox Database to a Recovery
Database with the Mailbox Recovery
Tina uses the recovery database feature of Exchange Server. The recovery database is a
specific mailbox database that enables you to mount a restored mailbox database and extract
data from it as part of a recovery operation.

Exchange 2010. For details on the recovery database, see http://technet.microsoft.com/en-
us/library/dd876954(v=exchg.141).aspx.

Exchange 2013. For details on the recovery database, see http://technet.microsoft.com/en-
us/library/dd876954.aspx.

You can restore one or several mailboxes using the database restore to a recovery database
(with the TINA_X2K_RESTORE_SELECTED_MBX environment variable set to yes) and choose to
restore the mailbox contents either to its original location (with the TINA_X2K_RESTORE_MBX_
APART environment variable set to no) or to a folder named "Recovered data" (with the TINA_
X2K_RESTORE_MBX_APART environment variable set to yes).
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To restore a mailbox database to a Recovery Database with mailbox recovery

First Step: in Exchange Server

See Operation to Perform Before Any Database Restore for details.

Second Step: in Tina
1. In the Web Administration, right click the Tina for Exchange Server application and select

Application Details.
2. In the Properties tab, expand the Environment Variables area.
3. Set these variables:

• TINA_X2K_RECOVERYDB=yes to restore the mailbox database to recovery database.
• TINA_X2K_RESTORE_SELECTED_MBX=yes to recover all the selected mailboxes

(mailbox extraction).
• TINA_X2K_RESTORE_MBX_APART=no to restore the mailbox contents to their original

location.
Or
TINA_X2K_RESTORE_MBX_APART=yes to restore the mailbox contents to the
"Recovered data" folder.

Note: If you want to restore the recovery database and the log files to directories
different from the default directory, set the TINA_X2K_RDB_RESTO_PATHS variable to
directories that do not already exist.

For details on these variables, see Environment Variables for Exchange Server for Vault
Backup.

4. Launch the Restore & Archive Manager on your Tina for Exchange Server application.
5. Select Backup   Strategy and select the strategy of the backed up objects you want to

restore.
6. Select the Synchronizer object.
7. Select Tree   Selected Objects   Versions. The Synchronizer Time Versions window

opens. It contains the list of full and incremental backups.
8. Select the backup you want to restore in the list.

Note: Due to Exchange Server logging mode, the only incremental backups that you
can restore by replaying the current logs are those following the latest full backup.

9. Click Synchronize. The file tree is updated. The list of all the objects required for the restore
opens.

10. Select the mailbox database and mailboxes to restore by checking the box left to them.
11. Select Restore   Run to restore the selected files. The Restore window opens.
12. Click OK.

A new recovery database called rdb_your_database_name has been created in Exchange
Server.

Note: In the restore parameters, you do not need to modify the Other directory option: the
restore is automatically performed to the recovery database.

Additional Step: To restore a mailbox In Exchange Server
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Note: Note that while you are recovering the mailboxes, the original database is still running
and can be accessed.

l Exchange 2010. Use the Restore-Mailbox mdlet in the shell to extract data from the
newly created recovery database.

For details on restoring data from a recovery database, see http://technet.microsoft.com/en-
us/library/ee332351(v=exchg.141).aspxand http://technet.microsoft.com/en-
us/library/bb125218.aspx.

Once you have recovered your data, you may delete the recovery database by removing it
from the Exchange Management Console and by deleting manually all its files in Windows
Explorer.

For details on removing a recovery database, see http://technet.microsoft.com/en-
us/library/aa997931(v=exchg.141).aspx.

l Exchange 2013. Use the New-MailboxRestoreRequest cmdlet in the shell to extract
data from the newly created recovery database.

For details on restoring data from a recovery database, see http://technet.microsoft.com/en-
us/library/ee332351.aspx and http://technet.microsoft.com/en-us/library/ff829875.aspx.

Once you have recovered your data, you may delete the recovery database by using the
Remove-MailboxDatabase cmdlet in the shell and by deleting manually all its files in
Windows Explorer.

For details on removing a recovery database, see http://technet.microsoft.com/en-
us/library/aa997931.aspx.

Best Practices
• Use the $TINA_HOME\Adm\proxy_debug log file to troubleshoot incidents related to the

Proxy Archiver feature.
• Use the Get-MailboxRestoreRequest cmdlet to check the restore request status if you

think your data has not been correctly restored in the Restore & Archive Manager file tree.
The cmdlet indicates whether the request is complete, in-progress or in queue.
Exchange 2010. For details on the Get-MailboxRestoreRequest cmdlet, see
http://technet.microsoft.com/en-us/library/ff829907(v=exchg.141).aspx.
Exchange 2013. For details on the Get-MailboxRestoreRequest cmdlet, see
http://technet.microsoft.com/en-us/library/ff829907.aspx.

Scenario 4: Restoring Mailboxes with the Mailbox Recovery
Wizard
The Mailbox Recovery Wizard enables you in a few steps to recover mailbox items from
Exchange database backups or from an existing recovery database. It automatically:
• Creates a recovery database or customizes an existing one.
• Restores backed up databases to the recovery database.
• Copies or merges mailbox data from the recovery database to current user mailboxes.
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The wizard supports backups of the Tina for Exchange Server application performed in earlier
versions of Tina (prior to Tina 4.2 SP4).

Note: The Mailbox Recovery Wizard uses the display names to list mailboxes.

Prerequisite
Before performing a restore with the Mailbox Recovery Wizard, make sure you have the
Platforms (declare, modify and delete) permission in the Web Administration.

For details on user rights, see the Tina Administration Documentation.

Mailbox Recovery Wizard Limitations
These are the Mailbox Recovery Wizard limitations:
• You cannot launch the wizard remotely. You must launch the wizard on the local platform,

i.e., on the Exchange Server where you want to restore mailboxes.
• If you use the Mailbox Recovery Wizard to restore an archive mailbox, it is restored into the

Recovered Data folder of the user’s mailbox.
• The remote use of the wizard from aWindows platform of the same domain only works if

the remote platform is itself hosting an Exchange Server.
• The use of recovery databases created with other tools is not supported.

Note: Please verify that the Exchange Server is accessible by FQDN (Fully Qualified
Domain Name) from the Tina server if the wizard fails to run.

If you want to restore the mailbox database and/or its mailboxes to a location other than the
original one, see Scenario 2: Restoring a Mailbox Database to a Recovery Database without
Mailbox Recovery or Scenario 3: Restoring a Mailbox Database to a Recovery Database with the
Mailbox Recovery.

To restore mailboxes from a vault backup

1. Open the Restore & Archive Manager on your Tina for Exchange Server application.
2. Select Backup   Strategy and select the strategy of the backed up objects you want to

restore.
3. Select Restore   Mailbox Recovery Wizard.
4. In the Mailbox Selection window, select a vault backup on the left pane according to the

date and the time it was performed.
5. Select the mailbox(es) or the entire database you want to recover on the right pane.

This image shows the list of mailboxes selected for restore:
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• You can select mailboxes in only ONE database per restore operation.

• Regardless of how many mailboxes you select, the entire mailbox
database is recovered from the vault backup to the recovery database.

6. In the Recovery Database Preparation window, click Browse to select a folder for the
recovery database or click Next to use the default one.
This image shows the selection of the location of the recovery database:

• Do not specify an existing folder.

• The recovery database can be created only on the server where the
backed up databases are located.

7. If a recovery database has been previously defined, a message box prompts you to delete it
before any restore operation. For details on this procedure, see the Exchange Server
documentation.
This image shows the Deletion message box:
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8. In the Mailbox Recovery Options window, select the restore method.
This image shows the Mailbox Recovery Options window:

9. Select the restore method between:
• Merge Data. The missing data is recovered to the users’ mailbox.
• Copy Data. The missing data is recovered to a Recovered Data folder that is created

automatically in the users’ mailbox.
If needed, select the check box Process messages created or modified since and select a
date in the calendar to recover only the data created, sent or received from this specific
date.

Note: If you restore a personal archive (Exchange 2010) or an archive mailbox
(Exchange 2013), data is restored into the Recovered Data folder of the user mailbox,
regardless of the option you chose, Merge Data or Copy Data.

10. In the Database Restore window, a progress bar indicates the .edb and .log files that are
being restored to the recovery database.
This image shows the Database Restore window:
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11. The Mailbox Restore window opens and a progress bar indicates the mailboxes that are
being restored to the recovery database.
This image shows the Mailbox Restore window:

12. In the Mailbox Recovery Completed window, select the option Clean up the Recovery
Database by dismounting and deleting all database files if you want to delete the recovery
database automatically when you close the wizard.
This image shows the Mailbox Recovery Completed window:
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13. Click Finish to close the wizard.
14. Once you have recovered your data, you may delete the recovery database by removing it

from the Exchange Management Console (Exchange 2010) or the Exchange
Administration Center (Exchange 2013) and by deleting manually all its files in Windows
Explorer.

To restore mailboxes from a recovery database

1. In the Restore & Archive Manager, select Restore   Mailbox Recovery Wizard.
2. In the Mailbox Selection window, select the Recovery Database on the left pane.
3. Select the mailbox(es) or the entire database you want to recover on the right pane.

This image shows the Mailbox Selection window:

4. Select the restore method between:
• Merge Data. The missing data is recovered to the users’ mailbox.
• Copy Data. The missing data is recovered to a Recovered Data folder that is created

automatically in the users’ mailbox.
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5. If needed, select the check box Process messages created or modified since and select a
date in the calendar to recover only the data created, sent or received from this specific
date.
This image shows the Mailbox Recovery Options window:

6. In the Mailbox Restore window, a progress bar indicates the mailboxes that are being
restored from the recovery database.
This image shows the Mailbox Restore window:

7. Once the recovery is completed, select the check box Clean up the Recovery Database by
dismounting and deleting all database files if you want to delete automatically the recovery
database when you close the wizard.
This image shows the Mailbox Recovery Completed window:
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8. Click Finish to close the wizard.
9. Once you have recovered your data, you may delete the recovery database by removing it

from the Exchange Management Console (Exchange 2010) or the Exchange
Administration Center (Exchange 2013) and by deleting manually all its files in Windows
Explorer.

Best Practices
These are the best practices to follow to use the Mailbox Recovery Wizard:
• For better recovery performances, launch the Mailbox Recovery Wizard locally on the

Exchange server where the mailboxes to recover are located.
• Use the $TINA_HOME\Adm\proxy_debug log file to troubleshoot incidents related to the

Proxy Archiver feature.
• Use the Get-MailboxRestoreRequest cmdlet to check the restore request status if you

think your data has not been correctly restored in the Restore & Archive Manager file tree.
The cmdlet indicates whether the request is complete, in-progress or in queue.
Exchange 2010. For details on the Get-MailboxRestoreRequest cmdlet, see
http://technet.microsoft.com/en-us/library/ff829907(v=exchg.141).aspx.
Exchange 2013. For details on the Get-MailboxRestoreRequest cmdlet, see
http://technet.microsoft.com/en-us/library/ff829907.aspx.
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CHAPTER4-Brick-Level Backup and Restore
Tina for Exchange Server provides backup and restore of each brick of Exchange data
information. All Exchange mail data including messages, tasks, contacts, calendar,
appointments, notes, etc. contained in the Mailboxes meta-directories can be backed up and
restored individually without stopping the databases and without disconnecting the user.

This topic contains these topics:
• Supported Databases.
• Limitations.
• Permissions.
• Backup Configurations.
• Backup Selections.
• Restore Scenarios.

Supported Databases
This topic describes the databases supported by Tina for Exchange Server for the Brick-Level
backup and restore and contains these topics:
• Exchange 2010.
• Exchange 2013.

Exchange 2010
This is the list of databases supported by Tina for Exchange Server 2010 brick-level backup and
restore:
• Standard mailbox databases. See Information Store for details.
• Personal Archives. See Personal Archives for details.

Exchange 2013
This is the list of mailbox databases supported by Tina for Exchange Server 2013 brick-level
backup and restore:
• User’s mailboxes. See Managed Store for details.
• Archive mailboxes. See In-Place Archiving for details.

Note: You can restore individual components (emails, Notes, calendar items) from User or
Archive mailboxes.

Limitations
These are the limitations to brick-level backup and restore:
• If you use the Proxy Archiver feature in Brick-Level mode, backups are not delegated to the

Proxy Archiver but to the Tina for Exchange Server agent.
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• Exchange 2010. Public Folders are backed up with the Vault mode. However, Public
Folders cannot be restored individually.

• Exchange 2010. During brick-level restores, the objects of personal archives can only be
restored to the Online Archive folder of the user’s mailbox.
Exchange 2013. During brick-level restores, the objects of archive mailboxes can only be
restored to the Online Archive folder of the user’s mailbox.

Permissions
This topic describes the permissions needed to perform the Brick-Level backup and restore and
contains these topics:
• Exchange 2010.
• Exchange 2013.

Exchange 2010
To perform brick-level backups and restores, the Tina user must be part of the Organization
Management role group.

For details on Organization Management, see http://technet.microsoft.com/en-
us/library/dd335087(v=exchg.141).aspx.

Exchange 2013
To perform brick-level backups and restores, the Tina user must be part of the Organization
Management role group.

For details on Organization Management; see http://technet.microsoft.com/en-
us/library/dd335087.aspx http://technet.microsoft.com/en-us/library/dd335087.aspx.

To use brick-level protection, Exchange Impersonation must be configured for the Exchange
account used in the Tina for Exchange Server application.

The procedure below shows how to configure Exchange Impersonation to enable a service
account to impersonate all other users in an organization.

For details on assigning impersonation to specific users, see http://msdn.microsoft.com/en-
us/library/bb204095.aspx.

To configure Exchange Impersonation for all users in an organization

1. Open the Exchange Management Shell.
2. Run the New-ManagementRoleAssignment cmdlet to add the permission to impersonate

to the specified user.
3. Enter the following parameters:

New-ManagementRoleAssignment
–Name:ImpersonationAssignmentName
–Role:ApplicationImpersonation –User:ServiceAccount
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Backup Configurations
This topic describes the backup configurations and contains these topics:
• Principles.
• Configuration 1: Brick-Level Backup.
• Configuration 2: Brick-Level Backup with Indexing Database Option (Exchange 2010 only).

Principles
Configuring Tina for Exchange Server for automatic brick-level backup consists of these steps:
• Creating and enabling a host with the machine hosting Tina for Exchange Server
• Creating and enabling an Tina for Exchange Server application
• Creating a Backup Selection
• Creating or editing a Media Pool
• Defining a Backup Schedule

Note: The configuration steps above are common to all Tina applications and are described
at length in the Tina Administration Documentation. Only the aspects specific to Tina for
Exchange Server are discussed in the present documentation.

Creating a Tina for Exchange Server Application
Create one application for each backup type: one for vault backups and one for brick-level
backups.

To create a Tina for Exchange Server application

1. Connect to the Web Administration and expand your catalog in the Tina Explorer.
2. Select Platforms   Applications. The Applications pane opens.
3. Click the New Application button to launch the Application Creation Wizard.
4. Fill in the fields as described below.
5. Check the Summary of the application parameters carefully and click Finish to create the

application.
6. If the application has been created successfully, click Close to exit the Application Creation

Wizard. The newly created application appears in the list of applications.
Or
If the application creation fails, read the error messages to solve the problem.

7. Select the application you have just created in the list and click the Enable Application
button to create the application.

Tina for Exchange Server Application Parameters
This table describes all the parameters to define when creating a Tina for Exchange Server
Application.
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Parameter Description

Host Selection Select the host to which the application is connected.

General Information.

Application
Name

Enter the name of the new application. The application name is the name
given to the application backup folder. It can be edited at a later date if
needed without losing backups.

Each application must be given a different name.

Application Type Select the Exchange Server application.

Application
Version

Select the version of the Exchange Server application.

Comment Optional. Enter a comment describing the application.

Exchange Server Indexing Configuration (Exchange 2010 only).

Activate
Indexing

Select the Activate Advanced Indexing Database check box if you want to
search for Exchange mail data through message attributes such as
subject, sender, recipient, received date, etc.

Without this option, the search is only performed through the message
subject. The Advanced Indexing can be disabled using the TINA_X2K_
INDEXING variable.

The Indexing Database option is only available with brick-level backups.

Database Path Enter the absolute path of the directory where you want to store the
indexing database.

You must use the Tina syntax to specify the database path. If you want to
specify d:\Temp, you must enter /d/Temp.
The Db_index directory is created and contains the indexing database.

User Information.

User Name Enter the user name with the format domain_name\user_name.

This user must be part of the Organisation Management group in
Exchange Server or must have Exchange Administrator permissions in
the previous versions of Exchange Server.

Password and
Confirm
Password

Provide the user password and confirm it.

If Tina is unable to connect to the Exchange database due to a connection
error (incorrect user name or password) it cannot perform any backup or
restore.
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Parameter Description

Environment Variables.

Path to the
Exchange Server
Dynamic Library

Enter the relative or absolute path to the Exchange Server module DLL on
the client machine hosting the Exchange Server. The default value is
libtina_x2k.dll.

Optional
Environment
Variables

To add an optional variable:

1. Click Add and select Add an optional environment variable.

2. Select the variable in the Name tab. The variable definition appears in
the Details tab.

3. Click Apply and Close.

4. Enter the variable value in the Value column. The number of defined
optional variables is specified in the list (i.e., Optional (3/13)).

If you do not remember which value you can enter, point your mouse on
the variable name to display a pop-up containing information on the
variable.
To edit an optional variable:

1. Click the variable value in the list.

2. Enter the new variable value.

To remove an optional variable:

• Select the variable in the list and click Remove.
For a detailed list of all the environment variables available for the
Exchange Server application, see Environment Variables List.

You can also set environment variables using the Restore & Archive
Manager.

User Defined
Environment
Variables

A user defined variable is a variable that does not appear in the existing
variable list.

To add a user defined variable:

1. Click Add and select Add a user defined environment variable. An
empty field appears in the list of user defined variables.

2. Enter the name of the variable in the Name column.

3. Enter the value of the variable in the Value column.

For details on the Indexing Database option, see Configuration 2: Brick-Level Backup with
Indexing Database Option (Exchange 2010 only).
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Configuration 1: Brick-Level Backup
Note: SER (Single Email Restore) is replaced with Brick-Level Backup. This change only
applies to the terminology used in this documentation, not to the product behavior. Single
objects are backed up and restored the same way as before.

For a definition of Brick-Level Backup, see Basic Notions.

To perform a brick-level backup

1. Create a Tina for Exchange Server application.
See Creating a Tina for Exchange Server Application for details.

2. Set these variables:
• TINA_APP_LIB_PATH=libtina_x2k.dll
• TINA_X2K_SER=ON
• TINA_X2K_INDEXING=OFF
• TINA_X2K_STORES=OFF

Best Practices
These are the best practices to use brick-level backup:
• For the most complete protection from hardware or system failures, virus infection,

configure both types of backups:
– Vault.
– Brick-Level.
See Vault Backup and Restore for details.

• If you are concerned only about lost messages or deleted mailboxes, configure a brick-
level backup.

Configuration 2: Brick-Level Backup with Indexing Database
Option (Exchange 2010 only)
For a definition of Brick-Level Backup and Advanced Indexing Database, see Basic Notions.

To perform a brick-level backup with the Indexing Database option

1. Create a Tina for Exchange Server 2010 application.
See Creating a Tina for Exchange Server Application for details.

2. Set these variables:
• TINA_APP_LIB_PATH=libtina_x2k.dll
• TINA_X2K_SER=ON
• TINA_X2K_STORES=OFF

3. Install the Tina Advanced Indexing Database option on the Tina Server.
See To check the host name consistency (Unix server with alias only) and To install Tina
Advanced Indexing Database for details.

Best Practices
These are the best practices to use brick-level backup with the Indexing Database:
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• Use the Indexing Database option if you want to search for Exchange mail data through
messages attributes, such as Subject, Sender, Recipient, Received date and presence of
attachment.

• Set the TINA_X2K_INDEXING variable to OFF if you do not want to search through basic
message attributes.

• Do not forget to back up the Indexing Database: check that the TINA_SDB_SKIP_INDEX
variable is set to OFF in the Catalog application.
See Backing up and Restoring the Indexing Database Option for details.

Installing the Indexing Database Option

Prerequisites on Unix

If the Tina server is located on a Unix system, check whether there is an alias defined in the
/etc/host file for the machine. If there is an alias, follow the procedure To check the host name
consistency (Unix server with alias only) before installing the Advanced Indexing Database
feature.

To check the host name consistency (Unix server with alias only)

1. On the Tina server, open a shell and enter the hostname command. The name of the local
machine is returned (e.g., milady, or milady.orsay.atempo.fr).

2. Edit the /etc/host file and check whether the different names are in the correct order. The
order should be: ip_address hostname other_alias.
Where: hostname is the name returned by the hostname command.

3. If necessary, modify the file to conform to the correct order (hostname in the first position). If
the order is incorrect, Tina is not able to connect to the indexing database. This is a
PostgreSQL limitation.

To install Tina Advanced Indexing Database

l Install the Advanced Indexing Database option when you create the Tina for Exchange
Server 2010 application with the Application Creation Wizard. Specify the parameters in
the Exchange Server Indexing Configuration window.

See Creating a Tina for Exchange Server Application for details.

Note: You can configure the Exchange Server Indexing option later by editing the
Settings tab of the Tina for Exchange Server 2010 Application Details window.

Backing up and Restoring the Indexing Database Option

Catalog Application

If Tina Advanced Indexing Database is installed, the Index meta-directory is present in the file
tree of the Catalog application and is backed up during catalog backups.
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To back up the Indexing Database with the Catalog application

l Check that the TINA_SDB_SKIP_INDEX variable of the Catalog application is set to OFF. If
this variable is set to ON, the Indexing Database is not backed up.

To restore the Indexing Database with the Catalog application

1. Open the Catalog application.
2. Select the check box next to meta-file /Index/x2k_index in order to restore the Indexing

Database without restoring the whole catalog.
This image shows the x2k_index object:

For details on the Catalog application, see the Tina Administration Documentation.

Command Mode

To back up the indexing Database in command mode

l Use the tina_odbsave command followed by the option -index_dir.

To restore the indexing Database in command mode

l Use the command tina_init option 2 (restore a backed up catalog), then option 4
(restore an index) in order to restore the Indexing Database without restoring the
whole catalog.

Note: At the end of the restore, these errors may be displayed in the logs:

ERROR: index "__exchindex_index" does not exist
ERROR: relation "public.__exchindex" does not exist
ERROR: relation "public.__exchindex" does not exist
ERROR: sequence "__exchindex_oid_seq" does not exist
ERROR: table "__exchindex" does not exist

These errors have no impact on the success of the restore and can be ignored.

For details on tina_odbsave and tina_init commands, see the Tina Command Line Interface
Documentation.

Backup Selections
This topic describes the backup selections and contains this topic:
• Best Practices.
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A backup selection indicates the data to be backed up. You can define backup selections in the
Web Administration or in the Restore & Archive Manager.

A default backup selection is automatically set on the root of the meta-tree so as to back up all the
Exchange mail data.

This default backup selection has these settings:
• It is associated with all the backup strategies.
• No filter is set.
• No time phase is excluded.
• The data format is compressed and not encoded.

You can create additional backup selections by selecting these objects:
• Organizational units (OU)
• Individual mailboxes
• Individual Inboxes, etc

In this example, all the mailboxes of users belonging to the EMEA department are backed up, as
well as the Inbox of John Dow.

This image shows the backup selections in the Restore & Archive Manager:

Best Practices
These are the best practices to define backup selections:
• To back up all mailboxes, define a backup selection on the Mailboxes meta-directory rather

than using the default backup selection on the root meta-directory.
• If you have an email spam filter software installed, it has likely created a custom “junk mail”

or “spammail” folder for each scanned mailbox. Since this folder contains nonessential
email, you can define exclusion filters in your backup selection to prevent the backup of
junk mail.

For details on backup selections, see the Tina Administration Documentation.
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Restore Scenarios
The restore of Exchange mail data takes place in the Restore & Archive Manager. Prior to
restoring Exchange mail data, make sure that the corresponding user is present in the Active
Directory and that the mailbox is active.

• In the restore scenarios,messages refers to all types of Exchange mail data,
including emails, contacts, tasks, notes, etc.

• To use the restore scenarios you must have configured brick-level backup for
the mailbox containing the message you want to restore. See Backup
Configurations for details.

This topic describes the principles and presents these Brick-level restore scenarios:
• Principles.
• Scenario 1: Restoring a Message to its Original Location.
• Scenario 2: Restoring a Message to Another Location (Exchange 2010 only).

Note: The restore steps (Time Navigation period, configuring restore parameters, viewing
restore information, etc.) which are common to all Tina applications are described at length
in the Tina Restore Documentation. Only the aspects specific to Tina for Exchange Server
are discussed in the present documentation.

Principles
Tina for Exchange Server enables you to restore Exchange mail data in a simple and quick way.

You can recover a message that was deleted during a mishandling or a disk crash, but also
restore from any given date.

Restore & Archive Manager
The Restore & Archive Manager enables you to browse backed up data. It includes a file tree
showing the Exchange Server individual mailboxes and message status at a given time (Present
or Past).

This image shows the content of an Exchange Server in the Restore & Archive Manager:
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This table explains the colors of the symbols located on the left of the Exchange object icons:

Exchange Server Object
Present Past

GreyGreen Red

Directory Service started Service stopped Backed up directory

File - - Backed up file

Multiple Backup Strategies
Displaying multiple backup strategies in the Restore & Archive Manager may result in restoring
inconsistent data.

To restore consistent data, you must limit the display to a single strategy:
1. Select the version you want to restore.
2. Select the backup strategy A, B, C or D. The All option must not be selected.

All unnecessary nodes are removed from the Restore & Archive Manager.
3. Proceed with the restore.

Mailbox Prerequisites for Restore
Information on mailbox properties is stored in the Windows Active Directory (not in the Exchange
databases).
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As a result, if you want to restore the contents of a mailbox, you must first make sure that the
mailbox is restored with the same properties than those it had at backup time. For instance, a
mailbox that is deleted and manually recreated does not have the same properties.

To avoid this, you should use the mailbox reconnection operation, then restore the mailbox
contents with Tina for Exchange Server.

Exchange 2010. For details on disconnected mailboxes, see http://technet.microsoft.com/en-
us/library/bb232039(v=exchg.141).aspx.

Exchange 2013. For details on disconnected mailboxes, see http://technet.microsoft.com/en-
us/library/bb232039.aspx.

Limitation (Exchange 2010 only)
The restore into the Exchange Server Store of mailbox objects that changed Organizational Units
since their last backup is not supported. In this case, the method is to restore the objects to the
file system directly by using the environment variables TINA_X2K_FS_RESTORE, TINA_X2K_FS_
RESTORE_ROOT and TINA_X2K_FS_RESTORE_ROOT_UNICODE.

For details on restoring the objects to the file system, see Restoring a Message to the File
System.

Scenario 1: Restoring a Message to its Original Location

Restoring a Message using the Time Navigation Period
If you know the exact name and location of the message to restore, use the Time Navigation
period.

To restore a message to its original location using the Time Navigation Period

1. Open the Restore & Archive Manager on the Tina for Exchange Server application.
2. Use the Time Navigation period to locate the version of the message on the date you want it

restored.
3. Select the check box in front of the message you want to restore.

This image shows messages selected for restore:

4. Select Restore   Run.
5. Configure the restore parameters as needed and click OK.

The message is now restored to its original location.
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Restoring a Message using the Search Tool (Exchange 2010 only)
If you need assistance to locate the message to restore, use the Tina search tool, provided that
you have installed the Advanced Indexing Database option.

For details on the Advanced Indexing Database installation, see Installing the Indexing Database
Option.

To restore a message to its original location using the Search tool

1. Open the Restore & Archive Manager on the Tina for Exchange Server 2010 application.
2. Select Backup   Find Exchange Server Objects. The Search for Backed up Exchange

Server Objects window opens.
3. Enter the search parameters and click Search. See Exchange Server Object Search

Parameters for details.
The messages found are displayed in the lower part of the window. This image shows the
result of a search for backed up objects:

4. Once you have identified the message to be restored, select it and click Synchronize. The
file tree structure of the Tina for Exchange Server 2010 application is now in the Past on the
backup date of the file you synchronized with.

5. Select the check box in front of the message you want to restore.
6. Select Restore   Run.
7. Configure the restore parameters as needed and click OK.

The message is now restored to its original location.

Exchange Server Object Search Parameters
Use this window to rapidly locate Exchange Server messages backed up with Tina for Exchange
Server. It is useful whenever you need to restore an Exchange message and you do not know its
exact name and/or location.

This table describes the available parameters:
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Parameter Description

Find Lets you choose the type of object that you want to find: Messages, Tasks,
Notes, Calendar appointments, Contacts

In Lets you choose the folder into which the object is located. You can enter the
path manually or browse to the folder

Include Sub-
folders

Enables to search the specified folder and all its sub-folders.

Criteria Tab.

Validate All
Criteria

Indicates that only the objects meeting all the specified criteria are considered
correct.

Validate At
Least One
Criterion

Indicates that all the objects meeting at least one of the specified criteria are
considered correct

More Adds one more criterion

Less Removes the last criterion

Advanced Tab.

Seacrh over a
period of

Time interval during which the search takes place. The default value is
one Month. You can change the value and the time unit.

Before Date Date before which the search takes place. The default value is the current
date.

For instance, if you specify two weeks as the search period, and Wednesday,
September, 12th, 2008 as the date, the object search is performed on the two
weeks preceding the specified date.

You can use the Page Down and Page Up keys to adjust the hours and the
left and right arrow keys to adjust the minutes.

Max. Number
of Results

Number of objects displayed in the list. It also indicates the number of files
searched. If you specify 20, the search stops after 20 objects are found. You
may have up to 999 items displayed.

Search Launches the search once the search criteria are specified.

Synchronize Synchronizes the file tree on the selected object

Scenario 2: Restoring a Message to Another Location
(Exchange 2010 only)
You can restore messages in a location other than their original ones on the file system.
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Restoring a Message to the File System
You can restore Exchange messages to the file system rather than to the Exchange stores. This
can be useful in these cases:
• If you want to perform the restore while the Exchange Server is down.
• If you need to restore messages belonging to a user who no longer has a user account.

To restore a message to the file system

l Set these variables before launching the restore:

• TINA_X2K_FS_RESTORE=ON.
• TINA_X2K_FS_RESTORE_ROOT=C:\Program Files\Microsoft\Exchange

Server\TinaMsg (Default value).
• TINA_X2K_FS_RESTORE_UNICODE=ON for restoring in MSG UNICODE format,

compatible with Outlook 2003 and later.
Or
TINA_X2K_FS_RESTORE_UNICODE=OFF for restoring in MSG ANSI format, compatible
with earlier Outlook versions.
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CHAPTER5-Best Practices in a DAG
Environment
This topic details the best practices we recommend if you want to use Tina for Exchange Server
for vault and brick-level backups and restores in a Database Availability Group environment.

This topic contains these topics:
• Installation.
• Vault Backup of the Database in a DAG Environment.
• Vault Restore Scenarios in a DAG Environment.
• Brick-Level Backups in a DAG Environment.
• Brick-Level Restore Scenario in a DAG Environment.

Installation
This image shows the deployment of Tina Agents and Server to back up Exchange mailbox
servers including a Database Availability Group (DAG):

For the deployment of Tina, you must install:
• A Tina Server on a dedicated machine.
• A Tina Agent on all the Exchange servers to back up.

See the Tina Installation Documentation for details.
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Vault Backup of the Database in a DAG Environment
Atempo recommends that you back up the active database on each node of your DAG with the
TINA_X2K_DAG_DB_VISIBILITY=Active variable. This ensures the continuity of backups.

For details on this variable, see Environment Variables for Exchange Server for Vault Backup.

To do so, follow these steps:
• Creation of an Tina for Exchange Server Application on each Node
• Definition of a Vault Backup Selection
• Definition of a Schedule

Creation of an Tina for Exchange Server Application on each
Node
You must create a Tina for Exchange Server application for each node of your DAG. These
applications are dedicated to vault backup.

For details on the creation of Tina for Exchange Server applications and on vault backup
configurations, see Backup Configuration.

Definition of a Vault Backup Selection
To back up all databases in a DAG environment, we recommend to set an identical backup
selection on the Microsoft Information Store, on each node of the DAG.

For details on backup selections, see the Tina Administration Documentation.

Definition of a Schedule
You must schedule the backup of the Microsoft Information Store to launch at the same time on
each node.

As there is only one active copy of the database and several passive copies at any time in your
DAG, only one backup of the active copy is launched. This backup is performed regardless of the
node hosting the active copy of the database.

Note: If you launch an incremental backup on the active copy of a database that has moved
from one node to another during a failover, a full backup is performed instead.

Vault Restore Scenarios in a DAG Environment
This topic contains these topics:
• Scenario 1: Restore of a Database.
• Scenario 2: Restore of a Database in a Recovery Database.
• Scenario 3: Cross-Restore of a Database.
• Scenario 4: Restoring Mailboxes with the Mailbox Recovery Wizard.
• Scenario 5: Restoring Mailboxes of a Lost Node with the Mailbox Recovery Wizard.
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Scenario 1: Restore of a Database
In a DAG environment, the active copy of databases can move from one node to another. To
perform a database restore in a DAG environment, you need to locate the node first.

Prerequisite
Make sure you have sufficient disk space for the restore of the database and its logs.

To perform a database restore

Step 1: Locate the node that performed the backup of the database
1. Launch the Restore & Archive Manager on one of the Exchange Server vault backup

applications created for the nodes of your DAG.
2. Select Backup   Strategy and select the strategy of the backed up objects you want to

restore.
3. Select Backup   Find to open the Search for Backed up Objects window.
4. In the Search Criteria area, click Add and select all the Exchange Server applications

dedicated to vault backup of your DAG.
5. Click OK to include them in your search.
6. In the Object Name field, enter the name of the database you want to recover.
7. Modify the other search criteria according to your needs and click Search.
8. In the Object Found list, look for the version of the database you want to restore according

to:
• The Platform (i.e. the node).
• The Backup Date.

9. Close the Restore & Archive Manager.

Exchange 2010. Step 2: Prepare the restore in the Exchange Management Console

1. Open the Exchange Management Console and suspend the database replication.

See http://technet.microsoft.com/en-us/library/dd298159(v=exchg.141).aspx for details.

2. Delete all the passive copies of the database from all the nodes of the DAG EXCEPT the one
you located in Step 1: Locate the node that performed the backup of the database.

3. Right click the active database and select Dismount Database.

4. Right click the active database and select Properties.

5. In the Maintenance tab, select the This database can be overwritten by a restore option.

Exchange 2013. Step 2: Prepare the restore in the Exchange Administration Center

1. Open the Exchange Administration Center and suspend the database replication.

See http://technet.microsoft.com/en-us/library/dd298159.aspx for details.

2. Delete all the passive copies of the database from all the nodes of the DAG EXCEPT the one
you located in Step 1: Locate the node that performed the backup of the database.

3. Select the active database and click the More button.

4. Select Dismount the Database.
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5. Select the active database and click the Edit button.

6. In the Maintenance tab, select the This database can be overwritten by a restore option.

Step 3: Perform the restore

1. Back to the Search for Backed up Objects window in Restore & Archive Manager, select the
version you want to restore and click Synchronize. The file tree is updated. The list of all the
objects required for the restore is displayed.

Note: Due to the Exchange Server logging mode, the only incremental backups that
you can restore by replaying the current logs are those following the latest full backup.

2. Select all files (i.e., the databases and their logs directories) by selecting the check box to the left
of the objects to restore.

3. Select Restore   Run to restore the selected files. The Restore window opens.

4. Click OK.

The restore is performed.

Step 4: Mount the database and resume the database replication

Exchange 2010.

1. In the Exchange Management Console, mount the database you have just restored.

See http://technet.microsoft.com/en-us/library/bb123587.aspx for details.

2. Resume the database replication. The database you have restored is available for all the other
nodes of your DAG.

See http://technet.microsoft.com/en-us/library/dd298159(v=xchg.141).aspx for details.

3. If necessary, use the Exchange Management Console to determine which node must host the
active copy of the database.

Exchange 2013.

1. In the Exchange Administration Center, mount the database you have just restored.

See http://technet.microsoft.com/en-us/library/aa998871.aspx for details.

2. Resume the database replication. The database you have restored is available for all the other
nodes of your DAG.

See http://technet.microsoft.com/en-us/library/dd298159.aspx for details.

3. If necessary, use the Exchange Administration Center to determine which node must host the
active copy of the database.

Scenario 2: Restore of a Database in a Recovery Database
In a DAG configuration, you can restore and mount the active copy of a database in a Recovery
Database. This restore scenario is useful if you only want to extract one or several mailboxes
from this database. Since the restore processes take place in the recovery database, this
scenario avoids:
• Performing several operations on the passive copies of databases in your DAG.
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• Creating a downtime in your production environment.

Prerequisite
Make sure you have sufficient disk space for the restore of the database and its logs.

To perform a database restore in a recovery database

Step 1: Locate the node that performed the backup of the database
1. Launch the Restore & Archive Manager on one of the Exchange Server vault backup

applications created for the nodes of your DAG.
2. Select Backup   Strategy and select the strategy of the backed up objects you want to

restore.
3. Select Backup   Find to open the Search for Backed up Objects window.
4. In the Search Criteria area, click Add and select all the Exchange Server applications

dedicated to vault backup of your DAG.
5. Click OK to include them in your search.
6. In the Object Name field, enter the name of the database you want to recover.
7. Modify the other search criteria according to your needs and click Search.
8. In the Object Found list, look for the version of the database you want to restore according

to:
• The platform (i.e., the node)
• The backup date

9. Close the Restore & Archive Manager.

Step 2: Restore the database in a recovery database

This step is identical to the standard restore scenario in a recovery database. Refer to:
• Scenario 2: Restoring a Mailbox Database to a Recovery Database without Mailbox

Recovery.
Or

• Scenario 3: Restoring a Mailbox Database to a Recovery Database with the Mailbox
Recovery.

Scenario 3: Cross-Restore of a Database
This scenario explains how to restore a database backed up by a node that is no longer available
to another node of the DAG.

Prerequisite
Make sure you have sufficient disk space on the target node for the restore of the database and
its logs.

To perform a cross-restore

Exchange 2010. Step 1: Prepare the restore in the Exchange Management Console
1. In the Exchange Management Console, suspend the database replication.

See http://technet.microsoft.com/en-us/library/dd298159(v=exchg.141).aspx for details.
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2. Delete all the passive copies of the database you want to restore from all the nodes of the
DAG, EXCEPT the one located on the lost node.

3. Right click the active database and select Dismount Database.
4. Right click the active database and select Properties.
5. In the Maintenance tab, select the option This database can be overwritten by a restore.

Exchange 2013. Step 1: Prepare the restore in the Exchange Administration Center

1. In the Exchange Administration Center, suspend the database replication.

See http://technet.microsoft.com/en-us/library/dd298159.aspx for details.

2. Delete all the passive copies of the database you want to restore from all the nodes of the DAG,
EXCEPT the one located on the lost node.

3. Select the active database and click the More button.

4. Select Dismount the Database.

5. Select the active database and click the Edit button.

6. In the Maintenance tab, select the This database can be overwritten by a restore option.

Step 2: Perform the restore

1. Launch the Restore & Archive Manager on the Exchange Server application of the target node.

2. Select Backup   Application   Connection and select the Exchange Server application folder of
the source node that is no longer available. It is the node that performed the backups you want to
browse.

3. Once you are connected to the source node, you can see its backups. Select Backup   Strategy
and select the strategy of the backed up objects you want to restore.

4. Select the database to restore.

5. Select Tree   Selected Objects   Versions. The Versions in Time window opens. It contains
the list of full and incremental backups.

6. Select the version to restore and click Synchronize. The file tree is updated. The list of all the
objects required for the restore opens.

Note: Due to Exchange Server logging mode, the only incremental backups you can
restore by replaying the current logs are those following the latest full backup.

7. Select all files (i.e., the databases and their logs directories) by selecting the check box to the left
of the objects to restore.

8. Select Restore   Run to restore the selected files. The Restore window opens.

9. Click OK. The restore is performed.

Step 3: Mount the database and resume the database replication

Exchange 2010.

1. In the Exchange Management Console, mount the database you have just restored.

See http://technet.microsoft.com/en-us/library/bb123587.aspx for details.
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2. Resume the database replication. The database you have restored is available for all the other
nodes of your DAG.

See http://technet.microsoft.com/en-us/library/dd298159(v=xchg.141).aspx for details.

Exchange 2013.

1. In the Exchange Administration Center, mount the database you have just restored.

See http://technet.microsoft.com/en-us/library/aa998871.aspx for details.

2. Resume the database replication. The database you have restored is available for all the other
nodes of your DAG.

See http://technet.microsoft.com/en-us/library/dd298159.aspx for details.

Scenario 4: Restoring Mailboxes with the Mailbox Recovery
Wizard
Use this scenario if you only need to recover one or several mailboxes with the Mailbox Recovery
Wizard.

To restore mailboxes with the Mailbox Recovery Wizard

Step 1: Locate the node that performed the backup of the database
1. Launch the Restore & Archive Manager on one of the Exchange Server vault backup

applications created for the nodes of your DAG.
2. Select Backup   Strategy and select the strategy of the backed up objects you want to

restore.
3. Select Backup   Find to open the Search for Backed up Objects window.
4. In the Search Criteria area, click Add and select all the Exchange Server applications

dedicated to vault backup of your DAG.
5. Click OK to include them in your search.
6. In the Object Name field, enter the name of the database you want to recover.
7. Modify the other search criteria according to your needs and click Search.
8. In the Object Found list, look for the version of the database you want to restore according

to:
• The platform (i.e., the node)
• The backup date

9. Close the Restore & Archive Manager.

Step 2: Perform the restore with the Mailbox Recovery Wizard

You now have to launch the Mailbox Recovery Wizard on the node you located in the previous
step.

Refer to Scenario 4: Restoring Mailboxes with the Mailbox Recovery Wizard.

Scenario 5: Restoring Mailboxes of a Lost Node with the
Mailbox Recovery Wizard
This scenario is useful if you want to recover one or several mailboxes with the Mailbox Recovery
Wizard from a node that is no longer available.
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First, you must restore the whole database of the lost node to another one with the recovery
database feature. Then you must launch the Mailbox Recovery Wizard on this target node.

To restore mailboxes of a lost Node with the Mailbox Recovery Wizard

1. Follow Scenario 2: Restore of a Database in a Recovery Database to restore the database
to another node.

2. Launch the Mailbox Recovery Wizard on the node that now hosts the database.
3. Follow Scenario 4: Restoring Mailboxes with the Mailbox Recovery Wizard.

Brick-Level Backups in a DAG Environment

Backup of individual Mailboxes
Atempo recommends that you back up all the individual mailboxes on each node of your DAG.
This ensures the continuity of backups regarding bricks of mail data.

As the backup of all the individual mailboxes can be lengthy, Atempo also recommends the
creation of a level in your Exchange Server organization that would only contain the VIP
mailboxes, i.e. only the mailboxes that may require brick-level backup.

To do so, go through these steps:
• Creation of an Tina for Exchange Server Application on each Node.
• Definition of a Brick-Level Backup Selection.
• Definition of a Schedule.

Creation of an Tina for Exchange Server Application on each
Node
You must create a Tina for Exchange Server application for each node of your DAG. These
applications are dedicated to brick-level backups.

For details on the creation of Tina for Exchange Server applications and on brick-level backup
configurations, see Backup Configurations.

Definition of a Brick-Level Backup Selection
To back up the individual mailboxes in a DAG environment, we recommend to set an identical
backup selection on each node:
• On the meta-directories of users mailboxes

Or
• On the meta-directory containing all the VIP mailboxes

If you want to exclude specific mailboxes from the backup selection, you may define exclusions
with the Filters tab of the Backup Selection window.

For details on filters, see the Tina Administration Documentation.

69 Tina for Exchange Server 2010-2013

Best Practices in a DAG Environment



Definition of a Schedule
You must schedule the backup of the individual mailboxes to launch at the same time on each
node.

Since there is only one active database at any time in your DAG, only one backup of the current
active database hosting all the individual mailboxes is launched. This backup is performed
regardless of the node hosting the active database.

Note: If you launch an incremental backup on the active copy of a database that has moved
from one node to another during a failover, a full backup is performed instead.

Brick-Level Restore Scenario in a DAG Environment
To perform a brick-level restore in a DAG Environment

Step 1: Locate the node that performed the backup of the brick item to restore
1. Launch the Restore & Archive Manager on one of the Exchange Server brick-level backup

applications created for the nodes of your DAG.
2. Select Backup   Strategy and select the strategy of the backed up objects you wish to

restore.
3. Select Backup   Find to open the Search for Backed up Objects window.
4. In the Search Criteria area, click Add and select all the Exchange Server applications

dedicated to brick-level backups of your DAG.
5. Click OK to include them in your search.
6. In the Object Name field, enter the name of the brick data you want to recover (for instance,

an email message).
7. Modify the other search criteria according to your needs and click Search.
8. In the Object Found list, look for the version of the item you want to restore according to:

• The platform (i.e., the node)
• The backup date

9. Close the Restore & Archive Manager.

Step 2: Performing the restore

1. Launch the Restore & Archive Manager on the Exchange Server brick-level backup application
of the target node.

• This target node must host the mailbox into which the brick item must be
restored.

• Ensure that this target mailbox exists before performing any restore
operation. Otherwise, you must perform the restore on the file system
directly. See Restoring a Message to the File System for details.

2. Select Backup   Application   Connection and select the brick-level backup application folder
of the source node.

This source node is the one that backed up the version of the item you want to restore.
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3. Once you are connected to the source node, you can see its backups. Select Backup   Strategy
and select the strategy of the backed up item you want to restore.

4. Select the item to restore.

5. Select Tree   Selected Objects   Versions. The Versions in Time window opens. It contains
the list of full and incremental backups.

6. Select the version to restore and click Synchronize. The file tree is updated.

7. Select the brick item by selecting the check box on its left.

8. Select Restore   Run to restore the selected file. The Restore window opens.

9. Click OK.

The restore is performed.
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CHAPTER6-Additional Information
This topic provides the information on:
• Environment Variables List
• Troubleshooting

Environment Variables List
This topic describes the Tina for Exchange Server environment variables for both Vault Backup
and Brick-Level Backup.

Environment Variables for Exchange Server for Vault Backup

This table describes the environment variables for Exchange Server for Vault Backup:

Environment
Variable

Possible
values
[default]

Description Status

PATH Access path.

No default
value

Access path to the libraries of Exchange
Server.

Example: C:\Program
Files\Microsoft\Exchange
Server\V14\Bin

Mandatory

TINA_APP_LIB_
PATH

Access path.

Automaticall
y set to
libtina_
x2k.dll

Relative or absolute path to the Exchange
Server module DLL on the client machine
hosting the Exchange Server.

Example: libtina_x2k.dll or
C:\Program Files\Atempo\tina\Bin\lib
tina_x2k.dll

Mandatory

TINA_X2K_DAG_
DB_VISIBILITY

Passive,
[Active]

Specifies what kind of database (Passive or
Active) is visible in Restore & Archive
Manager.

Optional
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Environment
Variable

Possible
values
[default]

Description Status

TINA_X2K_
DONOTREPLAYLOGS

yes, [no] Specifies whether the current logs should be
replayed after a database restore.

This variable is not enabled in these cases:

• If you perform a restore into a recovery
database.

• If you do not automatically mount the
databases after a restore (TINA_X2K_
RESTORE_COMPLETE_NOWAIT variable set
to OFF).

If there is a gap between the restored log
numbers and the current log numbers, the
current logs is not replayed.

Optional

TINA_X2K_
EXTERNAL_
ARCHIVER

String (See
Description
for the value
format)

Specifies the characteristics of the remote
server responsible for the archiving of
databases from the snapshot of the LUN. This
value must be the concatenation of the IP
address or the alias of the remote server,
optionally its port, the Tina TCP port number,
the UDP port number and the name of the
catalog used on the remote server. Each
value must be separated by a pipe, except the
IP address or alias and the port that must be
separated by a colon.

Example:
balrog:8080|2525|2526|mycatalog

Optional

TINA_X2K_
FOREST_MBX_
VISIBILITY

If set to yes, a search for mailboxes is
performed on all known domains of the forest.
If set to no, the search is performed on the
current domain only.

Optional

TINA_X2K_
MAXNBLOGSFORIN
CR

Integer

[1000]

Specifies the maximum number of logs for an
incremental backup. When this number is
exceeded, the next incremental backup is
turned into a full backup.

Optional
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Environment
Variable

Possible
values
[default]

Description Status

TINA_X2K_RDB_
RESTO_PATHS

Two paths
separated by
a semicolon

Specifies custom restore paths for the
recovery database and for the log files, if you
do not want to use default restore paths. The
value should be the concatenation of the two
custom restore paths, both separated by a
semicolon (;).

Example: f:\ebdDir;e:\logDir

Both paths should not already exist.

If set to no or if no value is set, the restore
takes place in the default paths.

Optional

TINA_X2K_
RECOVERYDB

yes, [no] Specifies whether the selected database is
restored in a recovery database or not.

Optional

TINA_X2K_
RESTORE_
COMPLETE_NOWAIT

[yes], no Set to no, the variable enables the databases
not to be mounted after a restore.

Optional

TINA_X2K_
RESTORE_MBX_
APART

[yes], no Specifies whether a selected mailbox under a
database should be restored in a special sub-
folder (named Recovered data) of the existing
mailbox or should overwrite this existing
mailbox.

Optional

TINA_X2K_
RESTORE_
SELECTED_MBX

yes, [no] Specifies whether the selected mailboxes
under a database should be restored or not.

Optional

TINA_X2K_STORES [on], off Specifies whether you want to display the
Information Store in the Tina for Exchange
Server file tree. When performing backups at
database level, this variable must be set to
"on".

Optional

Environment Variables for Exchange Server for Brick-Level Backup

This table describes the environment variables for Exchange Server for Brick-Level Backup:
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Environment
Variable

Possible Values
[default] Description Status

TINA_APP_
LIB_PATH

Access path.

Automatically set
to libtina_
x2k.dll

Relative or absolute path to the Single
Object Restore module DLL on the client
machine hosting the Exchange Server.

Example: libtina_x2k.dll or
C:\Program Files\Atempo\tina\Bin\li
btina_x2k.dll

Mandator
y

TINA_EWS_DIR

(
Exchange 20
13 only)

Access path.

[
c:\Windows\Tem
p]

Specifies the temporary directory to use for
brick-level backup and restore operations
performed by ExchangeWeb Services.

It is recommended to set the variable value
to a folder on a non system volume.

Optional

TINA_X2K_
CAS_SERVER

(
Exchange 20
13 only)

String Specifies to use a specific Client Access
Server (CAS) instead of the one returned by
the Autodiscover service.

By default, the Autodiscover service is used
to find the CAS.

Optional

TINA_X2K_FS_
RESTORE

(
Exchange 20
10 only)

[off], on Restores the objects to the file system rather
than directly into the Exchange Server Store.

Optional

TINA_X2K_FS_
RESTORE_ROOT

(
Exchange 20
10 only)

Access path

[c:\Program
Files\
Microsoft\Exchan
ge
Server\TinaMsg]

Destination path of the messages to be
restored to the file system. This variable is
only taken into account when TINA_X2K_FS_
RESTORE is set to "on".

This variable is also used to restore old PST
data to the file system but it is not necessary
to set TINA_X2K_FS_RESTORE to "on".

Optional

TINA_X2K_FS_
RESTORE_
ROOT_UNICODE

(
Exchange 20
10 only)

[on], off Specifies that the object restored to the file
system is restored in the UNICODE format
rather than the ANSI MSG format.

Optional
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Environment
Variable

Possible Values
[default] Description Status

TINA_X2K_
INDEXING

(
Exchange 20
10 only)

[on], off Specifies whether the Advanced Indexing
Database option is used. This feature
enables you to search through message
attributes.

Optional

TINA_X2K_
REMOTE_
MAILBOX_
VISIBILITY

yes, [no] Enables or disables the visibility of remote
mailboxes. When this variable is set to yes,
the mailboxes hosted by other servers than
the local one are visible. When it is set to no,
the remote mailboxes are not visible.

Optional

TINA_X2K_SER [off], on Specifies whether you want to activate the
brick-level protection or not. This protection
enables you to save and restore single
emails, other components of private
mailboxes, etc.

Optional

Troubleshooting
This topic presents the troubleshooting procedure when using the Proxy Archiver feature.

Proxy Archiver
If the Proxy Archiver feature does not work, this is likely due to one of these reasons:
• The disk array is badly configured.
• The disk array does not support the exposition of a transportable snapshot on another host

(this is the case for NetApp arrays in particular).

You can perform a manual test on the Exchange Server and Proxy Archiver hosts using the
Microsoft DISKSHADOW tool to know if this is a problem with the disk array.

To test the Proxy Archiver with the Microsoft DISKSHADOW tool

1. On the Exchange Server, open aWindows command prompt and launch the
DISKSHADOW.EXE executable.

2. Create the transportable snapshot using these commands:

set context PERSISTENT
set option TRANSPORTABLE
set metadata \\share\metadata.cab
begin backup
add volume X:
create
end backup
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Note: Exchange Server and Proxy Archiver hosts must have access to \\share and
the X: volume must be replaced by the letter of the volume where the LUN, which
contains the Exchange database, is mounted.

3. On the Proxy Archiver, open aWindows command prompt and launch the DISKSHADOW.EXE
executable.

4. Launch the test using these commands:

load metadata \\share\metadata.cab
import
expose %VSS_SHADOW_1% X:
If the snapshot is exposed as a local volume on the X: letter, then the test indicates that the
Proxy Archiver feature does work.
If an error occurs with the Import or Expose command on the Proxy Archiver, then the array
configuration does not work and you must contact the Support of your VSS storage array
vendor for more information.
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