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CHAPTER1-General Principles
This topic provides general information about Tina Security & Compliance Manager
functionalities and describes the main interface.

Overview
Healthcare organizations, insurance companies, banks, and other organizations must comply
with regulatory requirements, or enterprise security policies, regarding the transfer and storage of
sensitive data.

Tina Security & Compliance Manager responds to those needs in two respects:

Security

Tina Security & Compliance Manager encrypts data on its way from its primary storage device to
the Tina server. The data remains encrypted until an authorized user downloads and decrypts it.
This ensures that neither system administrators nor backup operators can get access to
protected data, regardless of their rights to access the server.

Tina Security & Compliance Manager ensures end users that their confidential information can
only be accessed by them or by users to whom they have explicitly granted access.

Compliance

Tina Security & Compliance Manager provides sample templates enabling to create customized
templates answering specific compliance requirements. Security rules are derived from the
templates. They define the encryption algorithm and the retention period to apply to the backup
selections that you must secure.

Information access and activity logs are automatically generated and recorded in the system.
This enables the end user to provide proof that information was not altered or tampered with in
case of an audit.

Encryption
Note: Tina Security & Compliance Manager works with a random key generator on Unix
(/dev/random or /dev/nrandom), and a cryptography API on Windows. Ensure that the
operating systems of all your secured Tina agents and server include this functionality. For
details, see the Atempo Compatibility Guide.

Tina Security & Compliance Manager provides two levels of encryption:
• Network encryption/decryption (NED)
• Media encryption/decryption (MED)
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Network encryption/decryption (NED)
During data protection or recovery operations, sensitive data sets and associated meta-data are
transmitted to the backup server over the network through a secured channel, opened by the
backup agent when connecting to the server. The encryption channel uses a combination of
public key exchange methods and symmetric key cryptography for efficiency and network
throughput.

Media encryption/decryption (MED)
With Media encryption/decryption, sensitive data sets are encrypted at the agent level, prior to
being written to the backup media.

Encryption is performed using a combination of standardized public key and symmetric
cryptography methods, to offer strong encryption capabilities while allowing restore or data
recovery by authorized operators only.

Security Policies
Security policies define:
• Encryption standards and corresponding key length - or cipher strength - applicable to

sensitive data sets.
• Retention period requirements which drive the media management.
• Access rights and restrictions over sensitive data sets.

Encryption and retention period settings may be derived from internal procedures, but also
connected to regulations governing the management of sensitive data sets - i.e. medical records
governed by HIPAA, financial data by Sarbanes-Oxley.

Policies also restrict the access of sensitive data to only authorized systems and operators, and
prevent unauthorized operators from running Tina operations.

Policies finally enforce the security settings by forcing authorized operators to only run data
protection operations that do comply with the set policy.

Security Objects
Cipher engines and management of certificates in Tina Security & Compliance Manager are built
above the OpenSSL library, version 0.9.8.

Encryption Keys and Certificates
A cipher engine is integrated to Tina agent and server components to provide the required
encryption and decryption capabilities. An important aspect of cryptography-based solutions is
the ability to properly manage the keys used for encryption:
• They must be kept secret and protected against illegal usage.
• As the key to data recovery, they must be available at any time to authorized users and

operators.

It is also essential in such a scheme that proper identification of the operator, system or
infrastructure component be properly asserted. In Tina Security & Compliance Manager,
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identification and keys are managed by means of digital certificates. Certificates are assigned to
physical systems - typically, Tina agents and servers - or to operators, and authenticate the entity
they are assigned to. Digital certificates are delivered by a Certificate Authority (CA), which
guarantees certificate content. A separate private key is also created for each digital certificate,
and is used for decryption and to manage security related operations and objects.

Certificates are organized in a certificate hierarchy where each certificate is signed by its parent -
or its author. The hierarchy is the basis for the access control put in place in Tina Security &
Compliance Manager. The root of a hierarchy is the Certificate Authority (CA).

Security Templates
Security templates define a list of available cipher methods, and retention periods. They are
typically used to match regulation requirements and to define all applicable choices within the
Tina configuration that comply with such regulation.

Security templates are signed by their author to identify origin, authenticate content and prevent
unauthorized changes.

Security Rules
Policies are defined by means of a structure called a security rule. A security rule defines
precisely which cipher - method and associated key length - to use for media and network
encryption. It also defines the actual retention period of the data, regardless of the destination
media retention period.

Security rules are derived from security templates to define precisely which settings are used on
site, and guarantee that such settings comply with the regulation.

Security rules are signed by their author to identify origin, authenticate content, and prevent
unauthorized changes.

Rules are attached to sensitive data sets while configuring Tina backup selections.

Certificates and Certificate Hierarchy
In Tina Security & Compliance Manager, a digital certificate is used to manage the encryption
keys, identify and authenticate the actor of an operation, and control the privileges of such actor.

See Certificate Management for more information on certificates.

Tina Certificates
A digital certificate is a X509 compliant structure that contains these elements:
• The certificate identification (a user selected certificate name, a unique ID automatically

generated at creation time and a user selected comment).
• The public/private key pairs used for media encryption, network encryption and signature.
• A validity period (start and end date).

Private keys are password encoded when the certificate is created or installed, and can thus be
accessed by authorized operators only - those who have been given the password knowledge.
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Certificates contain public information only and can be shared across the infrastructure at no
harm.

Certificates are signed by their author at creation time, and yield to a certificate hierarchy:
• The root of the hierarchy is a certificate identifying the Certificate Authority (CA).
• At each level of the hierarchy, a certificate is the direct parent of all the certificates it signs,

the signed certificates being referred to as children.

A certificate is considered as valid if and only if:
• Its validation period has started but not expired. Once expired, the certificate can no longer

be used to sign objects nor to encrypt data. However, it is still used to restore data that was
backed up with its signature.

• It is signed by a valid certificate from the hierarchy - up to and including the Certificate
Authority.

Certificate Usage
Certificates are used in Tina in these situations:
• During configuration of Tina Security & Compliance Manager, to sign, export or delete child

certificates, and sign rules and templates.
• During Tina data protection operations, to encrypt data on media, restore encrypted data

on the agent system, and create a secure channel between Tina agent and server.

Certificates and associated private keys are required to configure Tina Security & Compliance
Manager (create, sign, or delete Security objects) and to restore encrypted data. Signature of
objects and data restore also requires the private key password to access the appropriate private
keys. The private key is not needed during backup or archive operations.

Secure network channels can be opened from agent to server, provided that the certificates of
such systems are signed by the same Certificate Authority.

Certificate Creation
Certificate creation can be performed on any system, provided that it has connectivity to a Tina
catalog. Certificates are registered in the catalog at creation time. Only the public certificate is
used during registration.

Before creating certificates, one should create or import the Certificate Authority (CA) certificate
for his Certificate Authority. Alternatively, a Certificate Authority can be generated and self-
signed.

The certificate hierarchy is built by creating the first level of certificates and by signing them with
the CA certificate. Child certificates of this first level are then created as needed and signed by
the corresponding first level certificate, until the full hierarchy has been set up.

Alternatively, CA certificates and regular certificates can be imported from an existing
infrastructure, using the PKCS#12 exchange format.

Once certificates have been created on a system, they are automatically saved in a certificate
repository in proprietary Privacy Enhanced Mail (PEM)-like format. These files can then be
copied and installed onto target systems. These files should also be saved in a safe place, so that
they can be recovered and reinstalled, should the initial certificate be lost.
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Once copied to the target system and saved in a safe place, the certificate files can be erased - or
removed - from the current system. Such certificates can also be exported to other applications
unrelated to Tina, in PKCS#12 format.

Certificate Installation
The final step is to install on every system, its own certificate(s).

When no longer needed on a system, certificates can be simply uninstalled. Installed certificates
are used for all backup/archive operations, and for securing communication between agent and
server.

Data Protection Policies
In Tina Security & Compliance Manager, security templates and rules are used to define the
security parameters to apply to the data sets that you want to secure.

For more information on security template and rule management, see Security Templates and
Rules.

Defining Security Templates
After defining certificates, you must define the security templates to use in the current
environment. Templates can either be created from scratch, imported from sample templates, or
derived from existing templates.

They are created and stored in the Tina catalog. They are signed by a certificate to identify its
author and prevent tampering. The signing certificate must be installed on the system used to
create the template. Its password is required when signing.

Rule Creation and Usage
Rules are created from security templates. As the templates, they are stored in the Tina catalog
and signed by a certificate.

Once created, rules are applied to sensitive datasets by defining a Tina backup selection on the
dataset and then assign a rule to the backup selection.

The link between rule and backup selection can only be modified if the certificate that signed the
rule - or one of its parents - is installed on the system.

This link also governs the policy applied during data protection operations:
• The dataset can be backed up or archived on any system where the certificate that signed

the rule - or one of its children - is installed.

Note: You can change this default behavior and have the brother certificates certify
backups and archivings, instead of the chidren certificates. Set the Use Rules with
Brother Certificate (cert_rule_compat_by_authority) tunable. See the Tina
Tunables documentation for details.

• The rule is applied to every data protection operations, you cannot override the rule
settings and bypass the encryption.
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Restricting Access to Protected Data
After going through all these configuration steps, this describes the Tina agent behavior:
• Tina agents that have been assigned a certificate:

– Can back up non-secured data sets - no encryption is applied.
– Can back up protected data sets if and only if the rule attached to the data set is signed

by a parent of the agent certificate; here, compliance is enforced since the backup
cannot bypass the rule settings.

– Cannot back up secured data sets when the rule is not signed by a parent of the agent
certificate: again, compliance is enforced as only authorized systems can access the
secured data.

• Tina agents that have not been assigned a certificate:
– Can back up non-protected data sets - no encryption is applied.
– Are not allowed to back up any protected data set.

Tina Access Rights
To optimize security and compliance within your company, it is highly recommended to define
three access right levels in Tina:
• Security Officer.Must be granted full Tina access rights, including these from the Security

tab:
– Certificates (create, import, delete).
– Security Templates (create, delete).
– Rules (create, delete).
The right to manage certificates can also be granted to the supervisors of the company, if
you want them to create and dispatch certificates for their own subordinates.

• Backup Administrator.Must be granted full Tina access rights, except the rights
concerning security objects (Security tab).

• End Users.Must not be allowed to manage backup selections (Backup tab), nor security
objects (Security tab).

For information on Tina access rights, see the Tina Administration Documentation.

Secured Backup, Archiving and Restore
Note: Data protection operations applied to non-protected data sets are not impacted by
Tina Security & Compliance Manager.

Backup
During the backup of a secured backup selection (a rule is associated with the backup selection),
Tina performs these actions:
1. Identify the rule content and its signing certificate.
2. Verify that a certificate exists on the backup agent, and that it is either the certificate or a

child of the certificate that signed the rule:
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– If the condition is not met, the backup terminates on error.
– If the condition is met, the backup session starts.

Note: If you set the Use Rules with Brother Certificate (cert_rule_compat_by_
authority) tunable, verify that the certificate existing on the agent is either the
certificate or a brother of the certificate that signed the rule.

3. Generate a random session key for the backup.
4. Encrypt the session key with the local public certificate, and each of its parent public

certificates, into a data header, up to and including the Certificate Authority.
5. Concatenate to the header the data encrypted by the session key, with the cipher method

specified in the rule.
6. Concatenate to the encrypted data block a signed hash as defined in the rule to enable

tampering detection.
7. Send the encrypted data set - with header and trailer - to the backup server, which writes it

on media.

In addition, the agent may optionally open an encrypted channel with the Tina server before the
session starts, so that meta-data associated to the session is sent encrypted to the Tina server -
and decrypted by the server before being stored in the catalog.

The backup server additionally applies these:
• The retention period defined in the rule overrides the retention period assigned to the

backup pool. For secured data, the pool retention period is actually ignored.
• Medias within a given pool contain homogeneous data sets only: a given media may

contain unprotected data, or data protected by the same rule. However, it cannot contain a
mix of different rules.

• Medias containing secured data sets cannot be recycled or deleted until the rule retention
period has been reached.

Archiving
Archiving operations differ from backup in the sense that the data set to archive is not usually
defined as a backup selection in Tina. In order to follow the data policies during archiving, Tina
performs these operations:
• Identifies if the data to archive is contained in a secured backup selection.
• If the backup selection is secured, its rule is applied to archived data.
• If there is no secured backup selection, the archived data is not encrypted on media.
• During archiving, whenever a secured backup selection is detected, the encryption mode

switches to the mode defined in the corresponding rule.

Retention period and media management are identical to the management during a backup
operation.

Restore
Data encrypted during backup or archiving operations can be restored on any system where a
compatible certificate and its private key are installed or available, i.e. the encrypting certificate
itself, or a parent certificate, up to and including the first Certificate Authority in the hierarchy.
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When restoring multiple data sets, these steps are performed:
• The Tina agent requests from the server the list of certificates used during backup or

archiving, if any.
• It checks that each certificate - or a parent - exists on the local system, or is available as a

file in the certificate repository folder.
• It requests the appropriate password(s) from the operator.
• It restores all data sets for which valid certificate/password pairs are defined.
• It does not restore the data sets for which the certificate is missing, invalid, or the password

is incorrect.

You can mix in a single restoration session data sets governed by different rules, or protected
and unprotected sets.

For command line or script operations, a session can be created where the operator lists the
appropriate passwords and specifies the session duration. Such information is then kept in
memory for the session duration and erased thereafter.

Limitations
Take into account these limitations:
• Encryption and compliance policies cannot be applied to the Catalog Application.

The Tina catalog backups and restores cannot be secured.
• Encryption and compliance policies can only be applied to data streams managed by Tina

agents. Other data streams cannot be managed by the above mechanisms.
This constraint implies that encryption and retention period policies are not currently
applicable to NDMP agents, snapshots, and Tina Web Restore.

Tina Security & Compliance Manager
All the above-described security objects (Certificates, Security templates, and Rules) are
managed in the Tina Security & Compliance Manager interface. Additionally, the Tina Certificate
Installerenables you to install and uninstall the certificates.

Such objects can also be managed on the command line through the tina_scm_control
command. For details, see the Tina Command Line Interface Documentation.

Opening Tina Security & Compliance Manager
To open Tina Security & Compliance Manager

l OnWindows, select Start   All Programs  Tina  Monitoring  Security & Compliance
Manager.

The Security & Compliance Manager interface opens.

Note: The Security & Compliance Manager menu is available only if your license
enables the use of the module.

Or
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From Command Line Interface, enter the tina_scm command.
For more information on the options available for the tina_scm command, see the Tina
Command Line Interface Documentation.

Interface Description
Tina Security & Compliance Manager consists of:
• The Menu bar which includes all the application menus.
• The Object list which displays the list of the security objects present in the catalog:

– Certificates
– Security Templates
– Rules

• The Description panel which provides information on the certificate, security template, or
rule selected in the object list.

• The Status bar which indicates the current catalog, the host where the application is
running, the current user, the Certificate repository path, and the number of security objects
present in the catalog.

This image shows the Tina Security & Compliance Manager interface:

Menu Bar
These are the available menus in the Menu Bar:
• Catalog. Eenables you to connect to another catalog, define preferences, or quit the

application.
• Certificates. Enables management of certificates.
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See Certificate Management.
• Security Templates. Enables management of security templates.

See Security Templates.
• Rules. Enables management of security rules.

See Security Rules.

Status Bar
This table describes the Status Bar icons:

Icône Description

Current catalog name

Host on which Tina Security & Compliance Manager is running.

User Status and User Name. These are the available values:

• Key icon. Privileged user.
• Yellow icon. User known to the catalog.
• No icon. User unknown to the catalog.

Directory absolute path where the certificate files are stored.

This path can be modified using the Catalog   Preferences
menu.

Number of certificates in the catalog.

Number of security templates in the catalog.

Number of security rules in the catalog.

Connecting to Another Catalog
If you have several catalogs, you may want to connect to a different catalog from Tina Security &
Compliance Manager in order to view and manage its security objects.

To connect to another catalog

1. Select Catalog   Connect.
The List of Catalogs window opens.

2. Select the catalog you want to connect to and click OK.

Tina Security & Compliance Manager now displays the security objects available in the
newly connected catalog.
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CHAPTER2-Getting Started with
Data Security
This topic describes the basic steps to let you get started with data security through Tina Security
& Compliance Manager. It provides several scenarios to help you understand the security
principles and implement security in your backup environment.

This topic includes these scenarios:
• Scenario 1.Media Encryption with Only One Certificate

You want to secure backup and restore operations for all Tina agents through only one
certificate. The same certificate is installed on all the agents. Any secured data set can be
restored on any of the secured agents by anyone knowing the certificate password.

• Scenario 2.Media Encryption with One Certificate per Department

You want to secure backup and restore operations within each department of your
company, each department having its own certificate. A different certificate is installed on all
the agents of each department. A secured data set can only be restored to an agent where
the corresponding certificate or one of its parents is installed.

• Scenario 3.Media and Network Encryption

You want to secure network communication between the Tina Server and the Tina agents
while securing backup and restore operations as well.

Media Encryption with Only One Certificate
Scenario 1. You want to secure backup and restore operations for all Tina agents through only
one certificate. The same certificate is installed on all the agents. Any secured data set can be
restored on any of the secured agents by anyone knowing the certificate password.

This image shows the different operations that must be performed to implement media encryption
with only one certificate:
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All the operations can be performed from the same host, except the certificate installation that
must be done locally on each agent. This is the list of operations:
• Creating a Self-signed Certificate Authority. See Creating a Self-signed Certificate

Authority.
• Creating a Media Encryption Certificate. See Creating a Media Encryption Certificate.
• Saving the certificate repository in a safe location. By default, this repository is TINA_

HOME/Certs unless otherwise specified through the Catalog   Preferences menu.
• Installing the Certificate Locally on the Hosts to Secure through Tina Certificate Installer.

See Installing the Certificate Locally on the Hosts to Secure.
• Importing a Security Template. See Importing a Security Template.
• Creating a Security Rule derived from the security template. See Creating a Security Rule.
• Applying the Security Rule to the Backup Selection to Secure. See Applying the Security

Rule to the Backup Selection to Secure.

Creating a Self-signed Certificate Authority
To create a self-signed Certificate Authority

1. Ensure that the user creating the certificates is granted Tina Certificates rights.
For information on Tina access rights, see the Tina Administration Documentation.

2. Select Certificate   New Certificate Authority.
The New Certificate Authority window opens.
This image shows the New Certificate Authority window:
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3. Enter the Certificate Authority creation parameters as described in Certificate Authority
Creation.
As the Signing Certificate Authority, select None (self-signed).

4. Click OK.
The Certificate Authority is created in the catalog: it displays in the certificate tree.
For a detailed procedure on how to create a Certificate Authority, see Certificate Authority
Creation.

Creating a Media Encryption Certificate
To create a media encryption certificate

1. In the Certificates tab, select the Certificate Authority and select Certificates  New.
The New Certificate window opens.
This image shows the New Certificate window:

2. Enter the Certificate Creation Parameters.
Ensure that you select Media Encryption in the Parameters area.
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3. Click OK.
The Certificate Password window opens.

4. Enter the password of the Certificate Authority and click OK.
The new certificate is created in the catalog: it is displayed in the certificate tree beneath the
Certificate Authority. The certificate file is stored in the certificate repository (TINA_
HOME/Certs by default).
For a detailed procedure on how to create a certificate, see Certificate Creation.

5. Copy the certificate file to a removable media, for instance a USB key, or send it by e-mail to
all the hosts to secure.

Installing the Certificate Locally on the Hosts to Secure
To install the certificate locally on the hosts to secure

1. On each host to secure, open the Tina Certificate Installer.
2. Select Certificates-Install.
3. Enter the absolute path of the certificate file to install (e.g., USB key path).
4. Click OK.

The Install Certificate window opens.
5. Enter the certificate password and a new password.
6. Click OK.

The certificate is now installed on the local host.

For a detailed procedure on how to install a certificate, see Certificate Installation.

Importing a Security Template
To import a security template

1. Select Security Templates   Import.
2. In the Template File Path window, enter the template absolute path to import, then click OK.
3. In the Import Template window, enter the Template Import Parameters.
4. Click OK.

The imported security template is displayed in the template list.

For a detailed procedure on how to import a template, see Importing a Security Template.

Note: Instead of importing a template, you can create your own customized template
through the menu Security Templates   New.
See Creating a Security Template.

Creating a Security Rule
To create a security rule

1. Select Rules  New. The list of available security templates opens.
2. Select the template from which you want to derive the rule and click OK.

The New Rule window opens.
This image shows the New Rule window:
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3. Enter the New Rule Parameters.
4. Click OK.

The Certificate Password window opens.
5. Enter the password of the certificate signing the rule and click OK.

The new rule is displayed in the rule list.

Note: The certificate signing the rule must be present on the local machine.

For a detailed procedure on how to create a rule, see Creating a Rule.

Applying the Security Rule to the Backup Selection to Secure
To apply the security rule to the backup selection to secure

1. Create backup selections on the directories that you want to back up securely.
2. In the Security tab of the Define Backup Selection window, select the Rule box and click

Name to select the newly created rule.

• When a security rule is applied to a backup selection, this selection can only be
backed up by the person who owns the certificate signing the rule, or one of the
child certificates.

• If the Use Rules with Brother Certificate (cert_rule_compat_by_authority)
tunable is set, the backup selection can be backed up by the brother certificates.
See the Tina Tunables documentation for details.

For a detailed procedure on creating a backup selection, see Associating a Security Rule
with a Backup Selection, as well as the Tina Administration Documentation.
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Media Encryption with One Certificate per Department
Scenario 2. You want to secure backup and restore operations within each department of your
company, each department having its own certificate. A different certificate is installed on all the
agents of each department. A secured data set can only be restored to an agent belonging to the
department, or by the Certificate Authority.

This image shows the different operations that must be performed to implement media encryption
with one certificate per department:

All the operations can be performed from the same host, except the certificate installation that
must be done locally on each agent. The operations are the same as for Scenario 1, except that
several certificates are created and installed. This is the list of operations:
• Creating a Self-signed Certificate Authority. See Creating a Self-signed Certificate

Authority.
• Creating a different media encryption certificate for each department of your organization

to secure.
Repeat the procedure Creating a Media Encryption Certificate for each department to
secure.

• Saving the certificate repository in a safe location. By default, this repository is TINA_
HOME/Certs unless otherwise specified through the Catalog  Preferences menu.

• Installing each certificate locally through Tina Certificate Installer on the hosts of the
department for which it was created.
Repeat the procedure To install the certificate locally on the hosts to secure with a different
certificate for each department.

• Importing a Security Template. See Importing a Security Template.
• Creating a Security Rule derived from the security template. See Creating a Security Rule.
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• Applying the Security Rule to the Backup Selection to Secure. See Applying the Security
Rule to the Backup Selection to Secure.

Media and Network Encryption
Scenario 3. You want to secure network communication between the Tina Server and the Tina
agents while securing backup and restore operations as well.

This image shows the different operations that must be performed to implement media and
network encryption:

They are the same as for Scenario 1, except for the creation and installation of the network
encryption certificate, and the declaration of the hosts as secured. This is the list of operations:
• Creating a Self-signed Certificate Authority.
• Creating a Network Encryption Certificate.
• Creating a Media Encryption Certificate.
• Saving the certificate repository in a safe location. By default, this repository is TINA_

HOME/Certs unless otherwise specified through the Catalog Preferences menu.
• Installing the Network Encryption Certificate Locally through Tina Certificate Installer on the

Tina server.
• Installing the Certificate Locally on the Hosts to Secure through Tina Certificate Installer on

the Tina server.
• Declaring each Host as Secured.
• Importing a Security Template.
• Creating a Security Rule derived from the security template.
• Applying the Security Rule to the Backup Selection to Secure.
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Creating a Network Encryption Certificate
To create a network encryption certificate

1. In the Certificates tab, select the Certificate Authority and select Certificates   New.
The New Certificate window opens.

2. Enter the Certificate Creation Parameters.
Ensure that you select Network Encryption in the Parameters area.

3. Click OK.
The Certificate Password window opens.

4. Enter the password of the Certificate Authority and click OK.
The new certificate is created in the catalog and it is displayed in the certificate tree with a
lightning symbol beneath the Certificate Authority.
The certificate file is stored in the certificate repository (TINA_HOME/Certs by default).
For a Detailed procedure on how to create a certificate, see Certificate Creation.

5. Copy the certificate file to a removable media (e.g., a USB key), or send it by e-mail to the
Tina server.

Installing the Network Encryption Certificate Locally
To install the network encryption certificate locally

1. On the Tina server, open the Tina Certificate Installer.
2. Select Certificates   Install.
3. Enter the absolute path of the certificate file to install (e.g., the USB key path).
4. Click OK.

The Install Certificate window opens.
5. Enter the certificate password.
6. Click OK.

The certificate is now installed on the Tina server.

For a detailed procedure on how to create a certificate, see Certificate Installation.

Declaring each Host as Secured
To declare a host as secure

1. In the Web Administration, expand your catalog in the Tina Explorer.
2. Select Platforms   Hosts.

The Hosts pane opens.
3. Select the host to secure and click Host Details.

The Host Details window opens.
4. Click the Properties tab.
5. In the Advanced area, check the Secured Platform box.
6. Click Apply and Close to validate the operation.
7. Repeat the same procedure for each agent to secure.

For a detailed procedure on hosts, see the Tina Administration Documentation.
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Backing up and Restoring Data
When the backup starts, data is encrypted and backed up on the media as specified in the
security rule, using the agent certificate.

The restore can be performed only through the certificate of the machine that initiated the
secured backup, or through one of the parent certificates. This ensures that only authorized
people can restore and read the secured data.

To Go Further...
The procedures described in this topic are security fundamentals. There is only one level of
certificates beneath the Certificate Authority. To go further, you can:
• Create sub-certificates and organize them in a hierarchy.
• Create or import security templates and rules that comply with regulations.

Certificate Hierarchy
If you must tighten backup and restore security within your company even more, you can assign a
different certificate to each workstation, so that only the owner of a workstation and his
supervisors can back up and restore the workstation data.

If such a hierarchy is implemented, only the owner of the Certificate Authority is able to decrypt
any data within the company.

For a detailed procedure on certificate hierarchy and advanced certificate management, see
Certificate Management.

Security Templates and Rules for Compliance
Working with security templates and rules helps you make your backup environment compliant
with regulatory requirements. You can create several security rules, each of them complying with
a particular regulation.

For a detailed procedure on advanced security template and rule management, see Security
Templates and Rules and Backup Environment Configuration.
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CHAPTER3-Certificate Management
This topic explains what is a Tina certificate and how certificates are organized. It also describes
what actions can be performed on certificates.

Such actions can also be performed through the tina_scm_control command. See the Tina
Command Line Interface Documentation for details.

This topic contains these sub-topics:
• About Certificates
• Certificate Authority Creation
• Certificate Creation
• Certificate Installation
• Certificate Uninstallation
• Changing the Password of a Certificate
• Copy of a Certificate to Other Catalogs
• Certificate Deletion
• Certificate Revocation
• Certificate Import

• Certificate Export

About Certificates
A certificate is a digitally signed statement allowing encryption and signing of data so that it
cannot be retrieved or tampered with by unauthorized users. It is used for both network and
media encryption. A certificate must be located on all the hosts involved in secured backup and
restore operations. All Tina certificates conform the X509 V3 standard.

Certificate Hierarchy
Tina certificates are hierarchically organized, guaranteeing infallible identification of the actor of
operations such as backup, restore, or network communication.

There should be one Certificate Authority from which all other certificates are derived. Certificate
Authorities are used to create sub-certificates which are themselves used to create sub-
certificates beneath them.

Example
This image shows an example of Certificate Hierarchy:
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In the above example, Certificate Finance is used to create and sign certificates Payroll,
Accounting and Control. Certificate Accounting is used to create and signW1,W2, andW3.

The Certificate Authority can decrypt any backed up data within the company. The Finance
certificate can decrypt any data from the Finance Department but it cannot decrypt anything from
the Human Resources department. CertificatesW1,W2,W3, andW4 can only decrypt data from
their own workstation.

Note: Several certificate authorities can be created in the hierarchy tree. In this case, data
backed up using a certificate located beneath a sub-Certificate Authority can be decrypted
by the parent certificates, but only up to the sub-Certificate Authority. The top Certificate
Authority is not able to decrypt it.

Certificate Components
A Tina certificate is a X509 V3-compliant structure that includes:
• A public key.
• A validity period.
• The identity and signature of the signing entity which can either be a certificate or the

Certificate Authority.

Permissions
The user managing certificates must be granted these Tina access rights:

Certificates (create, import, delete) from the Security tab of the Access Control window.

For information on Tina access rights, see the Tina Administration Documentation.
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Certificate Repository
All the certificate files that are generated at certificate creation are stored in the certificate
repository. By default, the repository is:
• macOS - Unix. $TINA_HOME/Certs
• Windows. %TINA_HOME%\Certs

If you want the certificates to be stored in a different directory, modify the repository path.

To modify the certificate repository path

1. In Tina Security & Compliance Manager, select Catalog   Preferences.
The Preferences window opens.

2. In the Path field, enter the directory absolute path where you want the certificate files to be
stored, or click (...) to browse.

Note: If you want to reset the repository to its original path, click Reset.

3. Click OK.

Certificates Tab
The Tina Security & Compliance Manager Certificates tab displays the certificates present in the
Tina catalog in the form of three certificate trees.

Certificate Trees
The left hand panel contains the certificate Hierarchy tree, the root being the Certificate Authority.
The tree contains the certificate used to back up and restore local data, but also the other
certificates and sub-certificates present in the current catalog.

Certificate Status
Certificates in the Hierarchy tree can have various statuses.

This image shows the statuses that the certificates in the Hierarchy tree can have:

This table describes the visual clues and their meaning:
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Visual Clue Description Example

Three
yellow
stripes

Certificate Authority present in the catalog Atempo

Downward
arrow

Certificate installed on the local host and allowing for secured
backup and restore of this host

Finance

Upward
arrow

Certificate present in the local host certificate repository.

Do not use it to secure backups and restores for the local host.

Sales

Plain
certificate
icon

Certificate present in the Tina catalog, but not installed on the
local host, nor present in the local host certificate repository.

G&A

No-entry
sign

Certificate that has been revoked and can no longer be used to
secure data.

HR

Lightning Certificate used to secure network communication.

Certificates with no lightning symbols are used to secure backup
and restore operations.

Network

Certificate Authority Creation
In order to create the certificates for your company, you must create a Certificate Authority, that
can be self-signed or signed by an existing Certificate Authority.

Important: Only a most reliable person within the company should create or install a
Certificate Authority because it allows decryption of all company backed up data. Ensure
that it is stored in a safe location so that it can be reinstalled later, should an incident occur.

Certificate Authority creation requires connectivity to a Tina catalog.

To create a Certificate Authority

1. Select Certificate   Create a Certificate Authority.
The New Certificate Authority window opens.
The New Certificate Authority window lets you create a Certificate Authority in the Tina
catalog and sign it.
This image shows the New Certificate Authority window:
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2. Enter the Certificate Authority creation parameters.
This table describes the parameters that you can set to create a Certificate Authority:

Parameter Description

Name Unique name that you want to give the Certificate Authority.

Password Click the Password button to display the window where you can enter the
password and confirm it.

Signing Certificate Authority.

Certificate
Authority

Click the Certificate Authority button to display the window where you can
select the signing Certificate Authority. Select None if the Certificate
Authority is self-signed.

The first Certificate Authority created cannot be signed by another
authority. It can only be self-signed.

Validity The available values are:

• Start Date. Date when the Certificate Authority becomes valid.
This date must be within the validity period of the signing Certificate
Authority, if any.

• Expiration Date. Date when the Certificate Authority stops being
valid.
This date must be within the validity period of the signing Certificate
Authority, if any.

Outside the specified period, the certificate remains in the certificate tree
but it cannot be used.
However, do not delete it immediately. It is needed to restore data that
was backed up with its signature.

Output Certificate File.
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Parameter Description

File Name Name of the certificate file that is generated in the certificate repository at
Certificate Authority creation.

For a detailed procedure on the certificate repository, see Certificate
Repository.

Install
Certificate
after
Creation

Allows to install the Certificate Authority on the local machine. Select this
box if the certificate is used to secure the backups of the local host.

If this box is selected, the password of the locally installed Certificate
Authority is the same as the password of the certificate file

Comment Optional comment of your choice to associate with the Certificate
Authority.

3. Click OK.

Certificate Creation
Once the Certificate Authority is created, you can create certificates and organize them in a
hierarchy according to your needs. A certificate must imperatively be signed by its parent
certificate.

There are two options to set up the certificate hierarchy:
• Either the Security officer managing the Certificate Authority creates the whole hierarchy.
• Or the Security officer dispatches certificate creation to supervisors. He only creates the

first level of certificates for higher supervisors, who then create certificates and make them
available for their subordinates. The subordinates, in their turn, create certificates for their
own subordinates.

Creating a Certificate
Certificate creation requires connectivity to a Tina catalog.

To Create a Certificate

1. In the Certificates tab, select the hierarchy level where you want to create the new
certificate.

Note: The certificate under which you create the new one must either be the Certificate
Authority, or a certificate that is either installed on the local host, or present in the
certificate repository.

2. Select Certificate Create.
The Create Certificate window opens.
This image shows the New Certificate window:
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3. Enter the Certificate Creation Parameters.
4. Click OK.

The Certificate Password window opens.
5. Enter the Parent Certificate Password and click OK.

The new certificate is created in the catalog: it is displayed in the certificate tree at the
appropriate level.
If the Install Certificate after Creation box was selected, the certificate is displayed with a
downward icon. If the box was not selected, it is displayed with an upward icon.

6. If your backup environment contains several Tina catalogs, a dialog box opens, asking you
whether you want to copy the certificate to the other catalogs.
Click OK.
The List of Catalogs window opens.

7. Select the catalogs into which you want to copy the new certificate and click OK.
The Certificate Creation window opens, indicating the creation progress for each catalog. If
the copy fails, an error message is displayed in the Message column.

Important: The parent certificate must be present in the catalogs where you want to
perform the copy.

8. Click Close.
The certificate now opens in the certificate tree of the other catalogs.

Once created, a certificate must be installed on the machine to be secured.

Certificate Creation Parameters
The Create Certificate window lets you create and sign a certificate.

This table describes the parameters that you can set to create a certificate:

Parameter Description

Name Unique name that you want to give the new certificate.
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Parameter Description

Password Click the Password button to display the window where you can enter the
password and confirm it.

Parameters.

Use The certificate can be used for both network and media encryption.

See Encryption for a detailed procedure on the encryption types.

Validity The available values are:

• Start Date. Date when the certificate becomes valid.
This date must be within the validity period of the signing certificate.

• Expiration Date. Date when the certificate stops being valid.
This date must be within the validity period of the signing certificate.

Outside the specified period, the certificate remains in the certificate tree but it
cannot be used.

Output Certificate File.

File Name Name of the certificate file that is generated in the certificate repository at
certificate creation.

For a detailed procedure on the certificate repository, see Certificate
Repository.

Install
Certificate
after
Creation

Allows to install the certificate on the local machine. Select this box if the
certificate is used to secure the local host backups. If this box is selected, the
password of the locally installed certificate is the same as the password of the
certificate file.

To install a certificate on the local host, its parent must be either installed on the
local host, or present in the certificate repository.

Comment Comment of your choice to associate with the certificate.

Certificate Installation
A certificate must be installed on each host containing sensitive data to secure. Although
certificate creation can be performed from any host, the installation operation must be performed
locally on the host to secure.

A certificate can be installed from two different applications:
• Tina Security & Compliance Manager (tina_scm).

Allows to perform all the Security and Compliance operations but requires to be connected
to a Tina catalog.

• Tina Certificate Installer (tina_cert).
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Is designed to perform only installation and uninstallation operations on the local host. It is
not necessary to be connected to a catalog and it can therefore be used by any end-user.

Note: OnWindows, the Tina Certificate Installer application can be accessed through
the Start   All Programs  Tina  Utilities menu.

Installing a Certificate
To install a certificate

1. Select Certificates   Install.
2. In the Install Certificate window, enter the absolute path of the certificate file to install, or

click (...) to browse.
3. Click OK.
4. In the next window, enter the certificate password.

If the certificate to install is a certificate for media encryption, you are asked to provide a new
password and confirm it.

5. Click OK.
The certificate is now installed on the local host. It is used to secure backup and restore
operations (media encryption certificate), or network communication (network encryption
certificate). The Tina Security & Compliance Manager certificate tree now displays it with a
downward arrow.

Certificate Uninstallation
Uninstalling a certificate allows to remove the certificate from the local host. Once the certificate
is uninstalled, the backups of the host are no longer secured. The certificate is still present in the
Tina catalog and can be reinstalled later on the same or on a different host.

A certificate can be uninstalled from these applications:
• Tina Security & Compliance Manager (tina_scm).

Allows to perform all the Security and Compliance operations but requires to be connected
to a Tina catalog.

• Tina Certificate Installer (tina_cert).
Is designed to perform only installation and uninstallation operations on the local host. It is
not necessary to be connected to a catalog and it can therefore be used by any end-user.

Note: OnWindows, the Tina Certificate Installer application can be accessed through
the Start   All Programs  Tina  Utilities menu.

Uninstalling a Certificate
To uninstall a certificate

1. In the Hierarchy tree of the Certificates tab, select the certificate that you want to uninstall.
2. Select Certificates Uninstall.

An information message warn you about the consequences of uninstalling a certificate.
3. Click OK to confirm.
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The certificate can no longer be used to secure backup and restore operations or network
communication. The Tina Security & Compliance Manager certificate tree now displays the
certificate with no arrow or with an upward arrow.

Changing the Password of a Certificate
Changing the certificate password cannot be done directly. It requires uninstalling and
reinstalling the certificate.

To change the password of a certificate

1. Make a copy of the certificate file for safekeeping.
By default, certificate files are located in:
• macOS - Unix. $TINA_HOME/Certs
• Windows. %TINA_HOME%\Certs

2. Uninstall the certificate.
See Uninstalling a Certificate for details.

3. Reinstall the certificate with the new password.
See Installing a Certificate for details.

Copy of a Certificate to Other Catalogs
Copying a certificate to other catalogs allows you to create the same certificate tree in all the Tina
catalogs of your backup environment.

Copying a Certificate to Other Catalogs
To copy a certificate to other catalogs

1. In the Hierarchy tree of the Certificates tab, select the certificate that you want to copy.
2. Select Certificates Copy to other Catalogs.

The List of Catalogs window opens.
3. Select the catalogs where you want to copy the certificate and click OK.

The Certificate Creation window opens, indicating the creation progress for each catalog. If
the copy fails, an error message is displayed in the Message column.

Important: The parent certificate must be declared in the catalogs where you want to
perform the copy.

4. Click Close.
The certificate is now displayed in the certificate tree of the other catalogs.

Certificate Deletion
Deleting a certificate removes it from the Tina catalog and consequently from the Certificate Tree.
A deleted certificate can no longer be used to restore the backedup data it certified. In order to
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delete a Certificate Authority, it must be present on the local host.

Deleting a Certificate
Note: Only a certificate whose parent is present on the local host can be deleted.

To Delete a Certificate

1. In the Hierarchy tree of the Certificates tab, select the certificate that you want to delete from
the catalog.

2. Select Certificates Delete.
A dialog box opens, asking you to confirm your choice.

3. Select Remove certificate from the system if the certificate to delete is present on the local
host and you want to remove it from the system too.

4. Click OK.
If your backup environment contains several Tina catalogs, a dialog box asks you whether
you want to delete the certificate from the other catalogs.

Certificate Revocation
Revoking a certificate allows to forbid its use and prevent anyone from restoring data through it.
Once a certificate is revoked, the data secured by this certificate can only be decrypted by a
parent certificate. For instance, you may want to revoke a certificate to prevent an employee who
left the company from accessing company data, or if a certificate file was lost. In order to revoke a
certificate, the certificate or its parent must be installed on the local host.

Revoking a Certificate
To revoke a certificate

1. In the Certificates tab, select the certificate that you want to revoke.
2. Select Certificates Revoke.

The certificate is revoked in all the Tina catalogs of the environment, provided that the
catalogs can be accessed by the user revoking the certificate.

Certificate Import
Importing a certificate allows you to use existing external certificates that were not created
through Tina Security & Compliance Manager. If you already have a Public Key Infrastructure
(PKI) in your company, you may want to reproduce and use the existing certificate structure to
secure your backup environment. Certificate authorities can also be imported.

Important: If you plan to import several hierarchically related certificates, ensure to import
them in the hierarchical order, beginning with the higher Certificate Authority or certificate.
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Importing a Certificate
Only certificate files in the PEM or PKCS#12 formats can be imported. Convert your certificates into
one of these formats if necessary.

To import a certificate

1. Select Certificates Import.
2. In the Certificate files to import window, enter the Certificate Files to Import Parameters.
3. Click OK.
4. In the Import Certificate window, enter the Certificate Import Parameters.
5. Click OK.

The imported certificate is displayed in the certificate tree.

Certificate Files to Import Parameters
The Certificate File to Import window lets you specify an external certificate file to be imported in
Tina Security & Compliance Manager.

This table describes the parameters that you can set in the Certificate Files to Import window:

Parameter Description

File Format Format of the external certificate file. The certificate formats can be:

• PEM. Privacy Enhanced Mail.
• PKCS#12. Personal Information Exchange Syntax Standard.

Certificate
Path

Path of the file containing the certificate that you want to import. You can
manually enter the file absolute path or click (...) to browse.

Private Key
Path

Path of the private key of the certificate that you want to import. You can
manually enter the file absolute path or click (...) to browse.

This field is grayed out when importing a certificate in PKCS#12 format.

Password Password of the certificate that you want to import.

Certificate Import Parameters
The Import Certificate window lets you import in Tina Security & Compliance Manager a
certificate file generated by an external application.

This table describes the parameters that you can set in the Certificate Import window:

Parameter Description

Name Name of the certificate to import.

The name cannot be modified.
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Parameter Description

New
Password

Click the New Password button to display the window where you can enter a
new password for the certificate and confirm it.

If you do not specify a new password, the old password is used.

Signature Name of the signing certificate if the information is available.

This name cannot be modified.

Parameters.

Type The certificate type. Certificates types are:

• Basic certificate.
• Certificate Authority.
If the certificate type is available in the imported file(s), it cannot be modified.

Use The certificate can be used for both network and media encryption.

For more information on the types of encryption, see Encryption.

Validity.

Start Date Date when the Certificate Authority becomes valid.

This date cannot be modified.

Expiration
Date

Date when the Certificate Authority stops being valid.

his date cannot be modified.

Outside the specified period, the certificate remains in the certificate tree but it
cannot be used.

Output Certificate File.

File Name Name of the certificate file that is generated in the certificate repository at
certificate creation.

For a detailed procedure on the certificate repository, see Certificate
Repository.

Install
Certificate
after
Creation

Allows to install the certificate on the local machine.

Select this box if the certificate is used to secure the local host backups. If this
box is selected, the password of the locally installed certificate is the same as
the password of the certificate file.

To install a certificate on the local host, one of his parents must be present on
the local host.

Comment Optional comment of your choice to associate with the certificate.
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Certificate Export
Exporting a certificate allows you to convert a certificate into a format that can be used by
external applications other than Tina.

The available formats for export are:
• PEM.
• PKCS#12.

Exporting a Certificate
The certificate to export must either be installed on the local machine or present in the Certificate
Repository.

To export a certificate

1. In the Certificates tab, select the certificate that you want to export.
2. Select Certificates Export.

The Export Certificate window opens.
This image shows the Export Certificate window:

3. Enter the Certificate Export Parameters.
4. Click OK.

The certificate file is created in the path you specified and can be used by any other
application.

Certificate Export Parameters
The Export Certificate window lets you export a certificate into PEM or PKCS#12 format so that it
can be used by an external application.

This table describes the parameters that you can set in the Certificate Export window:

Parameter Description

File Format Format into which the exported certificate is converted.

Certificate
Path

Absolute path and name of the file where you want to export the certificate
file.
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Parameter Description

Private Key
Path

Absolute path and name of the file where you want to export the private key
file.

This parameter is only available if the PEM format was selected in the File
Format field.

Password Password of the certificate to export.

New Password New password that you want to give to the exported certificate.

If you do not need a new password, enter the original password.

Confirm Confirmation of the new password.
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CHAPTER4-Security Templates and Rules
This topic explains what Tina security templates and rules are, and how they are related to each
other. It also describes what actions can be performed on security templates and rules.

This topic contains these sub-topics:
• Security Templates
• Security Rules

Security Templates
A Security Template is a pre-defined list of security parameters that help you comply with a
specific regulation or security policy. Some sample templates are provided by Atempo, that
translate the main regulatory requirements such as Basel-II, HIPAA, SEC 17a-4 and Sarbanes-
Oxley. Such sample templates are installed in the TINA_HOME\Conf\Scm directory.

Should you need customized templates matching your internal security policy, you can also
create you own template.

Important: Security templates delivered by Atempo are only examples based on the
constraints imposed by regulation. Atempo offers no guarantee that these models be in
exact correspondence with the regulation. Be sure to customize them, so that they strictly
comply with the regulation you must deal with.

Security Parameters
The security templates define a range of possible values for these security parameters:
• List of possible MED and NED algorithms that can be used to comply with the

corresponding regulation. Such algorithms ensure that:
– Data cannot be read by unauthorized persons.
– Data cannot be altered during the backup or restore process.

• Minimum and maximum retention period during which backed up data must be kept.
• Validity period.

Permissions
The user managing security templates must be granted these Tina access rights:

Security Templates (create, delete) from the Security tab of the Access Control window.

For information on Tina access rights, see the Tina Administration Documentation.

Importing a Security Template
Importing a security template consists in adding an external template to a Tina catalog. Such an
operation is useful in these situations:
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• You can import a template related to the regulation with which you want to comply to
secure your backups. Such templates are provided in the Tina installation directory in
TINA_HOME\Conf\Scm.

• You can import a template that was previously exported from another Tina catalog not
connected to the current catalog.

A sample template is also provided (sample.tpl) that allows to test Tina Security & Compliance
Manager.

Important: The sample main template does not comply with any regulations and must only
be used for testing. Do not use it to secure your production backup environment.

To import a security template

1. Go to the Security Templates tab.
2. Select Security Templates   Import.
3. In the Template File Path window, enter the template absolute path to import, or click (...) to

browse, then click OK.
4. In the Import Template window, enter the Template Import Parameters.
5. Click OK.

The imported security template is displayed in the template list.

Template Import Parameters
The Import Template window lets you import an external security template in the Tina catalog.

Note: The parameter values can only be modified to values allowed by the imported security
template.

This table describes the parameters you can set to import a template:

Parameter Description

Name Unique name that you want to give the imported security template.

Certificate Certificate to be used to sign the template.

Click Certificate to select the signing certificate in the list.

Network Encryption.

Encryption
Algorithms

Algorithms allowed to encrypt network communication.

If you do not want to use all the algorithms defined for the imported
template, click (...) to select the algorithms of your choice in the list.

Minimum
Encryption Key
Length

Minimum length allowed for the network encryption key.
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Parameter Description

Encryption Hash
Names

Hash names allowed to compute the tamper-proof signature for network
communication.

If you do not want to use all the hash names defined for the imported
template, click (...) to select the hash names of your choice in the list.

Media Encryption.

Encryption
Algorithms

Algorithms allowed to encrypt backed up data (media encryption).

If you do not want to use all the algorithms defined for the imported
template, click (...) to select the algorithms of your choice in the list.

Minimum
Encryption Key
Length

Minimum length allowed for the media encryption key.

Encryption Hash
Names

Hash names allowed to compute the tamper-proof signature for backed up
data.

If you do not want to use all the hash names defined for the imported
template, click (...) to select the hash names of your choice in the list.

Retention.

Minimum
Retention

Minimum period during which the backed up data must be available for
restore.

It must be within the retention period of the imported template.

Maximum
Retention

Maximum period during which the backed up data must be available for
restore.

It must be within the retention period of the imported template.

If you do not specify any maximum retention period or if you set it to 0, the
retention is considered infinite.

Validity.

Start Date Date when the security template becomes valid.

This date must be within the validity period of the imported template.

Expiration Date Date when the security template stops being valid.

This date must be within the validity period of the imported template

Comment Optional comment of your choice to associate with the security template.
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Creating a Security Template
Creating a security template allows you to generate your own customized security template,
complying with your company internal requirements, or with any other regulation.

To create a security template

1. Select Security Template New.
The New Security Template window opens.
This image shows the New Security Template window:

2. Enter the New Security Template Parameters.
3. Click OK.

The Certificate Password window opens.
4. Enter the password of the certificate signing the template and click OK.

The security template is displayed in the template list.
5. If your backup environment contains several Tina catalogs, a dialog box opens, asking you

whether you want to copy the template to the other catalogs. Click OK.
The List of Catalogs window opens.

6. Select the catalogs where you want to copy the new template and click OK.
The Template Creation window opens, indicating the creation progress for each catalog. If
the copy fails, an error message is displayed in the Message column.

7. Click Close.
The template also opens in the template list of the other catalogs.

New Security Template Parameters
The New Security Template window allows you to generate your own customized security
templates.
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This table describes the parameters that you can set to create a new security template:

Parameter Description

Name Unique name that you want to give the imported security template.

Certificate Certificate to be used to sign the template.

Click Certificate to select the signing certificate in the list.

Network Encryption.

Encryption
Algorithms

Algorithms allowed to encrypt network communication. If you do not want to
use all the algorithms defined for the imported template, click (...) to select the
algorithms of your choice in the list.

Minimum
Encryption
Key Length

Minimum length allowed for the network encryption key.

Encryption
Hash Names

Hash names allowed to compute the tamper-proof signature for network
communication. If you do not want to use all the hash names defined for the
imported template, click (...) to select the hash names of your choice in the list.

Media Encryption.

Encryption
Algorithms

Algorithms allowed to encrypt backed up data (media encryption).

If you do not want to use all the algorithms defined for the imported template,
click (...) to select the algorithms of your choice in the list.

Minimum
Encryption
Key Length

Minimum length allowed for the media encryption key.

Encryption
Hash Names

Hash names allowed to compute the tamper-proof signature for backed up
data.

If you do not want to use all the hash names defined for the imported template,
click (...) to select the hash names of your choice in the list.

Retention.

Minimum
Retention

Minimum period during which the backed up data must be available for restore.

It must be within the retention period of the imported template.

Maximum
Retention

Maximum period during which the backed up data must be available for
restore.

It must be within the retention period of the imported template.

If you do not specify any maximum retention period or if you set it to 0, the
retention is considered infinite.
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Parameter Description

Validity.

Start Date Date when the security template becomes valid.

This date must be within the validity period of the imported template.

Expiration
Date

Date when the security template stops being valid.

This date must be within the validity period of the imported template

Comment Optional comment of your choice to associate with the security template.

Deriving a Security Template
Deriving a security template allows you to generate your own security template from one or
several regulation templates. For instance, if you must comply with two different regulations, you
can create a single template complying with both regulations at the same time.

To derive a security template

1. In the Security Template tab, select one or several reference templates from which you
want to create the new template.

2. Select Security Template Derive.
The Derive Security Template window opens. The parameters displayed are the reference
template parameters.

Important: If you selected several reference templates, the parameters displayed are
parameters that are common to all the selected templates. If the parameters from the
selected templates are not compatible, creating a new template is not allowed.

3. Modify the Security Template Derivation Parameters as needed.
4. Click OK.

The Certificate Password window opens.
5. Enter the password of the certificate signing the template and click OK.

The security template is displayed in the template list.
6. If your backup environment contains several Tina catalogs, a dialog box opens, asking you

whether you want to copy the template to the other catalogs. Click OK.
The List of Catalogs window opens.

7. Select the catalogs where you want to copy the new template and click OK.
The Template Creation window opens, indicating the derivation progress for each catalog. If
the copy fails, an error message is displayed in the Message column.

8. Click Close.
The template is also displayed in the template list of the other catalogs.

Security Template Derivation Parameters
The Derive Security Template window allows you to create customized templates from one or
several reference templates.
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Note: The parameter values can only be modified to values allowed by the reference
security template(s).

This table describes the parameters you can set to create a security template derivation:

Parameter Description

Name Unique name that you want to give the new security template.

Certificate Certificate to be used to sign the template.

Click Certificate to select the signing certificate in the list.

Network Encryption.

Encryption
Algorithms

Algorithms allowed to encrypt network communication.

Click (...) to select the algorithms of your choice in the list.

Minimum
Encryption Key
Length

Minimum length allowed for the network encryption key.

Encryption Hash
Names

Hash names allowed to compute the tamper-proof signature for network
communication.

Click (...) to select the algorithms of your choice in the list.

Media Encryption.

Encryption
Algorithms

Algorithms allowed to encrypt backed up data (media encryption).

Click (...) to select the algorithms of your choice in the list.

Minimum
Encryption Key
Length

Minimum length allowed for the media encryption key.

Encryption Hash
Names

Hash names allowed to compute the tamper-proof signature for backed up
data. Click (...) to select the algorithms of your choice in the list.

Retention.

Minimum
Retention

Minimum period during which the backed up data must be available for
restore.

It must be within the retention period of the reference template.

Maximum
Retention

Maximum period during which the backed up data must be available for
restore.

It must be within the retention period of the reference template.

If you do not specify any maximum retention period or if you set it to 0, the
retention is considered infinite.
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Parameter Description

Validity.

Start Date Date when the security template becomes valid.

This date must be within the validity period of the reference template.

Expiration Date Date when the security template stops being valid.

This date must be within the validity period of the reference template.

Comment Optional comment of your choice to associate with the security template.

Important: Copying a Security Template to Other Catalogs

Copying a security template to other catalogs allows you to use it in all the Tina catalogs of your
backup environment.

Important: The certificate which signed the template must be present in the catalogs where
you want to perform the copy.

To copy a security template to the other catalogs

1. In the Security Template tab, select the security templates that you want to copy.
2. Select Security Templates Copy to other Catalogs.

The List of Catalogs window opens.
3. Select the catalogs where you want to copy the security template and click OK.

The Template Creation window opens, indicating the creation progress for each catalog. If
the copy fails, an error message is displayed in the Message column.

4. Click Close.
The template is now displayed in the template list of the other catalogs.

Exporting a Security Template
Exporting a template allows to generate a template file in a directory you specify. You can then
import this template into another catalog that is not connected to the current catalog.

The exported template file contains useful information that can also help Atempo Customer
Support to troubleshoot any security template issue.

To export a template

1. In the Security Template tab, select the security template(s) to be exported.
2. Select Security Template   Export.
3. In the Export Security Template window, enter the file absolute path where you want to

export the template.
4. Click OK.
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Deleting a Security Template
To delete a security template

1. In the Security Template tab, select the security templates that you want to delete.
2. Select Security Template Delete.
3. Click OK to confirm your choice.

Security Rules
A security rule is derived from security templates. While security templates offer multiple choices
for each security parameter, the security rule defines the exact parameters that is applied to the
backed up data that you want to secure. All security rules must be signed by their owner through
his or her certificate.

Security Parameters
The security rule sets these security parameters among the possible values allowed by the
security template:
• The MED and NED algorithms to be used when backing up and restoring secured data.
• The encryption key length.
• The retention period during which backed up data must be kept.
• Rule validity period.

Permissions
The user managing security rules must be granted these Tina access right:

Rules (create, delete) from the Security tab of the Access Control window.

For information on Tina access rights, see the Tina Administration Documentation.

Creating a Rule
You can derive a security rule from one or several security templates.

To Create a Rule

1. In the Rules tab, select Rules   New. The list of available security templates opens.
2. Select the template(s) from which you want to derive the rule and click OK. The New Rule

window opens.
This image shows the New Rule window:
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3. Enter the New Rule Parameters.
4. Click OK. The Certificate Password window opens.
5. Enter the password of the certificate signing the rule and click OK. The new rule is displayed

in the rule list.
6. If your backup environment contains several Tina catalogs, a dialog box opens, asking you

whether you want to copy the rule to the other catalogs. Click OK.
The List of Catalogs window opens.

7. Select the catalogs where you want to copy the new rule and click OK.
The Rule Creation window opens, indicating the creation progress for each catalog. If the
copy fails, an error message is displayed in the Message column.

8. Click Close.
The rule is also displayed in the rule list of the other catalogs.

New Rule Parameters
The New Rule window lets you derive a specific security rule from the security parameters of a
template.

This table describes the parameters you can set in a new rule:

Parameter Description

Name Unique name that you want to give the new rule.

Certificate Certificate that is used to sign the rule.

Click Certificate to select the signing certificate in the list.

Network Encryption.
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Parameter Description

Encryption
Algorithms

Algorithms to be used to encrypt network communication.

Encryption
Key Length

Number of bits used for network encryption keys.

Encryption
Hash Names

Hash names to be used to compute the tamper-proof signature for network
communication.

Media Encryption.

Encryption
Algorithms

Algorithms to be used to encrypt backed up data.

Encryption
Key Length

Number of bits used for media encryption keys.

Encryption
Hash Names

Hash names to be used to compute the tamper-proof signature for backed up
data.

Other Parameters.

Retention Period of time during which the backed up data must be available for restore.

This value must be within the retention period of the reference template(s). If
you do not specify any retention period or if you set it to 0, the retention is
considered infinite.

This retention period overrides the retention period assigned to the media pool.

Volume
Triggering
Key Change

Volume of backed up data to be reached before the encryption key changes.
Each time a block of data of the specified volume is backed up, a different key
is used to secure the following block.

If the volume is reached while an object is being backed up, the key change
occurs only when the backup of this object is complete.

Validity.

Start Date Date when the security rule becomes valid.

This date must be within the validity period of the reference template(s).

Expiration
Date

Date when the security rule stops being valid.

This date must be within the validity period of the reference template(s).

Comment Optional comment of your choice to associate with the security rule.
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Copying a Security Rule to the other Catalogs
Copying a security rule to other catalogs allows you to use it in all the Tina catalogs of your
backup environment.

Important: The certificate which signed the rule must be present in the catalogs where you
want to perform the copy.

To copy a security rule to other catalogs

1. In the Rules tab, select the security rules that you want to copy.
2. Select Rules Copy to other Catalogs.

The List of Catalogs window opens.
3. Select the catalogs where you want to copy the security rule and click OK.

The Rule Creation window opens, indicating the creation progress for each catalog. If the
copy fails, an error message is displayed in the Message column.

Important: The reference template(s) must be present in the catalogs where you want
to perform the copy.

4. Click Close.
The rule is now displayed in the rule list of the other catalogs and can be used.

Exporting a Rule
Exporting a rule allows to generate a rule file in a directory you specify. Such a file contains useful
information that can help Atempo Customer Support to troubleshoot any security rule issue.

To export a rule

1. In the Rules tab, select the security rule(s) to be exported.
2. Select Rules   Export.
3. In the Export Security Rule window, enter the file absolute path where you want to export

the rule.
4. Click OK.

Deleting a Rule
To delete a rule

1. In the Rules tab, select the security rules that you want to delete.
2. Select Rules Delete.
3. Click OK to confirm your choice.
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CHAPTER5-Backup Environment
Configuration
This topic explains how to configure your backup environment in order to use certificates and
security rules and secure your backup environment. You must:
• Organize the certificates to allow media encryption.
• Declare hosts as secured.
• Select the rule to apply to the backed up data.

Certificate Prerequisites
To implement secured network communication (NED) between the Tina server and the agents,
these certificates must be installed:
• A network encryption certificate must be installed on the Tina server.
• A media encryption certificate must be installed on each Tina agent.

Important: The network certificate and the media certificates must be beneath the same
Certificate Authority if you want to secure network communication.

To implement secured backup and restore (MED), these certificates must be installed:
• A media encryption certificate must be installed on each host that you want to back up and

restore securely.
• If you want to restore data from a different host, the certificate used to back up the data

must be also installed on the host to which the restore is performed.

For details, see Certificate Installation.

Securing Hosts
As Network encryption is only possible between secured hosts, all the Tina server and agents
must be declared as secured.

To declare a host as secure

1. In the Web Administration, expand your catalog in the Tina Explorer.
2. Select Platforms Hosts.

The Hosts pane opens.
3. Select the host to secure and click Host Details.

The Host Details window opens.
4. Click the Properties tab.
5. In the Advanced area, check the Secured Platform box.
6. Click Apply and Close to validate the operation.

For hosts details, see the Tina Administration Documentation.
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Application of a Security Rule to a Backup Selection
The backup selections containing the data to secure must be associated with a security rule. The
rule defines all the security parameters to be applied to the data.

Once a backup selections is associated with a rule, this backup selection can only be backed up
through the certificate signing the rule, or one of the child certificates. The certificate must be
present on the machine on which the backup is initiated.

Note: If you set the Use Rules with Brother Certificate (cert_rule_compat_by_authority)
tunable, the backup selection can be backed up through the brother of the certificate that
signed the rule. See the Tina Tunables documentation for details.

The relationship backup selection/security rule can only be modified if the certificate signing the
rule, or one of the parent certificates is present on the local machine.

Important: Ensure that the secured backup selection is not included in an upper backup
selection backed up through a different backup strategy. In such case, the backup is
secured when scheduled through the first strategy, but not secured when backed up through
the second one.

Associating a Security Rule with a Backup Selection
To Associate a Security Rule with a Backup Selection

Note: In order to secure data during archiving, you must create a backup selection on the
directories to archive.

1. Create a new backup selection or edit an existing backup selection.
The Define Backup Selection window opens.
This image shows the Define Backup Selection window:
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2. In the Security tab, select the Rule box and click Name to select the rule that you want to
associate with the backup selection. The rule list only displays the rules signed by a
certificate that is a child or a parent of the certificate authenticating the local host.

Important: The selected rule must be signed by the certificate authenticating the host
to back up, or by one of the parent certificates.

3. Select the Backup and/or Archiving boxes according to the operations that you want to
secure.

Note: To secure the backup of applications using archive folders such as Tina for
Oracle using Recovery Manager, ensure that you select the Archiving box.

4. Click OK.
The directory on which the backup selection is set is displayed with a small green lock,
meaning that the backup selection is secured.
This image shows a folder with a backup class assigned to it:

For backup selections details, see the Tina Administration Documentation.

Secured Operations
Once the backup environment is configured, you can back up and restore your data as you would
normally do.
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Secured Backup
Whenever a backup is initiated, Tina verifies whether one of the backup selections involved is
associated with a security rule.

If so, the data is encrypted and backed up as specified in the rule.

Important: The certificate that was used to sign the security rule or one of the child
certificates must be installed on the host where the secured backup is launched, except if
the Use Rules with Brother Certificate (cert_rule_compat_by_authority) tunable is set,
in which case, brother certificates can be used to secure backups. See the Tina Tunables
documentation for details.

Secured data and standard data is not backed up on the same medias. Similarly, data pertaining
to different security rules is not mixed.

When backing up secured backup selections, two cartridges are needed. The first cartridge
contains non-secured information about the file tree structure, and the second cartridge contains
secured data.

Secured Restore
Restoring secured data is similar to restoring standard data. However, if your Tina license
contains the Tina Security & Compliance Manager option, the restore parameters window
contains an additional Security tab in which you can specify the directory absolute path where the
certificate files are located. If the files are located in the TINA_HOME/Certs default directory,
there is no need to provide the path.

Once the restore is launched, you are asked to provide the password of the certificate used for
backup, or one of the parent certificates. This ensures that only authorized people can restore
and read the secured data.

Auditing of Secured Operations
The events associated with secured data is classified in the Secure backup selection, which
makes the auditing of secured transactions easier.

The events also allow to trace illegitimate operations, such as the use of an incorrect password at
certificate import.

For Tina events details, see the Tina Administration Documentation.
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